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Cybertrust Japan JCSI Root Certification Authority
1:2.392.00200081.1.10.10 Certificate Policy: Policyldentifier

PKI DR%E

A CPS IZF0h &5 PKI DR EZ LU FIZED D, & BMRE 1L, A CPS WEDDLHH AT L
AP N OSSR

LR

A CPST1.1 L W2 E D/ — MR R F IOV R pﬁ)%%b\vo FRE R, BATIR B L OB
DO S LD, FRRERIEA CPSI5.2.1 FHHSNAEEIBLIOAD IZED D, LBkt B O
FEREALE MFEL., Cybertrust Japan Policy Authorlty(U\T\ [CTIPAI LV, ) 23S CPS Z7KFR
35,

BB

JL— NBRER DO BELIEI Y AR =T ANREE L, K —ERORAZSZITAHT, A CPS 123
THIANEORELIT), AR ERBITFR AR RICE S, V— NEERORITRICHL, FHR
FERFEHEDOREITL LUTROLBEOFE/R, I3 HIADIEIE D, A S—FT7ANL, FI&
R H —H IR LR,
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1.3.3

1.3.4

1.3.5

1.3.6

1.4

1.4.1

1.4.1.1

1.4.1.2

FRRIFRRE R OB SR RIIMAE L[E— OMENEE L, IMAZEDLOFEED FIAZZIF 1T,
A CPS IZHESEHIANBOFRELIT), FBGRIFFEERICESE, FRIBIEROEITRIC
FFL. FEBEORITHL LITR OB DR, X FADFEHAZ T D, A/ 3—hFANE, I
AFIZXL, RIBEROH =F ~OFFEEZRDIRN,

1T

IV—NREER DFRITIRIE AR =R AR EE L, —NEEER OB &R Of R S&, FiH
SRRERIRE EDORITEII R EIT), Fo, AR CPS IZHE-SE | L —NRGER O RS 2 & PR3
b,

HPIRRRE R DIEITRIIAY — AL L TH AN T ARPNEE -2k B8R OfRICHES
& FEAEOFRITE IR ZAT, Flo, K CPSITHEDE, THFEFEROME#ZE T 5,

MAZE

INAFE 1%, AFBIER ~GEAFEOHFEZITU, A CPS B UNMNAZK F IS EFEH EZF M
L THD,

o, MAE OFEHEDOHFEICEEELA TOHEZHHEREEE LV, MAEIL, HiEEEEZM
AFEFAREDNERDF DL LZ2T UT7ZRD7R0,

AR TARRRERI G U CREAE IS D HEE2ATHOZ LN TEHHE 1L, HEF LS i
B A LY F R IOV TOERE (T G-/ TS 4 35 BEEﬂZo FRiEHYEIC
ONTE MAFMIEDONEDENLBMET 5L TED,

EEE S

1:.%%1 FH T ARBIER B LOMAE OFEAEDOHAEI OV THREEZATV, HOOHETTA
FRRER B LONAE OFENEZAF T Mk £ IE AN THD,

ZTDHOERE

HUELZR,

EAZ DA%

FEEAZ DIESE

)l/ }\DLEIEFJEIEHEE

A CPS @ Appendix B (2~ v —NERERDFEAETH S,

S S HIL
ZIK‘H_—EX ZE L —RR nJEFI®TLL L%\é/?énézﬁuu uJE)E.'!@uJ‘.EEHEVC&)é
N—INRREROBERRIL. P RIFBFERIEAZEORITICHIZD, K CPSIZE-SE, LUTOFIHITD
WTHFAET D,

@  IMAFE DOIEREI TR AL FIAENTZ DN E2NEIE THhHT L

@  HREERREAEICE D4 HRIFEE 7O D DNS Name ([ZHESHDHR A4
AT —E AR AR THOMAE DME N MR DL

FIEH BT OLERk

IMAZHEA~O R B OH &

Fe &S FH D HEEIT 210 T 2 HEETHER (TR D7KGR
INAYRY « AT —H R

® 0 6 ©
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K NAVARY AT —H AL T, LT &R T 5,

s BEOT 4T HH

© Ty T RBIOTOMFEIRIT R FEORERICLY, L —NERERDE A CHEAILIZH
FHORLERFEITRA UG FHOFLE (FAE T 255

FREERAEICEY BEAELIY S L —NRAERIE, MEISUCETISHIET LB MO % AL
172
1413  GEAZE

AFRRERIE, IMAE TR RER 3 (JCSI SSL/TLS fEFAE) 2581735,

JCSI SSL/TLS FFBAE L. MAZ OY — E/-iTx v b — I e 2 385 L . £7-, 2 H &34
FHDITAT U MERRRENCIIT D SSL/TLS i =1L iEfE 2 =545, ﬂxnu.&%@”ﬁ%i V1PN
BHIE DL CTH R THD R —E 2%k L CRIHL T D) 54, JCSI SSL/TLS FEZE D
FATIZHTZD ., A CPS IZHSE, L FTOHFHIZSOWTHE TS,

O  IAFZ DEREI T ER 72 F24E M

@  JCSI SSL/TLS ZFBAE|C & £ 5 Fully-Qualified Domain Name (A T, TFQDNJ &), )
AN DM 3 AHER] 2380 . £ Bidl IR L 7an2 &

@  HEHEEE OTER
Fhoe S Y FHIZIDHEEIT A0 T2 HEE L (T LD KRR
® NAVARY AT —H A

¥ NAYRY AT —HZRELLU T, LT ERET 5,

®

s BEOT 4T HH

© T T BIOEOMERITABFEORRICIY, AFEIERBEICERL-HFFD
SR EIIT RS U TR E o Rl e

LA LD | AT~ S A B A R OB BB AT
R, HEISC T E) ST LT BN OFEAZTT,

ek AP —EATBNTR, GEAEIC OUITE eV iiEL 5,
Fio, L —NERER OB TIZ EV REEITIFEITLAR Y,

14.14 OCSP i BAZE

OCSP FERAZET, FREERNRITUME 9% OCSP FZEAETHY . Uikl mIc b D IrHED
KNEEAE OCSP ICLVIRHET DERIZ, £ OCSP L AR A L EFELEITIIEHETH D,

1.4.2 EYRELEAE O Ak
AEAEFOHIRITROEBVED D,

(1) s
O  FEAFEEZRET DM (P — 3 Ry N — 2R O
@  SSL F/-i% TLS B B1LifE

(2) OCSP ifBiZE
O  KDEREMET D OCSP L AR ADISE~DETFEL

1.4.3 ZIEShZEHREORR
A CPSI1.4.2 WY 723EAED A | IZE DD LIS CORFAEOE A4 1R 15,
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1.5 Ry —EH

1.5.1 XE+EET DM
A CPS BLOINAEKEIL, CTI PAICLWEFREND,

1.5.2 EREO
A CPS FHICHT 2R OM, BhET A EHELZ LT OEAELITTRITF1T5,

[FEHE 2 T DWTHE, UARTIICHBIFEL , 24 Ef#] 365 H ., ZNOE T2 B4 FLHT 2.

ST

A= FAMER S JCSL L — MR

£ AT :T107-6030 HURHAHEXANAAR—T H 9% 10 5
T =7V AT LS T — 35 B

%6 & jesi-r@cybertrust.ne.jp

AT
CFATOT=D DR FEFERB IO 38468
KO- OB FERBLOHFE FIEICET A BAE
GEAEICENE UG AR ERFEAEE R RSN 55 08 &8
- O O
- A CPS (TP T HBMAE

1.5.3 CPS DEEMERETDE
CPS DA VEIZ DWW TUI VAN —=hT AR E T 5,

1.54 BEMORZEFHEE
P AN—=LTANDA NI E D HIDREM - AR TR EDOF T, FA/3—KF AR CTJ PA 23K
BT,

A CPS @ Appendix A [ZHHET D,

cybertrust
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2. BREIVRDSNIOERE

2.1  URIHIZEEET HHEME
P A SR AN .

2.2 AT S1EHR
WOIEHREVRT N TRET D,
PUF O #% https://www.cybertrust.ne.jp/jcsi/repository.html =12 /ABH 32,

« A CPS
2B MAZHEBIZOWVTRB LIRS —E RHIAE ~BRTDLDET D,

LUF O % | http://rtcrl. managedpki.ne.jp/SecureSignAD/SecureSignRootCA11/cdp.crl IZZABA
T2

b —NRBRER ST T DREF # D CRL

PLUF o1 #% | http://rterl.managedpki.ne.jp/SecureSignAD/SecureSignRootCA11/SSAD-rca.crt
AT %,

<L —RRFER DFER E

2.3 PEDEIACHEE
NBHORHA LB IILL FDEBVTHD, 7272, IRV NI DA T U AENAETLGEIL, 20
[RO T2 D& 525, CRL VL 24 KR ABRS 115,
O  AURTRIIL 24 FiH 365 H ABHEHER 5
@  AKCPSIZHOWTIL, YRTOWE, ABSD
@  CRLIZ, A& CPST4.9.7 CRL %AT/EM] | THESNZL BV EHZITV, KShD
@ N —IEREROFERAEFIZOWTIL, A7 bbb — NERE R ORI X AL

2.4 DROMIZR T BT vRavka—IL
RTINS T BREB DT 7 Az br— /LT U,

ertrust
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3. BABIUVERE

3.1 BRTDRE

3.1.1 BHDEA4T
INAZEL, FEAEO D X.500 #5145 Distinguished Name (UL T, [DNJ &), ) ICEDFRBISNS,

3.1.2 LZMDOEKRIZETAE MR
FEFED DN IZE ENDL4FRT, IREO B AR,

DN HH I=U S
22— 1 (Common Name) iﬂ%ﬁ?ﬁﬁﬁ ERCN AR Il E e SANVERF4 ) =k o
KH#%k4 (Organization) MAE OFERAFEI XA EEEOKA
fﬁﬂﬁ%%fﬁ% (Organization (A —E 2GR 7T
Unit)
T T4 44 (Locality) FREPHERTEIIIE N FZEF O (AR 4)
BB F R4 (State or Province) | SF3ERTHEAT E/2ILME AN FZE R OEFT (BB RA4)
[E4 (Country) FEEPHEITEITE AN FEFoER (H)

3.13 MAEDER - RAICOVTOEY

BUE L7V,
3.14 PRI BB EZBRT 5=-HDIIL—IL

RRRERIDNEAT T HREYIED DN O AREMFIRT D720 D—/L1E, X 500 (S,

3.1.5 LMD —EH
SRAFRATAT T AIEAEIL, DN ICXIVINAE Z— B354 5,

3.1.6 BIREORHE. AR L VERE

FRRESRIE, TR OFREAZEDOIITIZER L, B EME, B M Pt EMFTEHE., FrrEZ 0
LD FNFI M PEME (F5F2 DD FNII PEZ 32 1T DHERIZE Ee BT NUBICIR B, LR BT 40
FIRAPEME | 21D, ) I DU TIEEREEL 720N,

3.2 PEID AR AN EFERR

3.2.1 MEROMAZHERETSAE

INAFE SO HFETE IO — 8 THLHIEA FEFEITER (LLF, TCSRIEWD, ) 1T, ALY
INBREET R ST OB B LD E A B D E D,

C AFBAERIE, CSRICE FNAABELFERAL CETELEMIET AL T IMAE OB TE

I AHENTWAZEEMRL, Fo, MAEPREHEEZTTA L WA LRI 5,
cybertrust
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322 HBER A DEEE
3.2.2.1 BT DR
FAERIE, A CPSI=T—! BRILBRODPVER A, FEIIE ORI ED 2 HFHA A LR
ERAN

INAZE DREBITERL Tl ARES -7 — 4 ARBRERICI VRIS RS T LTS
T =F MR T DEF - 7 —F EIIMAE IV RSN OEH - 7 — 22 V2130 A
DRFRDO P E OB G728 NS LITIMAE ZAE KT DM~ RS 21T, Eo, BEITGUMAFE
O HEETT),

72720 A KOS B 7B LT —F ETARRRE R AV B ICAF LI BT — 2%
THREF PO R DRHLL AL, YEFELT —ZFOTRHERD R,

IR D DR THEZ DT DN T, MAFE ~OREBIOEANZLEITH,

BB AP —ERTIE MAELANDE =FH BRA T DA BT UIIAE SREA H 2 A5 -
R HZEETEDIR,

3222 DBA/Tradename

FRFERIE, INAFE DFEB Z(Z DBA/Tradename % & 52 LA FRD 72N,

3223 Country DHFEER

PRRERIE, IMAE OFEAEICE £D Country 24 CPST3.2.2.1 & L OHER | CHER 35,

3224 FACD B OFREEFE= LV b O— )L DREE

JL— NG R T R RREE SR A E D FATIC S - T SEB AT A RS, L —REER LT
DILIAR— 2O JFEEFE L, FRFEGERFEAEO4 AIHIERE T NIZRL#EshbsE i
DRAL A FETNL, LT OB — 2D F71% (K CPS 3.2.2.4.8 TERINDFIEL G F2\ )T
WRESNIZR A 2 B E LI L2 MR T HHDET 5D,

ARFBFERITREA EOIITIZIEANL - T, GEIERAT H RIS, SRAERB L FOI BRI — 2D ik
AL, FEHERNISTEHSNSZNEN0 FQDN 7213, U TFOIb AR —>D 7k (4 CPS
32248 TERINDITEEZE F) TRAESNTZR A R — B ARX—2ANIZE 115 FQDN %
FBEUZLEHRTALOET D,

IMAZE OHEFRFEDSE T, BFFICEEOFEAERITICE LSS, T X TOr —R 2B
T HFEIL, GEAZEORITICS S, B OHLTEIE (BR4.2.1 728) THREIN RN fhS
NIRRT T2, 72720, KAV B EZBRELTZEE R —ERZBWTIIIAE | EWH I

FEIX. AT OB, Tt EE FR N bOLET S,

AFRFERIL, TR TORAS BRI H LB E T IEIZOWT, BRON—Va fFRfEgied
DFETHST-DOFE R FFT2HDET D,

137 : FQDN I3 subjectAltName #E3E T2 % dNS 44 448 FHL7- A E SEFE SRR S LD,
F—LHFILIEF ORI ENIZY 7V —I12dHD ANS LR OREE CAFEFHAENICT#HEND,

72¥. BREERIT. KA A D& 85 = F 1T ZFEL R,

G 32241 RASS R AEELTHRAZ DR
ybertrust AT CIAE LAV,

32242 RALEKFADBEFA—)L. FAX, SNS, Ff-[LE%E
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FREERNT, T H MEiEE A A—L  FAX, SMS. FIXEECTEMN L, R LIZHFENDZDOT
A MBI Uk A5 T A28 T, A O FQDN B MR AR5, T2 MEIE, FA
ARG L U TRBIENAA—L T KL A SMS & 5 F /I EFT~EA SN2 T b7,

ITNENOETA—/L, FAX, SMS, 71T L TIL, BEOEGER A4 OMEERNTED,

AL, RE TSN BT A—/L, FAX, SMS E7-13 8% % . B OZE 8 16 L TEN
FTHIENTED, 722U, TR TCOZEH IR AL DAL S TEF A—/L, FAX, SMS,
FTB AT Lo THREES =X TD FQDN (T L, RASVETA EA2FFTLE LU TS
ni=#ZL475,

T MEIFE T AV, FAX, SMS, FZ3 X TENEN R TRITUTRD0,

FRRERIX, B A—/V, FAX, SMS, BEEHOZDOREREHETHIENTE, ZOWEICBIT
BNBLZIEE N —DOBEIZRY, 7% MEEFHFIFA$ 5,

T MEF, ZDOVERR B S 30 B UANOHERRISEIZSEH b oL 325,

HE: —EZOFHEEM AL TFQDN OFENTHhibdE, RBFERITHELE R #0 FQDN Tk
5T TOT L OD FQDN IZKH L THREHEZIHITTHZENTED, ZOFEIFXTANVR I —
RRAS 2 OBEEICH A TE D,

RA( B ~EE

M%/P)ﬁ%@rﬁuﬁﬁﬁf\mﬁb FQDN DHEFED T DN AE DB RISV TR RSB E
280, JIATE D FQDN 2% 758 BHEIR A ERR 775, RAMU A LTV ANTIZL o TR AL E
%%%&LT%&EIJ SNFZEFER SO AL B GFE ~ET,

ENENOBEEET—2OFEFITR L TTONDSLOLL, #5500 FQDN OE HMHEDOMERRZITHZ
MTED, 12120, FOBEIEEENRAA AL VAL > CTEE CHEEEZ T 25T X TORA
KU Rh7081E FE L CGRBIEN TOBEE LT 5,

HE: —EZOTIEIZIY FQDN MRFRES 25, FRRERIL, T X TOT LRSI & [F
U O THed>5 FQDN | iTTé%E%%@%%ﬁ%ﬁﬁ;&?))f%Zoo ZOFEZVANVR I —RR AL
L OFEIZHEHTED,

AL B EANEEBFA—IL

FQDN (2% 9D A D4 BRHERR % (i)'admin’, 'administrator’, 'webmaster', 'hostmaster', F7= (3
'postmaster' &2 — AL/ N—heLT@, KR AL > 4 S SONTHERR S VI — D FI T D A—
NWT RUANE T A= NVERBLH) TV F MEEA—/VNIZE D, (i) 7% MEEHERLZEES
ZAETHILIZLVHER T D,

TNZENDA—)VTIIHEELD FQDN IZxt 3 2 E EHMER O AFBNAIRE TH D, 727121, B A—L
NGl S DHKGRR A 4 PR ENT=ZF N E D FQDN (IR BEFER AL 44 THHVBL
Nvb,

FTUHE MEZ, TNENDA—=/LT—EF TRITUERHR 0,

ZONELZIZE WA —CHIGEIIRY T4 MEOERI &0 A— N k% H2E
WTEE,

T MEE ZDOVERR B 30 B UINOMEBISEIZSZH b oL 5,
HEE:—EZoJEEFEHALTFQDN OFANTbNDE . RFRFEITIFEA % 0 FQDN THb

5T N TOTLOAD FQDN IZX L THREEZIHITTHZENTED, ZOFIEIFIANVR I —
RRAL A ORFEICHEH TED,
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32245 FASURBRAIXE
AFRRER TIEFE L2,

3.2.24.6 BERICE I Web YM+DERE

PRI ENF=A—bE I L7z HTTP / HTTPS #% FH C"/.well-known/pki-validation"7 4L 7R D T &7z
i% A ARFED B 1T IANA DBERLIZMD SADWT T, 77 B AT RERRIER A 4 %
AL, HIAF O FQDN O BMEIRZTERR 9D,

O TrANOILT Y OHRIHERESNIZT =27 A har T OIFAE, bEEESNT-T =T VA
har Tk, 77 AV ERIE Web ~X— Y OBASIZE &N 72) 7 = ARNIZH > THUIWT 722
v,

® VI RAI—IUET) I T AMBEDIFENT 7A NV DNEIE ENDHV I T ARN—I o F T
1I7 8 MEELUTERIZHENL U500,

TR MENMER SN AEERAC—E @?/7‘-51§755:T’Eﬁtb ZOEE, (1)30 B/, £
7o) A B DI AF FEA BB R AT 72385 A1, IMAE R E B2 8 b7 5o FF)
HDNEF RIS U721 [H] (Baseline Requirements 4.2. 1 ;) FRRZTHERLR,

2B ABRER TRV 2 A—27 HRLZRV,

HE: —EZOFHEEFEHLTFQDN OFEENTHOILDHE, RFRERITEAE 7~ FQDN THkib
5T _NTOT L DD FQDN IZXH L THREHEZIHITTHZENTED, ZOFIEIFXTANVR I —
RRAS A ORFEICHE A TE A,
32247 DNS DZEHE

1) HKRBRAL A FT21T2) T B =R =D DW= T LA EEREE T DB AL 4 DE BB
1Z%F 3%, DNS CNAME, TXT. $721% CAA L2 —ROWT NI TUF AMEB LY 7= ARN—
I DIFEEMER T D2 L2 X > THIAE O FQDN (x4 2% EMHETR A fERR 45,

T MEPNMERSNDSG A FRRERITH A L —BOMEERITTHbDEL, ZDOT X MME
1331)30 B, F210) FIAE DM AF LA EE R EIT o725 A FEI B 95 (Baseline
Requirements 3.3.1 FEDJH72) AN MO FAEHFF TSI A8 2 THEHA LW,
32.2.4.8 IP7RLR
/V_I\uu nE)E:l IP 77]\\1/27%'%3_]‘”&%%%@&‘[: \—%,%??T;A%)\_k%g y)ﬂﬁ EF‘F"ﬂwu thE)E,’lthE%i@%
[EigEkS ﬂ%? ET D,
3.2.249 TANEAE
ARFRRER CIIEH LN,

322410 SUHLFUN—ZEFERALETLS
AFRRER TIEFE L2,

32.2.5 IP 7RL RDEREE

b= I\nunIE)E:l IP TI\I/X%EJHEJ‘.E%E%EE‘F \—%,%??T;A%)\_k%g y)ﬂﬁ quﬁwquﬁuE%i@%
AR ﬂ%? ET 5,
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3226 ’74)[/!*7) I‘I‘)"r./o)nn..n

AFBAE/RIE, DNS F£7213 417 DNS-ID @ CN %721 subjectAltName TUA /LR —R LT (%) %

T AIAF GEH EERITT DRI, VAVR =R LFENRIL AN s avha—)L | T &

WX RT VT 407 A O ERNZE 1 DTV ONLE TERAELTZNEIDEHIW35 (4

"k com", "* .co.uk". FAMIL RFC 6454 ©7ar 82 B M), LU AR -a ha— b ) O¥| Wi
Baseline Requirements 3.2.2.6 ZE(ZH(EOHDET D,

ARFBEEE, VANV =R B ANBIHET 3TV 7T 40 7 2D 3 EANZH D56 R
AR BANR—AERDOTE LR ERATEH LR WRY | BITEIES T 5,

3.2.2.7 T—3—ADEREE

SRR, T2 Y A& T ARNEHE TEDLT — 2V — AL L TRl 2, T —Z~—ADFT
RS, BLOE T F2 13 S At 3 DM ERE LT OHE B 12 oW CHERR T2,

fefit s o WIH

TERIR A~ DT OB

T —HNEDOT — iR ME LB

T —F R D — 2T e e YT 4

T = F WS A EIITEE T DERO 2L S

LR FOFTEE . FI3F OEREACEIC Lo TEHINL TWAT —F X — 2%, A CPS3.2 D
WEEE A 7= H ) CTIEREINE T DN T —FZ_X—2ADFE—D B THIGE . ZNE(E
FHCEDT —H/—AL LU TERALRV,

3228 CAA LO—F

JL—hgBRIEJRIZ, Technically Constrained SubCA THAHAFRAER DIRMLAEITOAR T —E ZA~D H
AEHoT, ﬁﬂ)\%‘ﬁ\lﬁuuJt)%'é”bl]]\%@uiﬁﬂi@%ﬁﬁé’ﬁTﬁ‘ém FERELTHRELIZLDO LR
L, HERREE R EOFITICE VT, CAA La—ROMEER AT, RERICARREERIX
Baselme Requirements 3.2.2.8. CAA Records DFE#UIHEVA T Ta i E7ed CAALI—R DR
REITORN,

728 Technically Constrained SubCA TiX72\ W RIFERER 23V Tk, RFC6844 (DNS
Certification Authority Authorization (CAA) Resource Record) 725 TN BR3.2.2.8 (2, CAA L
I—REHERT D,

Al H RERE R, CAA L 2—FR (issuef/issuewild) (ZLL F OWTINOEN G D56, FEHE
DFATEFF AT HRGEREL THRESN LD LEH T2,
*cybertrust.ne.jp
*jesine.co.jp

323 EA@EE@DIL\H
AFERAERINE, BT U CRERIZ AR TL 20,

324 ALV AETER
HUELZR,
3.2.5 HER DR

FARERNE, B EEE OERBLOIMAZ 2R L CHEEITOMREE T O e MR T 5, £
7o, BEEEMEDIMARHEICFEZEL, PRI YFICIOHFEITAEEGEL DLV &%
TR T EI T — AR RN T DRI EER TS, a— Lo 2B TS E
TS, BB LA Z T b0, FITMAE LRSS A EE - 7 —F TAZRGERI Low
EREMED RSN QDI SN EH - T — 235,
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3.2.6

3.3

3.3.1

332

3.4

HEERMERE
HUELZR,

B2 GEBAZE) B R FER DR AN ERER LR

8 GIEAS) EHEH RO AR AR LR
A CPSI =T —! BRITB RO ERA, HIEIORNMERRR ZHEHT 5,

KEHSRE GIAE) BRITROARANIEHEZR LS
A CPS[=F7—1 BRILBROPVER A, FIRIOANTEMHERR ) & FIERO TS I2E0IT,
fHL, BFEATHEED CSR B ENDABHSE, FEENR IS L O T H A ERAT oA He—

ﬁ(ﬂ’é LEMER LTS E . A CPSI=5—! BROGH A0 ER A, WIEIOA NVERERR ) O
2IMTOT. Thb— ﬁ@ﬁﬁ b > CREA HERITT 5,

RN R DA N EHERD &R

IMAFE OB A= /IO RN G BELTZER, BEELTcE OAR NS, BT MR A9
HETHLHEBL RO EHEMERE T D, MR ITIEEL TR, FEIEDIIT HIARHIATRGER
B SN AE#IBS LOATEIER LIMAE DB PO IE RO R EZ T REETTI,

MAFE LS OF LFEAZEICRT TR FEEZ T 156 . AFRRERILR O FHEF AL .
L —NRRER~@ 35,
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Technically Constrained SubCA T2 AFIFERIZ- OV TIE, Baseline Requirements 8.1 [ZHEWY,
Baseline Requirements 8.7 IZEDH LN DEE AL E i 5,

EEADEH

Trust Service Principles and Criteria for Certification Authorities 33J.T* WebTrust Principles and
Criteria for Certification Authorities — SSL Baseline with Network Security DfR:EIL, EkEH T 5
SN DA NS IS D,

EEANCHEREEORR
AL, FRIL L GRAER OB DML, Ttz RoH LT 2,

BEEDEHE

JL—NBRE R DR A OFEPHIX. Trust Service Principles and Criteria for Certification Authorities 33
J X WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security TEDLINHHIFHET D,

ARG R OB A O X, Baseline Requirements 8.7 (Z7€9,

eSS ED X G

RRREIC ZD 8 RS- dati < | %, CTIPA, RAEREEE . BITREEE B L ORGSR E
~lEESND, BN CTI PA, REGER BT | FAT R B 72108k R 8 B (T SR IR
ERLELHWESNSE . BITREEE IR EREREOEERD T, RERMELZER T2,

EERRORAT

Trust Service Principles and Criteria for Certification Authorities 334 T* WebTrust Principles and
Criteria for Certification Authorities — SSL Baseline with Network Security OFRFERS Rl K H AR
FAL DEDITHEN, ABREND,

HEE®R

AFRRE R 2SMAE OFEREEZFAT T 28I H . CPS 35L1) Baseline Requirements ~0 HELA-E
L, I, PLRTO B CEE A M LRI AT NI I OFEEND, T2 AITEHR
SN, L FT 3% LDV KL CH CBEREZFETTOILICLY, —ARmEE
BLarra—n+5h0Ld 5,

© 2018 Cybertrust Japan Co.,Ltd.

34



JCSI JL—IEREER CPS (FRELEEF#RTE) Version 1.6
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9.1

9.2
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9.3.2

9.33

9.4
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FDMDEH LELVENLGEIER
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EEIFHROEE T

IR D &
FRRERIE. LT O A LU CHWRD (LAT, THEE RS H &0, ),

O HHAE#H

@ A CPSI9.4.2 [l AEHEL THRDNAERIEDHIEH
©@ AR, BEMEE, ZOME = F IS IER
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HEFEROEESN DIFR
FORERDMRA T DM D LUTF OfF #uIHE#E o #HN T2,

O A CPSI2.2 ABTHHERINCBOTARTHLOLEL TEDDIE M

IMAE OFEAE | AR RREF B L0V — NRRERRE &

® FRAFROBAKICELTRMEI ST EH
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®

HEEFRORESE

FRRERI, BRI ORI A TS (R 3 5% R 2 E i 32, Tz, LR OEE O I35 L4

i@ﬁﬁutm\ 7272 B BRI L #ok) b ITE B2 OB Tt E ORIV T
BEIERORATRERD BTG . I, S OFEICEEL THB T RS — IR B - & 0F

é?%&fcﬁ&#4’/\*—F7XF&O)F‘ﬁT¢4‘%% SRR ERAE LA BL O Fd it AREE

+, B ORI I TFREB 2 AIE IR T5E ., TS EE DS FNIOAKEZS-
A A= TANL, YAHE B R B RERE I LU TR T 28RN TELRLDET S, T

DY BREZ T A YR E R F XYL IE WA DD TR THEE = IBRL, &

IS TSR,

2B, EAEROEEOTARN T, A CPS19.4 H AEHROIRHENTEDD

BEAFEROKRE

TR — Yo —
FRRER DATT B AN RO BB ML, /3= T ARD Web H1
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9.4.2 BAFRELTHRDNSIER
FORERIIE, AT CE ENDRE DM AN ZHIT 22 LN TEOH R AFHREL TH,

943 BEANEEREASHSNAVER
FRAERIE, A CPST9.4.2 A N IFH &L TN DIE RN EDDEHMLIIME, B NG E A2 SR
v,

94.4 BEABERORERT
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95,

94.5 BAFEHROFERICETHIBEANDENEIVRE

:Léﬂi)%‘;c HiA%H > T, YLRBRERI AR CPS TP ESN CODREAERIT - R EFHOBITE
OFRGER OEE O FE O DI HARZ RSN E N IEREE T8I W TRIEES
71?60)&7%716#0

Fie, FRRERIE, BUS LB AE RIZOWT, REEEH 2 IR T2 BRLISNCERLZRW, 72721,
A CPS19.4.6 FlEFHEEAIIITE T I SSAR NICED LA ERB D ET D,

9.4.6 BEFREIIITRFHRICEIAH

uhuiE)%'CHR?&Dﬂﬁl}\fﬁ%& ZRIL T, #ef b ATBCEZ OMOIER) FiE ORI W TR OB
RERDPDSTIHE A= AN, YN EREF R DZENTEDLDET D,

9.4.7 LOERAFDSE

FORERIT, B O —EHEINICRRE T 50 BT e RRL eI I L CRR 2280590, 2
DA MREZEFEICET 2RI T, éu GRFEIRN A U TR i O ST Rb 25 ik 3 UE
ZEHDET D,

9.5 HEBf EEHE
FEBEDO G BV RENIROIRY , LT O RICBE T2 XTI EREL, A/ 3— AN
BTHLDET D,
@O ACPS
@  FFLR O BR SRS ORI fi
® BAR B L., REERNFIT U RE E SR W

9.6 REARAE

LUFIZFAT R, Bk R IAE B L OMER Y FH ORARGEZBIE 2, 2235, A CPS[9.6 £
WORAE ) CHIRANICHUE S NI RAT R BEJR . IMAE B L ORI Y FHE ORMMRIEZERE, 45
L HEE TR R EIZI BRI R EARGEZ BT DRI L 2R AICHERE T 2,

9.6.1 RITRORBARGL
FATIRIE, BATRICB I DG DZAITIZHTZY, LT ORBEAITEE KRB LIRIET D,

O FEILRRBEO L RIEEEITHZ

BERRO D HIAMZ IS EMRFEA EORITRB LUK ZTHITL
CRL 3L OCSP IZ &k~ TRANGE AR 5L
REEARD Y AT LOER B I OEMZ1THZL

URTV N D#ERF - B BREATHT L

@ ® 6 0
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9.6.2 BEBORBARE
BERRIT BERSRHITRBITDERDFITICHIZY, LT OEF 2 AL RIIURIET D,

O A CPSIZHSGEREITHIZE

@  FATR~OFEYIFIEAT 85 LKA 0 R LI TH &

©® MEEZA R CPST=F—! ZRIENAOPVERA, BEHEED ) ETOZE
9.6.3 MOAZE D RARE

AT LR O#RBE A L2 RH URGET D,

O  MAHFHAEZTORITH AR 2EIED D IR BRI E1TH2 &

@ MAFEOFEAERZOEFTLIL

@ AFBMBICKTD Web P ARBLOE AL CIIABTEAELZFI AL E

@  AFBFEROL ATHFNHAL T DREA EO A - R TR Z &

® FEFIFICHARHEAA (OU) 2 EDRNTE

® IMAEFEREICE ENDERO EMEMESHER TELET, MABTER EL Y — A
AR—= L, ZNEEHALRWIE

@  RBEBIUVSAT—ROEML D NS E TR T 570 OB E A TIZE

IIAEFEEIZE $D FQDN IZED T 7B AR B —/IZDBA LV AR—/L L, 13D,
TIMAZHIZNZGE N, IIAEDFRBOHHF BV TOHFEAEAEH T 228

© A CPSI4.9.1.1 MAEFEAFEDRZNELR IEDDHEH B AECTZGAIX, LR I8
DHIAEATHIZE

FEFED FEIAE ET LT O FTREMED D DLW LT L X IR HRIAZATHZ L

@ AR N T LA FE E B L O SNIINAE GEEZ A L2k

@ BEEERGAET DL

9.6.4 EBELEEORBR

BRYSEET, LTORBEAIZEERYILIRGET D,

O  FEFENA CPSM1.4.2 #URAEAZEO AR IZED DB TSN TWHZEDOERE
E1HT e
@  ARFEFERDIFITUIZZEEOA 2 L HH B O 2ITH28
@ FEHAETONIE T BL OBRGEERITH OMEREITHOZE
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® AEITHESN-FEORBEATICI AL FIEITE L, IEREEEAIZL
9.6.5 D R1FRE DRBIREE
HELRY,
9.7 REE

FREESAIE, AN CPS19.6.1 FAT/RDFEIALEEI B XL U9.6.2 Bk MDA T O DIRFEIZEE
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© 2018 Cybertrust Japan Co.,Ltd.

37



trust

JCSI JL—IEREER CPS (FRELEEF#RTE) Version 1.6

9.8 BEEDHIR
PAR—=bT AN, A CPS9.6.1 FE1TJRDRILRFE | I8 LTV 9.6.2 KRk Jm DRI LRFE ] DI
BEL. U TFOREICUOBREZADRNbOLET D,
O  FBAERAA CPS BERONERIZ T LIICH B O R AT DU o E
@ YA N=hIANMTERLZR, RET R AEEAETRRFIIVREET DV D0
HE
®  IMAFEFIIEH Y FEH D, A CPS9.6 RIRGE) OHE ST ZNENNAIERE
DIEATE BTl DI AU E

@  ARIRPRATU AT B D8 T DA S — R T RRASDH = H DAT 1LY
IR TR LA U T

® FEBAEINAE | (FHE S HE £ =8 OB, BB F2 I3 E OO i
PEMERAR F LT Z LT Lo TAELLIEE

® W T ATV NMEGEEAOm B BT OERITAEIRE SR E DS, Z OOk
T NAV A LD R T HHE

P ANR=FTAMIMAE . B Y EE FII T OMOFE =F KL, AP —E 2AFE7ITFEHED
HIA, DK, BHEERITZOMOFIAEITIZECEREL TATE B0 EIC OV TAHET
AEHEFEOMEAL, WVRAEAIZHB VTS 10,000,000 FEBZ 20D ET 5,

ZO ERRERIE, & &2 OREAFICREL TSN cBFEA R B I EIIBREOKICEDL T,
FEE L@ 2 LI E A SN Db O LU, REFHANIC R OGEERDLED Y TONDbD LT D,

F7-. A CPST9.14 HEHLIE |\ E O DUYERLIEIZ LDFR O BADHEIFHIZIB T, A CPS 1% HE#
RIEAT BTV ECHBEEDISL, 7 —2 K, B0 LAIE 25 O RIEEEE | IRAEMEE,
FEIPEEF I, BEERITEEEZ AR,

99 (&

ABFER AT U FEAEZ A S £ E Y A DN EE IR AL s C IAE £
IHEBEMSEZICIT, BODL LU FICEIF AT O TAICRE L TAEUEE ZFhn0H
A= T AN T 555K FFERDIRAELF DM OERHAE (Lo TH A= IR -8 E
ZHEEL ., DOV AN AN EEZAE LD NI TEEENELDLDET D,

O FEHEOREMA, &S A, FIAREOREDFRH

@ AR CPS F£I3 MM ALK EA~DIESL

@ IMAFORBEEEEOLE
Fio, BAERIE. BHEY EFEONRILAN, ZF6HE T TOMARE TITR,

910 XEDHEMHAMERT

9.10.1 XEDOAMHM

A CPSIE, CTI PA BIKFRTHZ LI E R E/RD, Tz, A CPSI9.10.2 #&£ T JIZE D DEE RO
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L. YRLBHDEES I, PAN— AP AL L& 2> TRELIZb DL AR T,
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Appendix A:FHFEEDE =

R

AT

ARETOT —HAT L%, AR E 7-H O &P E O R
B AHILEND,

B eEy 2—/L

TR D RS AR M HSIZHBWT, X 2T 2R T 5 B
M THEHEINAY 7 =T N—RU =T F3FNOEM A D
WIIEE THD,

— {1k

RAEBE DA R T | GEHE O A D E— R
ThHD,

R 3Y) Rt AT

7

ABHEERT 57 USRI D ARE R LORER THD, 2 >OH
13, — T OENOMTT DA TS HE R OEE Z RO,

HER

FOFESZEYMITRLIELD T, I
BB,

BIIEERET D ERT

&AL

AT BWRYE A PTREAIREB IS 2L TH D, 1EMEARITIT
TEMEALT — 22 L BEEL , BARRYIZIE PIN AT L —XENE
N,

fazaik

P TS LU B A 7 9 D OB VE F T3 e 2 rEs R
ORI TDHD,

UNPRgE

AR S A RUTRIT 287D 1 5T,
MoE TSN THD,

WEFFEOMAIS

Kh

AEAESHDIFE T ThH-oTh, FEIEZ L HHE TH D,

AEITE AU A

YLFE Tl Certificate Revocation List T&Y, A CPS Tlid CRL &\
9, CRL L, KEISNTREHZEDOVANTHD, uouE}% I, MAE R
JORIH Y FEE DA EO R M MR T 572912, CRL /AR
T3,

FPIRIRRAE R

Subordlnate CA @EIJ% JL— I\nu nIE)E:lz) ‘Buu nﬂi)?lnﬂi%i@%\éﬁ?é?
(7T End Entity \ZFEBELRIT T HRGERETE T,

) uﬂi%ftf

AEHEDTAT AT VEBEAT) ETO—HOREZ 2D, FT
KIND HOASAS 05, AR J817 - K20 JEAIZERS R %S
TS FERER . BRER DOV AT AOMFHEREB 25 Toh,
ZHBIZIRES R,

NI T T YA

SERFEZRB T D EMG AR T 572012, FEBHEDIAT,
TN MBI FBRE R DO B E /R G PEZ A AT BNARE T2
i TH B,

i

NPREERE B 5 AT 2857 D 1 DT, AT RN K
TR TILHETHD,

AU —EHF(CTI PA)

FORERPDMNZL T, RRRE R B B E L, RY > — 2R/ AR
T, VAN—=ITALDED Lk THD,
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AL YA FEPAEOIIT, KN BELRFRGER OE ENRESNS iR Th
}_:)O

THRE A CPS TOTHFEE 1T, FABHEEI- 1T ABISEA 55 = # ORI
THZETHD,

VAR RY A CPS X° CRL %, AR #MAEEHE 95 Web A MOV AT LT

HD,

Baseline Requirements

CA/Browser Forum |ZXVIRESNTZ, T VoIS D AEH
EERITT D0 OB THD,

CAAL=—F

Certification Authority Authorization L'=1—R DI, RFC6844 CTE
TSN TBY, KA OEFBED DNS EIZiEY 1L a—R(CAA L
a—R) BREEL T, KA R0M T R ALK U CRE A FAT
TELRIERAEIEETH-DDOLa—R, JIAFEIZLS DNS Lo
CAA La—ROXRGIIMATIFRNA, REAERITEZHIAENTZ
FOREJRIIX . FQDN 2528 FNDOR A R L . CAALa—R
BN, DO E SRR N R DG AT EAHITE T,
B DR RB R ESN QN2 %R 2 D,

Distinguished Name

ITU-T 23R E LT X.500 B A 2 W CEdbNZikb4 Thd, =
EU R MRS A4 B4 SO BMEE R TR RSN
éo

FIPS PUB 140-2 L' ~</L 3

FIPS PUB 140 (Federal Information Processing Standards
Publication 140)i%, K5 5E Y 2— /VIZHT 5 X2V 7 o+ Z{E O
FREHUE 2K ENERERYERLRS THY | BT OB L 1402 T
B2, FIHUETIE, B2V TABIFITIIL~ 2 1 (RIK) ~4 (5
LTS,

IETF PKIX V—F > 7 7 )L —7

Internet Engineering Task Force (IETF) 1%, A% —*y M CHIHS
NOBAEAEREL T D/ CHY .| [AHED PKIX V—F% 77
JL—"7"75 RFC3647 ZEWDT=,

ITU-T

[

BRFEXIE{EE S OB XUBEREIM TH D,

JCSI SSL/TLS FEAA

JCSI H IFERE RN BFATE D SSL/ITLS FHOFERAEE Y,

JCSI RERHEFRI T —E R

JIAZEAY JCST SSL/TLS FEMIEZ2 ufs - I T& 040,
Technically Constrained Subordinate CA Té2 JCSI H [HFRFER %
HEL. ZhERMET DV A= RO Y —E 2%,

P A N—=hFANZL, JCSI FERAEF81TH —E A% JCSI SSL/TLS Fik
B IS - FILH 3 DN A 1T L THRHEL | Technically
Constrained & U CE Gk - HllFISINDR AL L AR L7V IIAE LA
S OFRRIZ R THRAE L2,

JCSI H M FERE)R JCSI /L —RNRGIER T IZFE1TS 415, Technically Constrained
Subordinate CA TS H FERERZ V),

OCSP Online Certificate Status Protocol D& T&HY | FEBHED LG #HRE
T 270 0EE7TahaLTh S,

RSA Rivest, Shamir, Adelman ® 3 AMBAFELIZABI#ERE 5 H X TH
Do

SHA1/SHA2 BT BABMEHIND N 2B ThHD, Ny BT
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T = H AR BRI LY — E O RS/ NS E LD THY,
5722 2 DO ATHENSFCH MEZ S 2 L2 R EEL 3547
Patso, o, HMENO ATMEZ SRS 5 LA ARETH
éo

SSL/TLS

Netscape Communications 23BHZE L7 A% — v b L ClE#HRE RS
AL CEZET D7 eb2LThHhD, TLS 1 SSL 3.0 ~& B &N
ZT-bDTHD,

Technically Constrained Subordinate
CA

Baseline Requirements |ZE #Z41 TV % Technically Constrained
Subordinate CA Certificate (B Il K% 717 7= Hr M RRGE R R
) J7ebb Y%A E I Key Usage 1E3EF 3 10 Name
Constraint (4 BTHl9) YE5E T2 B8R UGS GEB EOFITIZHIK
T T R R R RE R E 24 A 3 A P R E R A2V,

Trust Service Principles and Criteria
for Certification Authorities

*./Anm %d’tﬁ%’ﬁki@‘ﬁﬂ‘& )@Ju$x DJFj:B%/\ ‘—J:V)%Uﬂiéﬂ
7o, BRAER O 1T 5 K HETH D, [H4 1% WebTrust Program
for Certification Authorities,

WEBTRUST FOR CERTIFICATION
AUTHORITIES — SSL BASELINE

*I’Am KFFEBRBIUI TR LRI EIES
AR ESIVREN EORIT B LOE OO OZTH

REQUIREMENTS AUDIT 5
CRITERIA ‘
X.500 ITU-T ICXV R LEN TR "I —7 L TOS BT AL 7P —E

ADEFHEAETH D,

X.509

ITU-T \[ZED RS L SN 7= E TREA EOEBEIEAETH D,
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Appendix B:ZIFAEZD 7077 1)L

SecureSign RootCA11

JL— NEREE R EE A E (A 2R : 2009 424 H 8 H~202944 A 8 A)

(%1 =9
Version &
Version BIAAET +—~ v FONA—V g U FS
B INTEGER
filfl : 2 2 (Ver.3)
Serialnumber fiE
CertificateSerialNumber EFIEHED LY T AKE
B INTEGER
0 2 =— 2 7ML * U TNES
1 (0x01)
Signature fiE
Algorithmldentifier FETFAHEBEB~OBL I SNERET L
=Y X LDFBF
(ABHgERE= & Ny o = B30
Algorithm EHT NI XLOFT V=7 b ID(SHA-
1)
7. OID
i : 12840 113549115 1.2.840.113549.1.1.5
parameters GEET Y XLOFEL
A NULL NULL
il
Issuer E
CountryName B AEAEIITE OEA
Type E4 D47 =2 b ID
7. OID
f:2546 2546
Value [E4 OfiE
A . PrintableString
& . JP JP
OrganizationName - AEAEIATHE DML
Type MEaoA7 27 N ID
. OID
5 :25410 2.54.10
Value iR DA
A . PrintableString
fifi : Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName A AEEIATE OEH 4 PR
Type BALHOA7 Y2 b ID
7. OID
fi:2543 2543
Value FRE SNk
A : PrintableString
fi& : SecureSign RootCA11 SecureSign RootCA11
Validity E
Validity - AEAE OB LI
notBefore B f H I
Al . UTCTime * HRIBHAA H e
fiEi : 0904080456472 2009 = 4 H 8H 04:56:47(GMT)
notAfter T B
Al . UTCTime kT H IR
fiE : 2904080456472 20294 44 8H 04:56:47(GMT)
Subject E
CountryName A IEAEIRITE OE L
Type E4 D47 =2 b ID
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Value

OrganizationName
Type

Value

CommonName
Type

Value

. OID
m:2546
4 DfE
A PrintableString
i : JP
- AEAEIATHE OMMEA
ks DA77 N ID
. OID
f£:25410
HRRA DA
A : PrintableString
fi& : Japan Certification Services, Inc.
- RER AT O B 44 P
EHAFOAT =7 M ID
7. OID
5:2543
& 44 PR fE
A1 PrintableString
fi& : SecureSign RootCA11

2546

JP

2.5.4.10

Japan Certification Services, Inc.

2543

SecureSign RootCA11

subjectPublicKeylnfo

&

SubjectPublicKeylnfo
Algorithmldentifier

B AL EAITE & O ARG
= ) I NINOT:
(BRGNS &~ v 3 2 50

algorithm eI 2= I NNV a7/ NI | »)
(RSA PUBLIC KEY)
. OID
i : 1284011354911 1 1.2.840.113549.1.1.1
parameters B 7 La ) XAD54
A NULL NULL
i :
subjectPublicKey UNBASEE
7 . BIT STRING
B - INBREEE 2048Bit £ DB
(PEAERHIS)
subjectKeyldentifier (extnld :==2 5 29 14, critical :== FALSE) &
SubjectKeyldentifier B A EITEH OABHSICRT 5 1 #
keyldentifier ARSI

A1 OctetString
& : FT A5 @ subjectPublicKey ® Hash
fiE

5b f8 4d 4f b2 a5 86 d4 3a d2
f1 63 9a a0 be 09 f6 57 b7 de

keyUsage (extnld :==2 529

15, critical :== TRUE)

i

KeyUsage

FEOMHEBER
A1 : BitString
f& : 000001100
(keyCertSign,cRLSign)

000001100

basicConstraints (extnld :==

529 19, critical :== TRUE)

i

BasicConstraints
cA

trust

FEARRHIR
CAMEIDERTTT T
A . Boolean
i : True (CATH® %)
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CRL
(P =g k)
Version &
Version BFAAET+—~y FONR— g U F
%_
Al INTEGER
i« 1 1 (Ver.2)
Signature i

Algorithmldentifier

CRL ~DEAIHEH SN ET /LT
FWNGY VRS
(ZABREERE S &~ v o = B

Algorithm EF TN RADF TP =7 - ID
(SHA-1)
7. 0ID
fili : 12840113549115 1.2.840.113549.1.1.5
Parameters i =W NNOEIL
A NULL NULL
fE -
Issuer E
CountryName A EIATE OEL
Type E4o+7 =2 ~ID
7. 0ID
fiti:2546 2546
Value [E4: OfiE
A : PrintableString
fiti : JP JP
OrganizationName BREEHATE OAMRA
Type ks A7 Y= M ID
7. 0ID
fiti : 25410 2.54.10
Value HERkA DfE
A : PrintableString
& : Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName - AEAEIEATHE O EH L TR
Type BHEL#HOA TV K ID
1. OID
fiti:2543 2543
Value A4 PO E
AU : PrintableString
fiti : SecureSign RootCA11 SecureSign RootCA11
ThisUpdate &
ThisUpdate CRL ™47 H I
A . UTCTime
& : yymmddhhmmssZ * BRIBHLA H
NextUpdate i
NextUpdate RIE] CRL DR HTT-1E H HF
A . UTCTime
fi& : yymmddhhmmssZ *12 7 AU
(PragrElE)
authoritytKeyldentifier (extnld :==2 5 29 35, critical :== FALSE) fE
AuthorityKeyldentifier CRL F817#& DA 5 fH#H
keyldentifier N BRgEDOTH T

A4 : OctetString
fiti : F&{T4 ® subjectPublicKey @ Hash
fiE

5b f8 4d 4f b2 a5 86 d4 3a d2
f1 63 9a a0 be 09 f6 57 b7 de

cRLNumber (extnld :==25 29 20, critical :== FALSE)

([

cRLNumber

L) A DL — o AFK
Al . INTEGER
1l 2=— 2 B

*k CRL D5
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issuingDistributionPoint (extnld :==2 5 29 28, critical :== FALSE) fE
issuingDistributionPoint 55V A RIFITROBATRA > b
. 0ID
i : 2.5.29.28 2.5.29.28
onlyContainsUserCerts B ) 2 NRFHAFZFIZET AL DODHRT
L LERTTITT
#1 : BOOLEAN
fili : FALSE FALSE
onlyContainsCACerts KN A MBA— FREERICET D50
DHTHDEZ EETTTITT
#1 : BOOLEAN
fii : TRUE TRUE
IndirectCRL KU A RDEEE CRL THENERT Y
77
71 . BOOLEAN
fiti : FALSE FALSE
(= R RER)
RevokedCertificates &
CertificateSerialNumber FERRET D 7 LE
1 INTEGER
it o= — 7 2RISR * KB LIZAEHED ) T AE S
revocationDate ISR | IRf
A . UTCTime
& : yymmddhhmmssZ * R BHALBR H IR
(= ML AER)
invalidityDate (extnld :==2 5 29 24, critical :== FALSE) &

invalidityDate

2L H IR
A . GeneralizedTime
& : yyyymmddhhmmssZ

%Y REIA T O S SLEL 1 Iy

cRLReason (extnld :==25 29 21, critical :== FALSE)

([

cRLReason

KB =— R
7 . Enumerated
fifl - KB =— R

* e Ml = — FofE
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OCSP HIGER#E
(P =g k)
Version &
Version BEFIEAEZ +—~vy FOA—Va VFER
A1 INTEGER
it : 2 2 (Ver.3)
Serialnumber i
CertificateSerialNumber BTFAHEO Y TAES
A1 INTEGER
B 2=—27 7285 XU TNEE
41 (0x29)
Signature fE

Algorithmldentifier

B AEHE~OBELIMHEH S NI ST L
=Y X LOHRF
(BREERE 7 &~y v = BERD)
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Algorithm Bes7 L) X047 =27~ ID
(SHA-2)
B OID
i : 1284011354911 11 sha256WithRSAEncryption
parameters (R =) B NWNVAE §
7 NULL NULL
i
Issuer &
CountryName A IEAEIRITE OE L
Type EH4LDA7Y =2 D
B OID
fi:2546 2.54.6
Value =4 OfE
A1 : PrintableString
&« JP JP
OrganizationName B AEAEIATE DML
Type koA 77 b ID
7. OID
5 :25410 2.5.4.10
Value HHRRAL DA
A . PrintableString
fi& : Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName A IEEIATE OEAF L4 PR
Type BALHOA 7Y =2 b ID
. OID
f:2543 2543
Value [ 4 FROfE
A . PrintableString
fifi : SecureSign RootCA11 SecureSign RootCA11
Validity &
Validity - AEAE OB LI
notBefore BRAG H
Al . UTCTime * FZhBALA H R
fi& : 160306064915Z 2017 4= 3H 6H 06:49:15(GMT)
notAfter H&T HIRE
. UTCTime *HNET H I
fifi : 1903311459592 20194 3 31H 14:59:59(GMT)
Subject fE
CountryName A IEAEIRITE OELL
Type E4D0A7 =27 N ID
. OID
f:2546 2.54.6
Value =4 OfE
A1 . PrintableString
& . JP JP
OrganizationName BRI EFA T ORMRA
Type Wkt DA77 FID
7. OID
25410 2.54.10
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Value

CommonName
Type

Value

HRRAL DA

A1 : PrintableString

fi& : Japan Certification Services, Inc.
- RER T O EAH 44 P
EHAFOAT =7 M ID

7. OID

m:2543
& 44 PR fE

A PrintableString

il

SecureSign RootCA11 OCSP Responder

Japan Certification Services, Inc.

2543

SecureSign RootCA11 OCSP
Responder

subjectPublicKeylnfo

i

SubjectPublicKeylnfo
Algorithmldentifier

algorithm

parameters

subjectPublicKey

- RER TR O ABHEE )
BT Y X AOFR T

(ABRgERE = & o~ > o = 50
EZT NI ALADFT =7 b ID
(RSA PUBLIC KEY)

o OID

fiti : 12840113549 111
G T T XAD5IH

U NULL

il :
I SR

B BIT STRING

I8 ABRSEE

1.2.840.113549.1.1.1

NULL

2048Bit & D/ BA%E

(YR 55 )

basicConstraints (extnld :==2 5 29 19, critical :== FALSE)

BasicConstraints
cA

FEAHIK
CAMEIDERTTTS
7 : Boolean
& : True (CAT&®5)

FALSE

authorityKeyldentifier (extnld

:==2529 35, critical :== FALSE)

i

authorityKeyldentifier
keyldentifier

AEAAESRATH ORISR 2 8
N BRgEDT T
A : OctetString
& : 381774 @ PublicKey ¢ Hash fi

5b f8 4d 4f b2 a5 86 d4 3a d2
f1 63 9a a0 be 09 f6 57 b7 de

subjectKeyldentifier (extnld :==2 5 29 14, critical :== FALSE)

&

SubjectKeyldentifier
keyldentifier

B T-REA BT O AT B 1B
ABRgEDFR T

1 ; OctetString

& : FTA 35 @ PublicKey @ Hash fi

B9:49:42:CC:DD:D7:42:9F:7D:A1:
8F:E3:B6:08:F5:C9:BA:26:55:96

keyUsage (extnld :==2529

15, critical :== FALSE)

&

KeyUsage SO AR
A . BitString
fi : 100000000 100000000
(digitalSignatur)
extendedKeyUsage (extnld :==25 29 37, critical :== FALSE) fE
extendedKeyUsage FEOEM B {LIER)
KeyPurposelD fEH B ID
OCSPSigning Al . OID
fill . o F4 L RR S FELFI 1.3.6.1.5.5.7.3.9
OCSP No Check (extnld :==1.3.6.1.5.5.7.48.1.5, critical :== FALSE) &
OCSP No Check B4R E O KSR
OCSP No Check RehfesB A Ik L7\ NULL

bertrust
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JCSI HHERGERFEIAE (%)

(P =g k)
Version E
Version BFAEAE7+—~y bON—=TV g V&
%_
Al INTEGER
fiii : 2 2 (Ver.3)
Serialnumber i

CertificateSerialNumber

EAEEDS U T LE
1 INTEGER
i - 2= R

XU TNEE
(F o HF LV TNEES)

Signature

&

Algorithmldentifier

BTAEHE~OELIHA SN ST
V=R VNG viIES
(ZABREERE S &~ v o = B

Type

fikB DA77 M ID
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Algorithm BET7TLIY ZADOF TV =7 B
ID(SHA-256)
1. OID
fiti : 1284011354911 11 1.2.840.113549.1.1.11
parameters a7 LU X LD5|
A NULL NULL
fiE -
Issuer 1B
CountryName A EIATE OEL
Type E4 DA77 =27 b ID
1. OID
i 2546 2.54.6
Value =4, D
AU : PrintableString
fiti : JP JP
OrganizationName BREEHATE OAMRA
Type ML oA 7Y =27 +ID
7. 0ID
fii: 25410 2.54.10
Value HH kA i
A4 : PrintableString
fiti : Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName B AEHEFATE OEH 47
Type BHELHOAT V=2 b ID
1. OID
fiti:2543 2543
Value A4 PO E
A : PrintableString
fifi : SecureSign RootCA11 SecureSign RootCA11
Validity I
Validity BF-REBE O A I
notBefore BRtA H
& . UTCTime * FZhBALA H R
fii : yymmddhhmmssZ yymmddhhmmssZ (fER4EA B H EE)
notAfter T BIRE
. UTCTime *HNET H I
fi : yymmddhhmmssZ 2904080456472
(20294 4H8 H 4:56:47 GMT)
Subject i
CountryName B REENTAE OE4
Type E4 D47 =2 b ID
7. 0ID
fiti:2546 2.54.6
Value [E 4 DOfE
A4 : PrintableString
fiti : JP JP
OrganizationName A AEAFERTA & DR
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Value

CommonName
Type

Value

. 0ID

5 :25410
FH#kA DA

A : PrintableString

fii : Cybertrust Japan Co., Ltd.
B FREIEFTA E O A4 TR
EHELHOAFT =2 b ID

. 0ID

H:2543
& PROE

AU : PrintableString

fif : JCSI TLSSign Public CA

2.5.4.10

Cybertrust Japan Co., Ltd.

2543

JCSI TLSSign Public CA (¥ 7' /L1{#)

subjectPublicKeylnfo

i

SubjectPublicKeylnfo
Algorithmldentifier

algorithm

parameters

subjectPublicKey

BT REAEFT A OGS ®
W57 2 U X LOHBT (NBREER 5
Loy v 2 B
7 NI RAL0AT V27 b ID(RSA
PUBLIC KEY)

7. 0ID

i : 1284011354911 1
=R WNOEIE S

A NULL

fiE -
NGk

. BIT STRING

fIE : ZNBRAGEE

1.2.840.113549.1.1.1

NULL

2048Bit & D/ BA%E

(AR )

cRLDistributionPoints (extnid :

==2529 31, critical :== FALSE)

cRLDistributionPoints
DistributionPoint
uniformResourceldentifie

CRL EAARA > b
CRL EAARA > b
URI
A : OctetString
i :
http://rtcrl. managedpki.ne.jp/SecureSign
AD/SecureSignRootCA11/cdp.crl

http://rtcrl. managedpki.ne.jp/SecureSign
AD/SecureSignRootCA11/cdp.crl

subjectKeyldentifier (extnld :==2 5 29 14, critical :== FALSE)

i

SubjectKeyldentifier
keyldentifier

BT AR H OB B 5
INBHGEDTHR T
A : OctetString
fili . B4 @ subjectPublicKey ¢ Hash
fill

(subjectPublicKey ®/\yafiE)

Qualifier

CPS R AP &L T 5 URI
A1 OctetString
1 :
https://www.cybertrust.ne.jp/jcsi/rep
ository.html

certificatePolicies (extnld :==2 5 29 32, critical :== FALSE) &
Policylnformation R —IZBT B R
policyldentifier . OID
fit : 2.5.29.32.0  (anyPolicy) 2.5.29.32.0
policyQualifiers WY =TT D
policyQualifierID policyQualifiers M &3]
A OID
& : CPSurio4~7 =7 b ID 1.3.6.1.5.5.7.2.1
(id-gt-cps)

https://www.cybertrust.ne.jp/jcsi/reposito
ry.html

authorityKeyldentifier (extnld

:== 2529 35, critical :== FALSE)

i

AuthorityKeyldentifier
keyldentifier

TR ERATHE DA 5 HH
INBREED R T
A1 OctetString
& : 38174 @ subjectPublicKey ™ Hash
fi&

5b:f8:4d:4f:b2:a5:86:d4:3a:d2:
f1:63:9a:a0:be:09:f6:57:b7:de

keyUsage (extnld :==2529

15, critical :== TRUE)

&

KeyUsage

#OMEH AR
A1 : BitString
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fi : 10000110
(Digital Signature,keyCertSign,cRLSign)

10000110 (0x86)

Name Constraints
Permitted Names

Excluded Name

4 i R
dNS 4 F
T4L7 N4

IP7 KL Z(IPvd)
IP 7 K1 Z(IPv6)

basicConstraints (extnld :==2 529 19, critical :== TRUE) &
BasicConstraints FEAHOHI B
cA CAMEI MERTTITT
1 . Boolean
fif : True (CATH D) TRUE
PathLenConstraint INA KD
i INTEGER
i : 0 (FAZIZ CA ZFfi=7a\u) 0
extendedKeyUsage (extnld :==2 5 29 37, critical :== FALSE) [z
extendedKeyUsage FEOE M B {LIER)
KeyPurposelD fEH HEY ID
serverAuth 7. OID
Ml B —SFERERI 1.3.6.1.5.5.7.3.1
Name Constraints (extnID :== 2.5.29.30, critical :== TRUE) [z

managedpki.ne.jp

C=JP, L=Minato-ku, ST=Tokyo,
O=Cybertrust Japan Co.\,Ltd.
0.0.0.0/0.0.0.0

0:0:0:0:0:0:0:0/0
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JCSI SSL/TLS iEAAZE (%)

(P =g k)
Version E
Version BFAEAE7+—~y bON—=TV g V&
%_
Al INTEGER
fiii : 2 2 (Ver.3)
Serialnumber i

CertificateSerialNumber

EAEEDS U T LE
1 INTEGER
i - 2= R

XU TNEE
(F o HF LV TNEES)

Signature

&

Algorithmldentifier

BTAEHE~OELIHA SN ST
V=R VNG viIES
(ZABREERE S &~ v o = B

StateOrProvinceName
Type

BT A BT A # OFRERT R4
WEFRLZ DA TV =2 D
7 : OID
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algorithm BEs71rIaY X047+ ID
(SHA-256)
1. OID
fil£ : 1284011354911 11 1.2.840.113549.1.1.11
Parameters BT LY X ADFIEK
A NULL NULL
fiE -
Issuer 1B
CountryName A EIATE OEL
Type E4 DA77 =27 b ID
1. OID
fiti : 2.5.4.6 2.54.6
Value [E 4 DfE
AU : PrintableString
fitr = JP JP
OrganizationName BT EEHEIRITE O 4
Type Mga o477 - ID
7. 0ID
fiti : 2.5.4.10 2.54.10
Value HH kA i
A4 : PrintableString
fiti : Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName BREIEHEATE O EA 4
Type EELFOF TS =2 kD
1. OID
fiti : 2.5.4.3 2543
Value [ 4 o
A : PrintableString
fifi : JCSI TLSSign Public CA JCSI TLSSign Public CA
Validity &
Validity BF-REBE O A I s GNHAM : 25 » H. fREF
notBefore BH4G H B
A . UTCTime
& : yymmddhhmmssZ * A 2hBA AR H IR
notAfter HT H IR
A . UTCTime
fiE : yymmddhhmmssZ kA RHET HE
Subject &
CountryName BRI EITAE OE4
Type E4 DA77 b ID
1. OID
fiti : 2.5.4.6 2.54.6
Value [ 4 D
A : PrintableString
& - (FraFEOEALA) JP
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Value

LocalityName
Type

Value

OrganizationName
Type

Value

CommonName
Type

Value

fii : 2.5.4.8
HIE I IAL O fiE
%l PrintableString / UTF8String
5 : (AT & ORRERFIRA)
B BT A E O 4
BILIGEAE AV ES/S b}
A . OID
f : 2.5.4.7
HHT R4 O fE
. PrintableString / UTF8String
(G E NI S E )
B REEATA Ok
Mk 04727 M ID
. OID
fifi : 2.5.4.10
M4 O fE
. PrintableString / UTF8String
il : (T HOSHA TR
B FREIEFTA E O A4 TR
BEHAHOA T2 b ID
. OID
:2543
& 45 FRODfiE
AU : PrintableString
8 (A HEOEALIR)

25438

Tokyo

2.54.7

Minato-ku

2.5.4.10

Cybertrust Japan Co.,Ltd.

2543

* SSL/TLS 15 %17 9 ¥—~3 FQDN
*{H L, RAA > :managedpki.ne.jp

subjectPublicKeylnfo

i

SubjectPublicKeylnfo
Algorithmldentifier

algorithm

parameters

subjectPublicKey

FET- AW B AT # O A BB,

W7 L= Y XL ORI (LB =

Ly v B0

ETTNTY RALDFT V=7 - ID(RSA

PUBLIC KEY)
Al . OID
fif : 128401135491 11
G5 T7 LY X LADFIH
A NULL
1B :
N E
Al . BIT STRING

1.2.840.113549.1.1.1

NULL

FEERITHFEICL D

fiEl : ZNBRSEE % 2048bit UL _E 2320
(Brok e k)
basicConstraints (extnld :==2 5 29 19, critical :==TRUE) fE
BasicConstraints FEAH I R
cA CAMEI MERTTTT
7 . Boolean
fiti : True (CATH5) FALSE
certificatePolicies (extnld :==25 29 32, critical :== FALSE) fE

Policylnformation
policyldentifier

policyQualifiers
policyQualifierID

Qualifier

policyldentifier

WY =TT 2 EH
7. 0ID
fi&i : 1.2.392.00200081.1.10.10
RY —IZBT 5 1EH
policyQualifiers O FE I
7. 0ID
fifi : CPSurio4 7= ~ID
(id-gt-cps)
CPS &N T 5 URI
A URL
fiti : https://www.cybertrust.ne.jp/jcsi
/repository.html
. 0ID
fifi : 2.23.140.1.2 (CABF BR OID)

1.2.392.00200081.1.10.10

1.3.6.1.5.56.7.2.1

https://www.cybertrust.ne.jp/jcsi/reposito
ry.html

2.23.140.1.2

subjectAltName (extnld :== 2.5.29.17, critical :== FALSE)

2

dnsName

dnsName
A4 : IA5String
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ipaddress

it - (FTA & OBEAL D)

Ipaddress
A . OCTETString
8 (TaH OEALFRD

* SSLITLS {5 21T 5 %— 3 FQDN
FXIPT RLA

*SSUTLS BfE&4TH Y — D IP 7
LA

authoritylnfoAccess (extnld :==1361557 11, critical :== FALSE)

&

Authority Information Access
Ocsp

RAERE®RT 7 & A
Fr A CHEAFRES 2
7. 0ID
fiti : 1.3.6.1.5.5.7.48.1
A . OctetString
fi&i : http://jcsitlssignpublicca-ocsp.
managedpki.ne.jp/OcspServer

1.3.6.1.5.5.7.48.1

http://jcsitlssignpublicca-ocsp.
managedpki.ne.jp/OcspServer

Caissuers

FRERT 7 ' Ak
. OID
fiti : 1.3.6.1.5.5.7.48.2
A : OctetString
fE -
http://rtcrl. managedpki.ne.jp/SecureSign
AD/JCSITLSSignPublicCA/SSAD-

1.3.6.1.56.5.7.48.2

http://rtcrl. managedpki.ne.jp/SecureSign
AD/JCSITLSSignPublicCA/SSAD-
JCSITLS.crt

JCSITLS.crt
keyUsage (extnld :==2 529 15, critical :== TRUE) &
KeyUsage SO B
Al : BitString
fi& : 1010000 1010000(0xa0)
(digitalSignature,keyEncipherment)
extendedKeyUsage (extnld :== 2.5.29.37, critical :== FALSE) fE
extendedKeyUsage YR A
KeyPurposelD B ID
serverAuth . 0ID
fiti : 1.3.6.1.5.5.7.3.1 1.3.6.1.5.5.7.3.1 (serverAuth)
clientAuth 7. 0ID
fifi © 1.3.6.1.5.5.7.3.2 1.3.6.1.5.5.7.3.2 (clientAuth)

authorityKeyldentifier (extnld

:== 2529 35, critical :== FALSE)

i

AuthorityKeyldentifier
keyldentifier

BT AT ERITHE OB 5 1
ZNBRSED B T

A . OctetString

i : %174 subjectPublicKey ™ Hash f

*SubCA ARB2(D Hash &

cRLDistributionPoints (extnid

:==2 529 31, critical :== FALSE)

&

cRLDistributionPoints
DistributionPoint
uniformResourceldentifie

CRL EAfiARA > b
CRL EAfiARA > b
URI
A : OctetString
& : httpi//rterl. managedpki.ne.jp/
SecureSignAD/JCSITLSSign
PublicCA/cdp.crl

http://rtcrl. managedpki.ne.jp/
SecureSignAD/JCSITLSSign
PublicCA/cdp.crl

subjectKeyldentifier (extnld :==2 5 29 14, critical :== FALSE)

&

SubjectKeyldentifier
keyldentifier

AR O AR5
INBREE DR T
7 : OctetString
i : AT @ subjectPublicKey ™ Hash
il

* T A 3 @ subjectPublickey @ Hash
fiE
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