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140-2

1 4

IETF PKIX Internet Engineering Task Force IETF
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ITU-T
OCSP Online Certificate Status Protocol
RSA Rivest Shamir Adelman 3
SHAL/SHA2

Trust Service Principles and Criteria
for Certification Authorities

WebTrust Program
for Certification Authorities
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ITU-T
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2009 4 8 2029 4 8
Version
Version
INTEGER
2 2 (Ver.3)
Serialnumber
CertificateSerialNumber
INTEGER
1 (0x01)
Signature
Algorithmldentifier
Algorithm ID(SHA-
1)
OID
12840113549115 1.2.840.113549.1.1.5
parameters
NULL NULL
Issuer
CountryName
type ID
OID
2546 2.5.4.6
value
PrintableString
JP JP
OrganizationName
type ID
oID
25410 2.5.4.10
value
PrintableString
Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName
Type ID
OID
2543 2.5.4.3
value
PrintableString
SecureSign RootCA1l SecureSign RootCA1l
Validity
Validity
notBefore
UTCTime
0904080456472 2009 4 8 04:56:47(GMT)
notAfter
UTCTime
2904080456472 2029 4 8 04:56:47(GMT)
Subject
CountryName
type ID




JCSI CPS

value

OrganizationName
type

value

CommonName
type

value

Version 1.0
OID
2546

PrintableString
JP

oID
25410

PrintableString

Japan Certification Services, Inc.

ID
OID
2543

PrintableString
SecureSign RootCA11l

2.5.4.6

JP

25.4.10

Japan Certification Services, Inc.

2543

SecureSign RootCA11

subjectPublicKeylInfo

SubjectPublicKeyInfo
Algorithmldentifier

algorithm

parameters

subjectPublickey

(RSA PUBLIC KEY)
oID
1284011354911 1

NULL

BIT STRING

1.2.840.113549.1.1.1

NULL

2048Bit

subjectKeyldentifier (extnld :==25 29 14 critical :== FALSE

SubjectKeyldentifier
keyldentifier

OctetString
subjectPublicKey

Hash

5b 18 4d 4f b2 a5 86 d4 3a d2
f1 63 9a a0 be 09 f6 57 b7 de

© 2014 Cybertrust Japan Co.,

Ltd.
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keyUsage extnld :==252915 critical :== TRUE
KeyUsage
BitString
000001100 000001100
(keyCertSign,cRLSign)
basicConstraints (extnld :==2529 19 critical :== TRUE
BasicConstraints
cA
Boolean
True CA TRUE
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Version
Version
INTEGER
1 1 (Ver.2)
Signature
Algorithmldentifier CRL
algorithm ID
(SHA-1)
OID
12840113549115 1.2.840.113549.1.1.5
parameters
NULL NULL
Issuer
CountryName
type ID
OID
2546 2.5.4.6
value
PrintableString
JP JP
OrganizationName
type ID
OID
25410 2.5.4.10
value
PrintableString
Japan Certification Services, Inc. Japan Certification Services, Inc.
CommonName
type ID
oID
2543 2.5.4.3
value
PrintableString
SecureSign RootCA1l SecureSign RootCA11
ThisUpdate
ThisUpdate CRL
UTCTime
yymmddhhmmssZ
NextUpdate
NextUpdate CRL
UTCTime
yymmddhhmmssZ 2029 4 8

authoritytKeyldentifier extnld :==2 5 29 35 critical ;== FALSE

AuthorityKeyldentifier
keyldentifier

CRL

OctetString
subjectPublicKkey  Hash

5b 8 4d 4f b2 a5 86 d4 3a d2
f1 63 9a a0 be 09 f6 57 b7 de

cRLNumber extnld :==25 29 20 critical ;== FALSE

cRLNumber

INTEGER

CRL
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issuingDistributionPoint extnld ==2 5 29 28 critical :== FALSE
issuingDistributionPoint
OID
2.5.29.28 2.5.29.28
onlyContainsUserCerts
BOOLEAN
FALSE FALSE
onlyContainsCACerts
BOOLEAN
TRUE TRUE
IndirectCRL CRL
BOOLEAN
FALSE FALSE
RevokedCertificates
CertificateSerialNumber
INTEGER
revocationDate
UTCTime
yymmddhhmmssZ

invalidityDate extnld :==25 29 24 critical :== FALSE

invalidityDate
GeneralizedTime

yyyymmddhhmmssZ
cRLReason extnld :==25 29 21 critical ;== FALSE
cRLReason

Enumerated

trust
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