CPS (Certification Practice Statement) Version 1.2.1

{rust

ITrust Signature Certification Authority

Certification Practice Statement

Version 1.2.1

Cybertrust Japan Co., Ltd.

January-19,2023

© 2018 Cybertrust Japan Co., Ltd.



CPS (Certification Practice Statement) Version 1.2.1

m Copyright and distribution conditions of this iTrust Signature Certification Authority Certification Practice
Statement (this “CPS”)

This CPS is available under Attribution-NoDerivs (CC-BY-ND) 4.0 (or later version) of the Creative Commons
license.

© 2018 Cybertrust Japan Co., Ltd.

Version 1.2.1
Revision date: 19 January 2023

This CPS can be copied and distributed in whole or in part for free of charge if the following conditions are satisfied.

= The foregoing copyright notice, Version, and revision date are indicated on the whole or a part of the copies.

= When only a part of this document is to be distributed, a message to the effect that the full text can be obtained
at https://www.cybertrust.ne.jp/itrust/repository/index.html is indicated.

= The citation source is appropriately cited when using a part of this document as excerpts and citations in other
documents.

= Cybertrust shall not be liable for any dispute or damage related to the copying and distribution of this CPS.

= Alteration or modification of this CPS is prohibited under all circumstances.

Inquiries regarding the copyright and distribution conditions of this CPS will be accepted at "1.5.2 Contact Person"
of this CPS.

trust

© 2018 Cybertrust Japan Co., Ltd.



trust

CPS (Certification Practice Statement) Version 1.2.1

Revision History

Version

Date

Reason for Revision

1.0

March 2, 2018

Creation of first version
Opening of iTrust Signature Certification Authority (Root
Certification Authority, Intermediate Certification Authority)

11

January 11, 2019

Changed URL of WebTrust for CA in “1.1 Overview”

Changed Name of Contact Information in “1.5.2 Contact Point”
Changed due to addition in case the subscriber generates the
private key using HSM

Added the case of HSM in “3.2.1 Method to Prove Possession of
Private Key”

Added the case of HSM in “6.1.2 Delivery of Subscriber’s
Private Key”

Added the case of HSM in “6.1.3 Delivery of Subscriber’s
Private Key to Certification Authority”

Added the case of HSM in “4.4.1 Certificate Acceptance
Verification Procedures”

Added the case of HSM in ““9.6.3 Representations and
Warranties of Subscribers”

Fixed description of HSM in “6.1.1 Key Pair Generation”
Excluded “a sole proprietor” from Subscriber

Changed the definition of Serial Number of Personal Signature
Certificate in “3.1.2 Need for Names to be Meaningful”

1.2

August 23, 2019

Modified the description in "4.4.1 Certificate Acceptance
Verification Procedures"
Made other corrections of descriptions and errors

121

January 19, 2023

Changed title and chapter number to conform to RFC3647
Added definition of serialNumber and of subjectAltName to
Personal Signature Certificates in “3.1.2 Need for Names to be
Meaningful”

Modified the description in “3.1.3 Anonymity or Pseudonymity
of Subscribers”

Modified the description in “3.1.6 Recognition, Authentication,
and Role of Trademarks”

Add validation methods for CommonName (CN) and
Organization Unit (OU) in “3.2.2.1 Verification of Identity”
Add confirmation method in “3.2.2.2 DBA/Tradename”
Modified the description in “3.2.4 Non-verified Subscriber
Information”

Modified evaluation items in “3.2.2.4 Data Source Accuracy”
Added identity verification method of Personal Signature
Certificates and verification method of organizational attributes
in “3.2.3 Authentication of Individual Identity”

Added verification method of application supervisor of Personal
Signature Certificates in “3.2.5 Verification of Application
Supervisor”

Modified the description in “3.3 Identification and Authentication
for Re-Key Requests”

Add the procedure on acceptance of Personal Signature
Certificates in  “4.4.1 Conduct Constituting Certificate
Acceptance”

Modified the description in “4.6 Certificate Renewal”

Modified and added reasons of revocation in “4.9.1.1 Reason of
Revocation by Subscriber”

Modified and added reasons of revocation in “4.9.1.2 Reason of
Revocation by the Certification Authority”

Added definition of subjectAltName and profile of organizational
attributes to profile of Personal Signature Certificates in
“Appendix B: Profile of Certificate”

Minor modifications on other phraseologies, etc.

© 2018 Cybertrust Japan Co., Ltd.




CPS (Certification Practice Statement) Version 1.2.1

trust

© 2018 Cybertrust Japan Co., Ltd.



CPS (Certification Practice Statement) Version 1.2.1

Contents

1. INTRODUCGTION ......ccoiiiiiiiiiitieiniitie e nitte s siittees s saataecs s ssneaeessesnsnaees e 1

1.1 OVERVIEW .....eteiiittteeettteeeetteeestteeeaseseeeassssesassssssasssseesasssseasssssesssssssssssssssssssssssssssssssssssesasssssesssssesessssseeans
1.2 DOCUMENT NAME AND IDENTIFICATION
1.3 PRI PARTICIPANTS ....ieieieieieieeeeeeeeeeeeeeeeennnn
1.8.1 Certification Authority ...
1.3.2 Registration Authority ...

1.8.83 Issuing Authority............
LB SUDSCEIDEE ......eeeveeeeeeeeeeeeeeeeee ettt e ettt e e e e ettt e e e e e ettt e e s e ea s sttt e s s aasassssssssaaaaasaias
1.8.8  REIVING PATTICS ...ttt ea e e e e ettt e e e e e ettt e e s e e e aassststasaaaaasssssssssaasassns
1.8.6  Other Participants
14 CERTIFICATE USAGE ...uttiiuttiiitiiiiee it ettt e e st et e st e st e sttt st esab et e bt e sabeesabeesabeeeabeesebeeeabeesabeeenbeenane
1.4.1  APPIropriate COrtIfICALE USES ............ccccevvveeeeeeeeeeiiieeeeeeeeeeesiiseeseeeeeetssssessssssesssssssssssssssssssssssssssssnssins
1.4.2  Prohibited Certificate Uses
1.5 POLICY ADMINISTRATION .....cvvevuveerereenneeennes
1.5.1 Organization Administering the Documents ............
1.5.2  Contact Person...............cccceeeeeeeiuvvisaaeeessiiivivsaaeeeaainn,
1.6.3  Person Determining CPS Suitability for the Policy
1.6.4 CPS Approval Procedures ..................ccccevvevuveeeennn.
1.6 DEFINITIONS AND ACRONYMS ...uuieeeeeieeeieeeseseseseseeesesesesesesesesesesesesssesesesssssssssesesesesssssssesesssesssesesesesesenees
2. PUBLICATION AND REPOSITORY RESPONSIBILITIES .............cccceuuu..... 5
2.1 REPOSITORIES ...ttt ettt ettt e e e e e ettt e e e e e e aabbe e eeeeeeeanbatbeeeeeesannnbebeeeeeesaannnteteeaeeaeanns 5
2.2 PUBLICATION OF CERTIFICATION INFORMATTION .....uuviieeiuiteeesinieeeaereeesansreeesnsseesansseeesansseessnsseessnnsaeesaseees 5
2.3 TIME AND FREQUENCY OF PUBLICATION ...uuiiuuniiitiieiieeeeeteeeteieeeetaeeeeaeesatnseseannesssanessanneeesaneessaneenans 5
2.4 ACCESS CONTROL ON REPOSITORIES .......eoutirttittetieitenitenitenieenieenteenteemteeseesteenteenteenseseneseeesueesseenseenseennenns 5
3. IDENTIFICATION AND AUTHENTICATION ......cootrteieeireiieeeeeereeeeeeeneenen 6
3.1 INAMING .. ntieeiiit ettt ettt ettt ettt ettt et ettt e bt e ettt e s baeeba e e sbs e e be e e s bbeesaa e e sabeeeaa e e sabeesan e e nabeeeabeesaneeeanee s
3.1.1 Types of Names..............cccoouvvvveeeeveeen..
3.1.2  Need for Names to be Meaningful
3.1.3 Anonymity or Pseudonymity of Subscribers .............
3.1.4  Rules for Interpreting Various Name Forms
B3.1.8  UnIQUENESS OF INAIIES ...ttt e e e ettt e e e e e ettt e e e e aestasttsssaseeesssssssssnsenn
3.1.6  Recognition, Authentication, and Role of Trademarks
3.2 INITIAL IDENTITY VALIDATION ..iiiieiiitititeeeeeiietteeeeeesitetteeeeeesanntatteeeeaesanneteeeeeassaannneeaeeesssannnnsnaeeaessennns
3.2.1 Method to Prove Possession Of PriVALE KEY..........cccocoeeeieeeeeeeeiieeeeaeeeeeeeiieeeaeeeeeeiiseaaaaseeessiisesssnaens 8
3.2.2 Authentication of Organization Identity...................
3.2.3 Authentication of Individual Identity........................
3.2.4  Non-verified Subscriber Information...
3.2.6 Validation of Authority.........................
3.2.6  Criteria for INtEroperation .....................cceevvvveeeeeeseeeiieeeseesesevsiseeenn.
3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS .............
3.8.1 Identification and Authentication for Routine Re-Key ...........ccooceeeeeeevcvveiaaeeeesiiiiiraaeeessiirivvvnnnnn
3.8.2 Identification and Authentication for Re-Key after Revocation...................ccccceveveeeeeeeeeeeveveennn...
3.4 IDENTITY VALIDATION AND AUTHENTICATION FOR REVOCATION REQUEST
4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS............. 15
4.1 CERTIFICATE APPLICATTION .....uvteeeiuvtteesereeeasesseeeasseeesssseeeassssessasssssssssssssasssssessssssessssssssassssesssssssesssseesans
4.1.1  Who Can Submit a Certificate Application
4.1.2 Enrollment Process and Responsibilities..................
C 4.2 CERTIFICATE APPLICATION PROCESSING ....cuvviiiiiiiieeiiiee e
4.2.1 Performing Identification and Authentication Functions ..............
trust 4.2.2 Approval or Rejection of Certificate Applications
4.2.3 Time to Process Certificate Applications...................
4.3 CERTIFICATE ISSUANCE. .....ttiittiitteiitteett ettt sttt sttt e s e sttt e e bt e st e sabe e seteesateesebeesaneeseneenaneens
4.3.1 CA Actions during Certificate ISSUAIICE ..............ccccccueueeeeeessiiieiiasseessssiiiiissseessssssssssssssessssssssssennns

4.3.2  Notification to Subscriber by the CA of Issuance of Certificate

© 2018 Cybertrust Japan Co., Ltd.



CPS (Certification Practice Statement) Version 1.2.1

4.4 CERTIFICATE ACCEPTANCE ....uttiiutteiitteeteesiteeeteesiteesiteestteesuseesateesaseesateesaseesateesaseesabeessseesssaesaseesaseesseess
4.4.1 Conduct Constituting Certificate Acceptance
4.4.2  Publication of Certificate by the CA .............oeeeeeeeeeeeeeeaaaeeeeeirennn,
4.4.3  Notification of Certificate Issuance by the CA to Other Entities
4.5 KEY PAIR AND CERTIFICATE USAGE ....eeitiiiiiiiiiieiteeiet ettt ettt et sttt ettt et s et e bee s bt enbaeennees
4.5.1 Subscriber Private Key and Certificate Usage
4.5.2 Relying Party Public Key and Certificate USAZE ..............cccccvveeeeeeeeeeiiieeaaaaeseesiiieeiaaseessiiissvenanns
4.6 CERTIFICATE RENEWALL...c.uttiiittiiiteitteetee st ete et eite e st e st e st e sate e st e sateesateesmbeesebeesateesebeesmbeesaneenaneens
4.6.1 Circumstance for Certificate Renewal
4.6.2 Who May Request Renewal............................cccco......
4.6.3 Processing Certificate Renewal ReqUEStS..............c..cceeeeeeeveeeennnn...
4.6.4  Notification of New Certificate Issuance to Subscriber..................
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
4.6.6 Publication of the Renewal Certificate by the CA...........................
4.6.7 Notification of Certificate Issuance by the CA to Other Entities................ccccevvvvvveeeeeeeceieeennnn...
4.7 CERTIFICATE RE KEY ..etiiiuiiiiiiieiitenitte ettt ettt et sttt et sat e st e st e st e sabe e seteesateesabeesateesaneesaneens
4.7.1 Circumstance for Certificate Re-key.............cccoceeeeuu...
4.7.2 Who May Request Certification of a New Public Key
4.7.83  Processing Certificate Re-keyIng ROQUESES .................eueeeeeeeeeeeeeeaaeeeeeeeiieeeeeeseiiieiaeeeeesiiisivenaann
4.7.4  Notification of New Certificate Issuance to Subscriber..................
4.7.5  Conduct Constituting Acceptance of a Re-keyed Certificate..........
4.7.6  Publication of the Re-keyed Certificate by the CA..........................
4.7.7  Notification of Certificate Issuance by the CA to Other Entities
4.8 CERTIFICATE MODIFICATION .....ccceiiiiiiiiieieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeseeaeeeeeeeeeeseeereerereeaeens
4.8.1 Circumstance for Certificate Modification
4.8.2 Who May Request Certificate MOAITICATION. ...............cc.c.oceeeveeveeesiiaeesiiaeesiireeesiisseesisissessissseesssnns
4.8.83  Processing Certificate Modification ReQUESES ................ccccceeeveeeeeeeeeeeeeiieeiiaeeeeeeiiieiiiaeeeeeseiisevennann
4.8.4  Notification of New Certificate Issuance to Subscriber
4.8.6  Conduct Constituting Acceptance of Modified CertifiCate...............ccovvueueeeeeeeviveeeaaeeeessiirveenaannn.
4.8.6 Publication of the Modified Certificate DY tHEe CA ..........ocueeeeeeeeeeeeeeeeeeeeaaeeeeeeecieeaaeeeeesiiievennann

4.8.7  Notification of Certificate Issuance by the CA to Other Entities...
4.9 CERTIFICATE REVOCATION AND SUSPENSION

4.9.1 Circumstances for Revocation..................

4.9.2  Who Can ReqQUESt REOVOCATLION ................oueueeeveeeeeeeeuaiesasssssassssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnns
4.9.3  Procedure fOr ReVOCATION ROQUESE ................uuueeeeeeeeeeeeeeeeiasesessissesesasssssssssssssssssssssssssssssssssssssssssssnns
4.9.4 Revocation Request Grace Period

4.9.5 Time within Which CA Must Process the Revocation ReqUESEt.............eeeeeeeeeeeeeverereresunnnnnns
4.9.6 Revocation Checking Requirement for Relying Parties............cccccecceeviivvseeeesesiiiviasaeeeessivvvnnannnn
4.9.7 CRL Issuance Frequency...............ccocueeeeeesvevveseeesessiivivsaasesasievennns

4.9.8 Maximum Latency for CRLs
4.9.9 On-line Revocation/Status Checking Availability
4.9.10 On-line Revocation Checking Requirements....................c.ccvveeun...
4.9.11 Other Forms of Revocation Advertisements Available...................
4.9.12 Special Requirements Related to Key Compromise........................
4.9.13 Circumstances fOr SUSPEOINSION ............ccccuvveeesieeeesiieeessiiseestteeesetsaessittsesssssssssssssssssssssnssssssssssssss
4.9.14 Who Can ReqQUESTt SUSPOIISION. ..............uueeeeeeeeeeeeeeesesesasasesssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns
4.9.15 Procedures for Suspension Request
4.9.16 Limits on SUSPENSION POTIOU.................uuueveeeeeeeeeeueeaeesaiaeaisssiessussssssssssssssssssssssssssssssssssssssssssssssnnns
4.10  CERTIFICATE STATUS SERVICES .....ttiitiiriiteriieenirtenteenittenteentteentreestetesuaeesietessseensetessneesseeessneensesesueennns
4.10.1 Operational Characteristics.................
4.10.2 Service Availability................ccccvuuv....
4.10.3 Optional Features...........
4.11  END OF SUBSCRIPTION ....ceiuttetteesutteniteentteesteeesseeentteesseeensaeanseeessseesseeessseessseessseanseeesssessseeesseeesseeensaesnsees
4.12 KEY ESCROW AND RECOVERY
4.12.1 Key Escrow and Recovery Policy and Practices..............................
4.12.2 Session Key Encapsulation and Recovery Policy and Practices

C 5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS .............. 22

trust 5.1 PHYSICAL CONTROLS ...eiiieittiitieeeeeeieiittteeeeeeeesutteeeeeeesasatsaseeeessasssssssaeeeessassssssseseeesessssssssseeesessssssrsseeses
b5.1.1  Site Location and Construction
8.1.2  PRYSICAI ACCESS ...vvvvveeeeeeiieeeeeeeeseieseee ettt e e e e ettt e e e e e ettt e s ae e s ettt s s s aeaaassssssssssssassssssssssssnas
5.1.83 Power and Air Conditioning.................
5.1.4  Water EXpoSures...............cccccceeeevvee...
b5.1.5  Fire Prevention and Protection

© 2018 Cybertrust Japan Co., Ltd.



trust

CPS (Certification Practice Statement) Version 1.2.1

8.1.6  MEAIA SEOPAGO .....eeoceoeeeveeeaeeeeeeeeeeeeeeeeeeeteeeeeeeetetttttee e e e e ettt s e e e eeetstess s e e s eastsssssssaseessssssssssssnan
5.1.7 Waste Disposal ...............
5.1.8  Off Site Backup
5.1.9  ANti-artAQUAKE MEASUIES. ..............cccceeeeeeeeeeieeeeeeeeeieiiiaeeeeeseteteeaaeeeeettttessaaesesssssssssssseesssssssssssens
5.2 PROCEDURAL CONTROLS ....uvtteuttteuttteiteetetetee ettt ettesabetebeesabetenbeesbetenbeesabetebeeaabetebaeebeeenbaeenneeenmneensees
5.2.1 Trusted Roles................coueueeeeeeeceeeannnn.
5.2.2 Number of Persons Required per Task
5.2.83  Identification and Authentication for Each ROIe ...................cccueeveeeeeeeiieeeiaaeeeesiiieiiiaaeeeesiiivvvnnnnn
5.2.4  Roles Requiring Separationof Duties
5.3 PERSONNEL CONTROLS ....ccovvvvvveeeeeeeennnneeenn.

5.3.1 Qualifications, Experience, and Clearance Requirements
5.3.2 Background Check Procedures

5.3.83 Training Requirements ................ccceeeeeeevvvevevevveeennnn.

5.8.4 Retraining Frequency and Requirements

5.8.6  Job Rotation Frequency and SEQUEIICE. .................c.....eeveeeeeeesiieeieaseeessiiieiasseesesiiissessasesessisssssssnnnns
5.8.6  Sanctions for UnauthOrizZed ACLIOIS .................cceeeeeeeeeieaaeeessiieiieeeeeeeetieeiasseeeeesissessseesesssssssssennns

5.8.7 Independent Contractor Requirements...
5.8.8 Documentation Supplied to Personnel

5.4 AUDIT LOGGING PROCEDURES....ccc.uttititiitteriiteniteeniteesite et eeite ettt ettt e sbteesieeesbeeenbeeesbaesnbeeenbeeenaeeesaneennees
5.4.1
5.4.2
54.3
5.4.4
5.4.5  Audit LOg BACKUD PrOCEAUIES. ............cccvvvveeeiseesiiiaeesiiseeeiiseetiiaeesiiiseesitsseessssssassssssesssssssesssns
5.4.6  Audit Collection System (internal vs. external)
5.4.7  Notification to Event-CAuSING SUDJECE ..............ccccueeeeeeereeeseieeesiiieeeesiiseesssssesisissessisssesssssssssssssss
5.4.8  VUINErabIlity ASSESSIIOIILS. ...........vvevveeeeesieeeeeeeeeesesieeeeeeeeeetttteeaeeeeeettstessaaeeeestssstsssaseessssssssssasens
5.5 RECORDS ARCHIVAL
8.5.1  Types 0f ReCOrds AFCRIVEA ................ccccoeeeeeeeeeeeeeeeeeeiieeeeeeeeteeaeeeeeettttaaaaeeeetttsstesaaseeessssssssasens
5.5.2  Retention Period fOr AFCRIVE. .............cccccuveeeeiiieeieeeeie et eseeeate e et aestaaeasitaaessssssensssenns
5.6.3  Protection of Archive............................
5.5.4 Record Backup Procedures.....................cccovveuueeennnn.
5.5.6 Requirements for Time-stamping of Records............
5.5.6  Archive Collecting System (internal or external)
5.6.7  Procedures to Obtain and Verify Archive INfOrmation....................cccoueeeeeeveeesieaeasiivveeesevaeesannnn.
5.6 KEY CHANGEOVER
5.7 COMPROMISE AND DISASTER RECOVERY .......ciiitiiiiiiniiinitiinite ittt sttt sttt sttt sanee e
5.7.1 Incident and Compromise Handling ProCcedures ..................ccccouueeeeeesiiuiesaaeseesiiiissasssessissssssnnnnns
5.7.2 Computing Resources, Software, and/or Data Are Corrupted........
5.7.3  Entity Private Key Compromise Procedures...................................
5.7.4  Business Continuity Capabilities after a Disaster....
5.8 CA OR RA TERMINATION .....eeutteiuttenittesteesiteeeteesiteesiteesiteesateesateesateesateesateesabeesaseesateesaseesabeesabeesaneesareens
6. TECHNICAL SECURITY CONTROLS.......cottttiieeittteeieeettceeeeeenteeee e veaaee 28
6.1 KEY PAIR GENERATION AND INSTALLATION....cuuttirtttittteitenieeetteentteentteeteeenbeesbeeessseeseeenbaeebeeensnesnees
6.1.1  KEY PAIE GOIOTALION ..ot ee ettt e eeettttteaaaeeasssssstssaaaeeesssssssssssennsias
6.1.2  Private Key DeliVery t0 SUDSCIIDEL ..............cccccceueeiieeeeeesiiiiiiaeeeeesisiiissssseessisissssssssesisisssssssssssisns
6.1.3  Public Key Delivery to Certificate Issuer
6.1.4 A Public Key Delivery to RelyIng Parti@S............ccccoveeeeeieiiiiiiaeeeeseiiiiiisaeessisiisssssssssessisisssssssessins
B. 1.8 OV SIZOS ....eveevieseeeeeieee ettt e et ettt e e e ettt e e e ettt e e e e e ettt e e e e e ettt e e e e aantttrtaaaranans
6.1.6 Public Key Parameters Generation and Quality Checking
6.1.7 Key Usage Purposes (as per X.509 v3 key usage field)...................

6.2 PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS ...
6.2.1 Cryptographic Module Standards and Controls

6.2.2 Private Key (n out of m) Multi-Person Control.........

6.2.3 Private Key ESCIOW ..........ccccvvvvvevieiiiiaaaiiaaiiaiaaaaaaan,

6.2.4  Private Key BaCKUD.............ccoovveeeeeieieiieeeee e,
6.2.5  Private K@Y AFCHIVAL ................evveeeeeeeeeeeeiaeeeeeeeteeeee ettt eeetttttaaaeeaeestsssasaaeeeessssssssssseensias
6.2.6  Private Key Transfer into or from a Cryptographic Module

6.2.7 Private Key Storage on Cryptographic ModUIe......................cceeeeeeeeeeiiaaeeeesiiiiiiiaaeeeesiiiviinsseeeneins
6.2.8 Method of ACtIVALING PrIVALE KOV ..........ueveeieeeeeeiiiiieeeeeesiiiiiaeeeeetttittiaaseeestsatssaseeeesssssssssssesssinns 30
6.2.9 Method of Deactivating Private Key....

6.2.10 Method of Destroying Private Key.......

6.2.11 Cryptographic MoAUIE RALIING..................oevveeeeeeeeiiiiiaeeeeeeiiiiiiaeeeeesssaetsssseessisiisssssseeesssisssssssesesesins

© 2018 Cybertrust Japan Co., Ltd.



trust

CPS (Certification Practice Statement) Version 1.2.1

6.3 OTHER ASPECTS OF KEY PAIR MANAGEMENT
6.3.1  Public Koy ATCRIVAL...........ccccceveveeeeeaeeeeeiiieeeeeeeeeeiiiveeeseeesesiiisvessannan
6.3.2 Certificate Operational Periods and Key Pair Usage Periods

6.4 ACTIVATION DATA ...ttt ettt e e e e et e e e e e e eaatbaeeeeeeeesastaareeaeeesnssaaaeeaeeeasnssraneaeens
6.4.1 Activation Data Generation and Installation

6.4.2 Activation Data Protection........................................

6.5 COMPUTER SECURITY CONTROLS ...eeeeieeiitiirieeeeeeieiitreeeeeeeeasitstareeeesaasassssseseeeeisssssssssssessssssssseseesssensssees
6.5.1 Specific Computer Security Technical ReqQUIT@MENLS.................cccccveveeeeeeeeeesiieeaaaaeeessiieeenaeeeeeeins
6.6.2 Computer Security Rating ...............cceevvvvveveeeeecvvnen...

6.6 LIFE CYCLE TECHNICAL CONTROLS.............

6.6.1 System Development Controis.............
6.6.2 Security Management Controls
6.6.3 Life Cycle Security Controis.................
6.7 NETWORK SECURITY CONTROLS..........eeeennee
6.8 TIME STAMPING ...uuvvvveieeeeeiettteeeeeeeeieeuuseeseeesaaassseseseessasassssseeessasassssssssessasssssssessesssasssssssesesessssssssseeees
7. CERTIFICATE, CRL AND OCSP PROFILES ..., 33

7.1 CERTIFICATE PROFILE......coituuuiieiiiitieeee ettt e e e e e et e e e e e e et e e e e e s e s e eseeeteaaaaaeseeerananans
71,1 VerSiOn INUIMBEI(S)........oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt st aete e eneeeraransnanes
7.1.2  Certificate EXtONSIONS ...............cccooveeeeeeeeeeeieieeeeeee el
7.1.3 Algorithm Object Identifiers................

7.1.4 Name Forms............cceevvvvvveeeeaaaann....
7.1.5 Name Constraints

7.1.6  Certificate Policy Object Identifier..........

7.1.7  Usage of Policy Constraint Extension ......................

7.1.8  Policy Qualifiers Syntax and Semantics

7.1.9  Processing Semantics for the Critical Certificate Policy Extension
7.2 CRL PROFILE. ...ttt e et sttt e st et e et e s sene s saie

7.2.1  Version NUumber(s)...........ccoueeeuu.....
7.2.2 CRL and CRL Entry Extensions
8. COMPLIANCE AUDIT AND OTHER ASSESSMENT ......ccccoeviirrierinrennnnn. 34
8.1 FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT
8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR ....ccceevvvviereeeeennns
8.3 ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY..............
8.4 TOPICS COVERED BY ASSESSMENT ...ceeeeeeeeeeeeeieeeieeeeeeeeennns
8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY .........cccc......
8.6 COMMUNICATION OF RESULTS.....ceiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeee ettt ettt e e e e e e e e e e e e e e e eeaaees
9. OTHER BUSINESS AND LEGAL MATTERS.......ooottieeteeeerieeeveeeveeenen. 35
9.1 B B ettt ta————t——————————————————————————————————————————————————————————————————————————————————
9.2 FINANCIAL RESPONSIBILITY ....ccovvviiiieeeeeeievriiieeeeeeeeennnieenns
9.3 CONFIDENTIALITY OF BUSINESS INFORMATION
9.3.1 Scope of Confidential INfOFMALION ..............ccccuvveeeeeeeesiiieeeeiieeesieeessiiteesatsaesasaasssstssenssssssssssenns

9.3.2 Information Not within the Scope of Confidential Information
9.3.3 Responsibility to Protect Confidential Information
9.4 PRIVACY OF PERSONAL INFORMATION

9.4.1 Privacy Plan............cccccovvvvvveeeeeaannnnn..

9.4.2 Information Treated as Private...........

9.4.3 Information Not Deemed Private

9.4.4 Responsibility to Protect Private INfOrmation ................ccccccveueeeeeeeeiieviasaeesaeiiiiiesaeesessiissesnnnnnn

9.4.5 Notice and Consent to Use Private INfOrmAtION ..................cueveveeeeeeeeeeeeereeeeeeeieeeeeeaeeeeseseseesssssssnons

9.4.6 Disclosure Pursuant to Judicial or Administrative Process

9.4.7 Other Information Disclosure CITCUMSEANICES. ...............eeeeeeeeeeeeeeeeeeeeeeeeeseseesessssssssssssssssssssssssssssnns
9.5 INTELLECTUAL PROPERTY RIGHTS ...uuuiieieieieieieieieieseceseseeese e e se s e e e se s e se s e seseseaeeeseeeaeseaesesesesesesesesesssasesasasens
9.6 REPRESENTATIONS AND WARRANTIES .........

9.6.1 CA Representations and Warranties...

9.6.2 RA Representations and Warranties........................

9.6.3 Subscriber Representations and WAarranLIOS ..............ccveeeceveeesiuieeessiiseesiiissesiisasssisisessssssssssssnns

9.6.4 Relying Party Representations and WArramties ..............cccccccvueeeeeeeesiuviesseesessiieviesasesesssissesnannnns

9.6.5 Representations and Warranties of Other Participants
9.7 DISCLAIMERS OF WARRANTIES .....ceeiiutttieeteeeeiiitreeeeeeeeasoersreeeessasosssssseesessssssmssssseessssssssssssseesssssssssseeees
9.8 LIMITATIONS OF LIABILITY ....oiiiiiuieeeeeetiteeeee e e e ettt e e e e e e eeeaaeeeeeeeeeaaaaeeseeseasananeeeeeeesasannassesersrarnnnaeees

© 2018 Cybertrust Japan Co., Ltd.



trust

CPS (Certification Practice Statement) Version 1.2.1

9.9 INDEMNITIES .. uuuuuuununnnnnnnnnnennnnnnnnnesesesasesesasesesesasasesasasesasssssesesesssssssssesesssesssssssssssesssesssssesesesessssseseseseses 39
9.10 TERM AND TERMINATION ....iiiiiiittueeeeeeetttteeeeeeeeeeaiaeeeeeesessuaeeesssssesnaneesessesraeeeessesssraaeeesesssrraaeeees 39
B A =Y - - BN 39
9.10.2 TOIIMINATION coovvvvvveeeeeeeeeeeeeeeeeaeeeeeeeeeeaeeeeeeeeeeeeeeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 39
9.10.3 Effect of Termination and SUFVIVAL ...............uueeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeeeeeeseseeseesssssesssssesesssssssssssssnns 39
9.11 INDIVIDUAL NOTIFIES AND COMMUNICATIONS WITH PARTICIPANTS ....cceiiiiieieieieeeieeeieeeeeeeeeeeeeeeeeeeeeeeeeens 40
LS I BN Y 1 03\ )18 0) N NS 40
9.12.1 Procedures fOr AMENAMICIIT...................uueeeeeeeeeeeeeeeeeeeeaeeesiseseessessesssssssssssssssssssssssssssssssssssssssssssssssnns 40
9.12.2 Notification Mechanism and POriOd ....................cccovvueeeeeeeeeeieiieeeeeeeeaeiiiieeeseeesesssiseeessessessssssssssennn 40
9.12.3 Circumstances under Which OID Must Be CRAANGEd................c...ccceeeeeeceeeieeeeeeeiieeeeeeeeeesiiievevenann 40
9.13  DISPUTE RESOLUTION PROVISIONS ....ccuiiiiiiiieeeieiiiiiiieeeeeeeeittieeeeeesesinssareeesesessnnssseeaessesssssssseesssssnsnnnsses 40
.14 GOVERNING LIAW ....cuitiiiiiiiiieeeitie ettt e e ettt e e ettt e e eeitaeeestbeeeeabeeeeesssaaeesssaaaasssseeassssaeesssssaessssseeanssseeennsseens 40
9.15 COMPLIANCE WITH APPLICABLE LIAW .....utiiiiiiiiiieeiiie et ee et eetee ettt e e et e e e e aabae e sebaaeesstseeensssaeeensnaeas 40
9.16  MISCELLANEOUS PROVISTONS .....utttiieiiiiiiiiiteeeeseienterteeeesesssnssreesessssssnsssseeesssssssnssseeesssesssssssseesesssnsnnsses 40
9.16.1 ENUTE AGIOCINEIIL ..........eeeeaaeeeeaeaeeeeeteeeeeeeeeettttttt e e e eeet sttt s e e eeeasssssttsaaaeaassststssssasessssssssssaanns 40
9.16.2 ASSIQIUIICIIL .......vveeeeeeieeeaeeeeeeeat e e e e e ettt e e e ee ettt e e e e e e ettt s s e e e e aa sttt saaaasasstssssaasaassssssssnsseas 40
9.16.8 SO@VEIADIIILY .......eveeeeeeeeeeeeeeeeeetee ettt e e ettt e e e e e ettt et e e e ee ettt s e e e eeststtsaasaassssssssssssaas 40
9.16.4 Enforcement (attorneys’fees and Waiver OF FIGRES) .........c..cccueeeeeeeeeeeeeeeeaiseeeeeeeeeevsesesesriseeens 41
9.16.85 FOPCE MMAJOUIC ...ttt e ettt e e e e ettt e e e e e e e tttes s s e e e essttstssaaaaesssssssssnssens 41
APPENDIX A: LIST OF DEFINITIONS. ..ottt ceeesneesseesnneens 42
APPENDIX B: PROFILE OF CERTIFICATE.......couitiitiieeeeeeeeeeeneeeeeeenneens 44

© 2018 Cybertrust Japan Co., Ltd.



trust

CPS (Certification Practice Statement) Version 1.2.1

1.

1.1

Introduction

Overview

Cybertrust Japan Co., Ltd. (“Cybertrust”) will issue “iTrust signature certificates” in the iTrust service
(unless separately provided for herein, “certificate(s)” or “subscriber certificate(s)”).

Subscriber certificates are certificates in use for signing electronic documents and are respectively
issued and provided for corporations and individuals.

Cybertrust will operate the Cybertrust iTrust Root Certification Authority (“Root Certification
Authority”) and the Cybertrust iTrust Signature Certification Authority (“Certification Authority”) as
the subordinate Certification Authority thereof, and a subscriber certificate shall be issued by the
Certification Authority.

Name of Certification Authority Cybertrust iTrust Root Certification Authority

Serial Number of Certification Authority [ 09 8¢ a5 03 20 ee 95 3b b7 bl
Certificate a4 88 4d 8c 6f d1 63 1f 8f c2

Valid Term of Certification Authority

Certificate February 19, 2018 to February 19, 2043

Signature Algorithm SHA2 with RSA

Key Length of Certification Authority 3072 bit
. . d8 84 ef 31 b8 5¢c db cb Of 95
ATt (k) a6 f4 cd 03 8f 88 48 13 5d 25

Name of Certification Authority Cybertrust iTrust Signature Certification Authority

Serial Number of Certification Authority | 72 4a bf ¢5 ea 71 la 5b 7a 64
Certificate 52 26 34 3b fd ab 3a d9 07 7f

Valid Term of Certification Authority

Certificate February 20, 2018 to February 20, 2028

Signature Algorithm SHA2 with RSA

Key Length of Certification Authority 2048 bit
. . e0 54 57 f9 f8 55 e e0 94 55
Fingerprint (SHAL) 29 €5 57 ac 89 3d d6 b6 ed

Certificates to be Issued to Subscriber Signature Certificates

Root Certification Authority Cybertrust iTrust Root Certification Authority

The Certification Authority and the Root Certification Authority are compliant with the following rules
and laws and ordinances in order to issue certificates:

WebTrust Principles and Criteria for Certification Authorities;

iTrust Signature Certification Authority Certification Practice Statement;

Adobe Approved Trust List Technical Requirements; and

laws of Japan that are applicable to the operations to be performed by the Certification Authority
established in Japan.

The Certification Authority and the Root Certification Authority are compliant with the latest version
of the WebTrust Principles and Criteria for Certification Authorities (“WebTrust for CA”) published
in https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-
webtrust-services/principles-and-criteria. If there is any discrepancy between this “Certification
Practice Statement” (“this CPS”) and the WebTrust for CA, the WebTrust for CA shall prevail.
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1.2

1.3

131

1.3.2

1.3.3

1.34

This CPS prescribes the requirements for the Certification Authority to issue certificates. The
requirements include obligations of the Certification Authority, obligations of subscribers, and
obligations of relying parties.

Upon specifying the various requirements in this CPS, the Certification Authority shall adopt the
RFC3647 “Certificate Policy and Certification Practices Framework” set forth by the IETF PKIX
Working Group. RFC3647 is an international guideline that sets forth the framework of CPS or
“Certificate Policy” (“CP”). Matters that do not apply to the Certification Authority in the respective
provisions of this CPS provided based on the framework of RFC3647 will be indicated as “Not
applicable”.

The Certification Authority will not individually prescribe a CP, and this CPS shall include the CP.

Document Name and ldentification

The official name of this CPS shall be the “iTrust Signature Certification Authority Certification
Practice Statement”.

The object identifier (OID) to be assigned to this CPS and related services shall be as follows.

OID Object
Cybertrust iTrust Signature Certification Authority
1.2.392200081.120.1 Certificate Policy: Policyldentifier

PKI Participants

The PKI Participants described in this CPS are set forth below. Each of the relevant parties must observe
the obligations set forth in this CPS.

Certification Authority

The Certification Authority and the Root Certification Authority set forth in “1.1 Overview” of this
CPS. Each Certification Authority is composed of an Issuing Authority and a Registration Authority.

The Certification Authority and the Root Certification Authority shall be governed by the Certification
Authority Supervisor set forth in “5.2.1 Trusted Roles” of this CPS, and the Cybertrust Japan Policy
Authority (“CTJ PA”) shall approve this CPS.

Registration Authority

The Registration Authority of the Certification Authority is operated by Cybertrust, and accepts
applications for certificates from subscribers, and screens the applications based on this CPS. Based on
the validation results, the Registration Authority instructs the Issuing Authority to issue or revoke the
certificates of subscribers or dismisses the applications.

Issuing Authority

The Issuing Authority of the Certification Authority is operated by Cybertrust, and issues or revokes
certificates of subscribers based on instructions from the Registration Authority of the Certification
Authority. The Issuing Authority also controls the private key of the Certification Authority based on
this CPS.

Subscriber

A subscriber is an organization or an individual (natural person) that applies for a certificate with the
Certification Authority, and uses the certificate based on this CPS and the subscriber agreement.

A person who is responsible for applying for a certificate in the organization to use the certificate is
referred to as an application supervisor. A subscriber as an organization must appoint an application
supervisor among persons affiliated with the subscriber's organization.
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Persons affiliated with the subscriber who may apply for a certificate in the organization to use the
certificate shall be limited to the application supervisor, or a procedural manager who is authorized by
the application supervisor to submit an application. The procedural manager may be appointed among
persons inside or outside the subscriber's organization. When the procedural manager is to be appointed
from the outside, the procedural manager may be an individual or an organization. The procedural
manager appointed among persons outside the subscriber's organization may be defined as the
"Applicant's Agent" in the subscriber agreement and other rules.

With regard to an individual or a sole proprietor using a certificate, the application supervisor shall be
the subscriber himself/herself, and the person who may apply for a certificate shall be limited to the
subscriber himself/herself.

1.35 Relying Parties

A relying party is an organization or an individual that verifies the validity of the certificates of the
Certification Authority and subscribers and relies on the certificates the Certification Authority and
subscribers based on one's own judgment.

1.3.6 Other Participants
Not applicable.

1.4 Certificate Usage

1.4.1 Appropriate Certificate Uses

1411 Root Certification Authority Certificate
Certificate of the Root Certification Authority indicated in Appendix B of this CPS.

1412 Certification Authority Certificate

Certificate of the Certification Authority indicated in Appendix B of this CPS. The Certification
Authority Certificate shall be issued by the Root Certification Authority.

14.1.3 Certificate
Uses of a certificate shall be as set forth below.

@ Corporate Signature Certificate

®  authentication of organization to use a Corporate Signature Certificate; and
® clectronic signature of an electronic document.

2 Personal Signature Certificate
®  authentication of individual to use a Personal Signature Certificate; and
®  clectronic signature of an electronic document.

1.4.2 Prohibited Certificate Uses

The Certification Authority prohibits the use of certificates for any purpose other than as set forth in
“TF—I BRITR ROV £H¥ A, Appropriate Certificate Uses” of this CPS.

1.5 Policy Administration

151 Organization Administering the Documents
This CPS and the subscriber agreement will be administered by the Certification Authority.

15.2 Contact Person

The Certification Authority will accept inquiries related to the services provided by Cybertrust and this
CPS at the following contact information.

trust
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Contact Information

Cybertrust Japan Co., Ltd. iTrust Support Desk
Address: 13F SE Sapporo Bldg., 1-1-2 Kita 7-jo Nishi, Kita-ku, Sapporo-shi 060-0807

Tel: 011-708-5283

Business Days: Monday to Friday (excluding National Holidays, and the designated days
addressed on Cybertrust’s website including Year-End and New Year)

Business Hours: 9:00 to 18:00

Inquiries and complaints: As indicated below

Description Address

= Inquiries regarding the application process for
issuance and technical inquiries
= Other inquiries regarding this CPS, etc.

itrust_support@cybertrust.co.jp

= Inquiries regarding revocation requests and
application process

= Inquiries regarding problems with certificates or
upon discovery of fraudulent certificates

= Communication of other complaints

itrustca@cybertrust.co.jp

153 Person Determining CPS Suitability for the Policy
The suitability of this CPS shall be determined by CTJ PA.

154 CPS Approval Procedures

The suitability shall be approved by CTJ PA during the assessment/approval procedures prescribed in
Cybertrust’s internal rules.

1.6 Definitions and Acronyms
As prescribed in Appendix A of this CPS.

trust
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2. Publication and Repository Responsibilities

2.1 Repositories
Repositories of the Certification Authority will be controlled by Cybertrust.

2.2 Publication of Certification Information

The Certification Authority will publish the repositories as follows.
Publish the following information on https://www.cybertrust.ne.jp/itrust/repository/index.html:

this CPS;

subscriber agreement;

®  other terms and conditions regarding the services of the Certification Authority (“Related
Rules”);

® information regarding certificates of the Root Certification Authority; and

® information regarding certificates of the Certification Authority.

Publish the following information on http://crl.itrust.ne.jp/CybertrustiTrustRootCA/cdp.crl:

®  Certificate revocation list (“ARL”) of subordinate Certification Authority Certificates issued by
the Root Certification Authority

Publish the following information on http://crl.itrust.ne.jp/CybertrustiTrustSignatureCA/cdp.crl:

®  Certificate revocation list (“CRL”) of certificates issued by the Certification Authority

Publish the following information on http://crl.itrust.ne.jp/CybertrustiTrustRootCA/circa.crt:

®  Certificates of the Root Certification Authority

Publish the following information on http://crl.itrust.ne.jp/CybertrustiTrustSignatureCA/cisca.crt:

®  Certificates of the Certification Authority

2.3 Time and Frequency of Publication

The timing and frequency of publication regarding the information to be published by the Certification
Authority shall be as follows; save for cases where repository maintenance or the like is required, but
ARL and CRL shall be published 24 hours:

®  publication of repositories shall be maintained 24hours a day, 7days a week;

® this CPS, the subscriber agreement, and the Related Rules shall be published each time they are
amended;

® the CRL shall be renewed according to the cycle prescribed in “4.9.7 CRL Issuance Frequency”
of this CPS and then published; and

® certificates of the Certification Authority and the Root Certification Authority shall be published
at least during the valid term.

2.4 Access Control on Repositories

The Certification Authority shall not perform special access control on the repositories.
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3. ldentification and Authentication

3.1 Naming

3.1.1 Types of Names
Subscribers will be identified based on the X.500 Distinguished Name ("DN") in the certificate.

3.1.2 Need for Names to be Meaningful

The name included in the DN of the certificate and the name included in subjectAltName shall have
the meaning of the subsequent paragraph.

@ Corporate Signature Certificate

DN Item Meaning

Name of subscriber’s organization; provided, however, that the
addition of a registered trademark, business division, service name,
etc. of the subscriber after the name of the subscriber’s
organization is not prohibited

Common Name

Organization Name of subscriber’s organization
Organization Unit Registered trademark, business division, service name, etc. of
*(arbitrary item) subscriber’s organization

Organization identifier in which the corporate registration number
(13 digits) published on the National Tax Administration Agency’s
Organization Identifier “Corporate Registration Number Site” is transcribed, and “JCN” is
added at the beginning (not included if the organization identifier
cannot be confirmed or if the individual is a sole proprietor)

Country of registered address or physical business location where

Country business is actually conducted

The name of the subscriber’s organization shall be a proper legal organization name that is verified
with QGIS, QIIS, or a data source of a third party organization deemed to be reliable by the Certification
Authority. The organization name in the case of a sole proprietor shall be the name of the sole proprietor,
business name that can be verified in the business name registry, or business name that can be verified
in the Notification of Commencement of Business or copies of income tax return forms. Abbreviated
company names and assumed names may not be used.

The registered trademark to be added to the Organization Unit (OU) or the Common Name (CN) shall
be confirmed according to the provisions of “3.2.2.2 DBA/Tradename” of this CPS.

When including a business division, a service name, or etc. of the subscriber’s organization in the
Organization Unit or the Common Name (CN), the relevant values shall undergo the verification
indicated in “3.2.2.1 Verification of Identity” of this CPS.

(2) Personal Signature Certificate

®  Personal Signature Certificate (no organizational attributes)

DN Item Meaning

Identification number obtained by combining “classification
symbol of identity verification documents” and “hash value of
individual identification number of identity verification
Serial Number documents” (however, if the use of “hash value of individual
identification number of identity verification documents” is
difficult, the Certification Authority will separately assign, for
each certificate, a unique identification number)

trust
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Surname

Subscriber’s surname

Given Name

Subscriber’s given name

Common Name

Subscriber’s name

Country

Country of nationality or residence as validated by government
ID(s)

subjectAltName Item

Meaning

Country Country of subscriber’s address (JP fixed)
State Subscriber’s address (state)
Locality Subscriber’s address (locality, street)

Date of Birth
(((Organization Unit)))

Subscriber’s date of birth (western calendar)

Common Name

Subscriber’s name

®  Personal Signature Certificate (with organizational attributes)

= DN Item

Meaning

Serial Number

Identification number obtained by combining “classification
symbol of identity verification documents” and “hash value of
individual identification number of identity verification
documents” (however, if the use of “hash value of individual
identification number of identity verification documents” is
difficult, the Certification Authority will separately assign, for
each certificate, a unique identification number)

Surname

Subscriber’s surname

Given Name

Subscriber’s given name

Common Name

Subscriber’s name

Country

Country of nationality or residence as validated by government
ID(s)

subjectAltName Item

Meaning

Organization

Name of organization with which subscriber is affiliated

Organization Identifier

Organization identifier in which the corporate registration number
(13 digits) published on the National Tax Administration Agency’s
“Corporate Registration Number Site” is transcribed, and “JCN” is
added at the beginning (not included if the organization identifier
cannot be confirmed or if the individual is a sole proprietor)

State

Organization’s address (state)

Locality

Organization’s address (locality, street)

Organization Unit
*(arbitrary item)

Business division of organization with which subscriber is
affiliated

Title
*(arbitrary item)

Subscriber’s job title in the organization with which it is affiliated

If subjectAltName includes a kanji that is not included in the JIS level-1 kanji set and the JIS level-2
kanji set, upon confirming with the subscriber, the kanji shall be replaced with a kanji included in the
JIS level-1 kanji set and the JIS level-2 kanji set. If it is not possible to replace the kanji, or if the
subscriber does not wish to replace the kanji, such kanji shall be indicated in hiragana or katakana.
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3.1.3

3.1.4

3.15

3.1.6

3.2

321

3.2.2

3221

)

The name of the subscriber’s organization shall be a proper legal organization name that is verified
with QGIS, QIIS, or a data source of a third party organization deemed to be reliable by the Certification
Authority. Abbreviated company names and assumed names may not be used.

Furthermore, when including organizational attributes in the Personal Signature Certificate, the fact
that the business division and title are correct, and the fact that the subscriber is the actual person
affiliated with the organization and has been authorized by the representative of the organization to
issue and sign electronic certificates storing the organization’s information shall be validated and
verified based on the method described in “3.2.2 Authentication of Individual Identity” of this CPS.

Anonymity or Pseudonymity of Subscribers

The anonymity or pseudonymity of subscribers is not allowed in the certificates issued by the
Certification Authority.

Rules for Interpreting Various Name Forms

Rules for interpreting the DN form of certificates issued by the Certification Authority shall be pursuant
to X.500.

Uniqueness of Names

The certificates issued by the Certification Authority can uniquely identify a subscriber based on the
DN.

Recognition, Authentication, and Role of Trademarks

For a Corporate Signature Certificate, the addition of the subscriber’s registered trademark after the
name of the subscriber’s organization (CN) is not prohibited. The registered trademark shall be
confirmed pursuant to the provisions of “3.2.2.2 DBA/Tradename” of this CPS.

Initial Identity Validation

Authentication of the organization for issuing Corporate Signature Certificates is described in “3.2.2
Authentication of Organization Identity”. Furthermore, authentication of individual identity for issuing
Personal Signature Certificates is described in “3.2.3 Authentication of Individual Identity”.

Method to Prove Possession of Private Key

The Certification Authority shall generate a subscriber's private key on behalf of the subscriber. As set
forth in “6.1.2 Private Key Delivery to Subscriber” of this CPS, the Certification Authority shall deliver
the private key to the subscriber, and it shall be deemed that the ownership of the subscriber’s private
key has been transferred from the Certification Authority to the subscriber upon confirmation of receipt,
and the Certification Authority shall not be involved with the management of the subscriber’s private
key thereafter.

Additionally, when the subscriber generates a private key using the private key encryption module
(hereafter, “HSM”), the certificate issue request (hereafter, “CSR”’), which is a section of the application
information from the subscriber, includes a digital signature corresponding to a public key and a private
key corresponding to said public key. This Certification Authority, by verifying the digital signature
using the public key included in the CSR, confirms that it is signed with the private key of the subscriber,
and determines whether the subscriber possesses the secret key.

Authentication of Organization Identity

Verification of Identity
Corporate Signature Certificate

Upon verifying information regarding the subscriber of a Corporate Signature Certificate, the
Certification Authority shall use public documents and data, documents and data provided by a third
party that is deemed reliable by the Certification Authority, or documents and data provided by the
subscriber, as well as make inquiries to appropriate officers and employees of the subscriber’s
organization or to the organization configuring the subscriber. Moreover, the Certification Authority
shall visit the subscriber’s organization and conduct an on-site survey as needed.
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However, when the documents and data for verifying information regarding the subscriber have been
screened by the Certification Authority and a given period of time (period predetermined by the
Certification Authority) has not elapsed from such validation, the Certification Authority may use such
information for the verification of subscribers.

Details regarding the verification procedures to be requested to subscribers shall be posted on
Cybertrust's website or notified individually to the subscribers.

The Certification Authority shall screen and verify the following matters based on the foregoing
information:

legal or physical existence of subscribers (name of organization, address of organization,

corporate registration number);

employment of the application supervisor;

acceptance of the subscriber agreement;

approval of the application supervisor for the procedural manager to submit an application

(when the certificate request is to be submitted by the procedural manager);

authenticity of the respective items included in the DN (excluding the OU) of the subscriber

certificate prescribed in (1) “Corporate Signature Certificate” of “3.1.2 Need for Names to be

Meaningful” of this CPS;

any of the following information is not included in the organizational unit (OU) included in the

certificate:

»  corporate identification number;

» avalue containing a character string that indicates the corporate status such as ""Kabushiki
Kaisha" or "Co. Ltd.";

> address (i.e., a value indicating a location);

»  aname, company name, or trademark of a party other than the applying organization, or
any other value that makes reference to a natural person or a judicial person;

»  symbols including a dot, hyphen, space, and the equivalent as well as a character string
consisting solely of spaces or combination of symbols and/or spaces; or

»  acharacter string to indicate "not applicable," "incomplete," "blank,” and the equivalent
indicated by "NULL," "unknown," or "N/A";

When adding the subscriber’s registered trademark after the name of the subscriber’s

organization in an Organization Unit (OU) or a Common Name (CN) field, the registered

trademark shall be verified pursuant to the provisions of “3.2.2.2 DBA/Tradename” of this CPS.

When adding the business division, service name, or etc. of the subscriber’s organization after

the name of its organization in an Organization Unit (OU) or a Common Name (CN) field, the

following matters shall be verified:

»  When a business division is to be included in the Organization Unit (OU), verify that the
subscriber’s organization has consented to the signature by such business division, or the
delegation of authority thereof has been performed, by receiving the submission of a
written consent or authority of attorney affixed with the representative’s seal of the
organization certified with a seal registration certificate, and such seal registration
certificate.

»  When a name or etc. of the service provided by the subscriber is to be included in the
Organization Unit (OU), verify that the subscriber’s organization has consented to the
signature by the service provider, or the delegation of authority thereof has been performed,
by receiving the submission of a written consent or authority of attorney affixed with the
representative’s seal of the organization certified with a seal registration certificate, and
such seal registration certificate.

Additional verification in cases where the application is determined to be high-risk based on the

following examination:

»  Records of applications that were dismissed or records of certificates that were revoked
by the Certification Authority in the past due to suspicion of fishing and other fraudulent
acts or breach of this CPS or the subscriber agreement etc.
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3.2.2.2

3.2.2.3

3.2.24

3.2.3

DBA/Tradename

When the subscriber’s registered trademark is to be added after its organization name listed in an
Organization Unit (OU) or a Common Name (CN) field of the Corporate Signature Certificate, the
Certification Authority shall verify that the subscriber has the right to use such trademark etc. by using
at least one of the following methods.

®  Document provided by a government agency having jurisdiction over approval, or document
communicated with a government agency

®  Site operated or managed by a government agency in charge of managing the registration of
trade names
Data source of a third party organization deemed reliable by the Certification Authority
Attestation letter written by an attorney, judicial scrivener, or administrative scrivener, or report

issued by a certified public accountant or tax attorney

Verification of Country

The country shall be verified according to the method described in “3.2.2.1 Verification of Identity” of
this CPS.

Data Source Accuracy

The Certification Authority shall evaluate the reliability of the data source to be used in the validation.
In the evaluation, the following items shall be verified such as accuracy, and tolerance against change
or falsification.

The age of the information provided
The frequency of updates to the information source
The data provider and purpose of the data collection

YV V V VY

The public accessibility of the data availability
»  The relative difficulty in falsifying or altering the data

Databases maintained by the CA, its owner, or its affiliated companies do not qualify as a Reliable Data
Source if the primary purpose of the database is to collect information for the purpose of fulfilling the
validation requirements under this Section “3.2 Initial Identity Validation” of this CPS.

Authentication of Individual Identity

The Certification Authority shall verify the following matters for verifying information related to the
subscriber of a Personal Signature Certificate.

Actual existence of the subscriber
Authenticity of the subscriber’s surname, first name, and country of the subscriber’s address
included in the DN of the subscriber certificate and the subscriber’s surname, first name, date
of birth, and country, state, locality, and street of the subscriber’s address included in
subjectAltName prescribed in (2) Personal Signature Certificate of “3.1.2 Need for Names to be
Meaningful” of this CPS

®  Consent to the subscriber agreement

The Certification Authority shall verify the actual existence of the subscriber by performing identity
verification using any one of Items (e), (f) or (m) (indicated below) of Article 6 (Verification Method
of Identification Matters of Customers, etc.), Paragraph 1 of the Ordinance for Enforcement of the Act
on Prevention of Transfer of Criminal Proceeds.

However, “the customer, etc. or its representative, etc.” and “the customer, etc.” shall be replaced with
“subscriber”, “software provided by a specified business operator” shall be replaced with “software
designated by the Certification Authority”, and “specified transaction, etc.” shall be replaced with
“certificate request of a Personal Signature Certificate”.

© 2018 Cybertrust Japan Co., Ltd.
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The identity verification based on a video chat permitted under the Adobe Approved Trust List
Technical Requirements shall be included in Article 6 (Verification Method of Identification Matters
of Customers, etc.), Paragraph 1, Item (1)(e) of the Ordinance for Enforcement of the Act on Prevention
of Transfer of Criminal Proceeds.

Furthermore, the respective items included in the DN and subjectAltName of the subscriber certificate
shall be verified using an identity verification document with a photo (one among a driver’s license,
identity number card, basic resident register card, residence card, special permanent resident certificate,
and driving record certificate) provided by the subscriber which is valid at the time that the certificate
is issued.

®  Article 6 (Verification Method of Identification Matters of Customers, etc.), Paragraph 1, Item

(1) of the Ordinance for Enforcement of the Act on Prevention of Transfer of Criminal Proceeds

»  (e) Method of receiving from the customer, etc. or its representative, etc., by using the
software provided by a specified business operator, the transmission of identity
verification image information (referring to image information of the physical appearance
of the customer, etc. and an identity verification document with a photo taken by the
customer, etc. or its representative, etc. using the foregoing software, and in which the
image information of the identity verification document with a photo enables the
verification of the name, address and date of birth indicated on the identity verification
document with a photo, the photo attached to the identity verification document with a
photo, and the thickness or other characteristics of the identity verification document with
a photo)

»  (f) Method of receiving from the customer, etc. or its representative, etc., by using the
software provided by a specified business operator, the transmission of identity
verification image information (referring to image information of the physical appearance
of the customer, etc. taken by the customer, etc. or its representative, etc. using the
foregoing software), and receiving from the customer, etc. or its representative, etc. the
transmission of information recorded in a semiconductor integrated circuit incorporated
into the identity verification document with a photo of the customer, etc. (limited to those
in which a semiconductor integrated circuit (referring to the semiconductor integrated
circuit prescribed in Article 2, Paragraph 1 of the Act Concerning the Circuit Layout of
Semiconductor Integrated Circuits (Act No. 43 of 1985); hereinafter the same) with
information of the name, address, date of birth and photo recorded therein is incorporated
into such identity verification document with a photo)

»  (m) Method of receiving from the customer, etc. the transmission of the electronic
certificate for signature issued by the Japan Agency for Local Authority Information
Systems based on the provisions of Article 3, Paragraph 6 of the Act on Certification
Business of Japan Agency for Local Authority Information Systems Regarding Electronic
Signatures (Act No. 153 of 2002; hereinafter referred to as the “Public Individual
Certification Act” in this item) and information related to the specified transaction, etc.
for which the electronic signature prescribed in Article 2, Paragraph 1 of the Public
Individual Certification Act, which was verified based on such electronic certificate for
signature, has been provided (limited to cases where the specified business operator is the
signature verifier prescribed in Article 17, Paragraph 4 of the Public Individual
Certification Act)

®  Additional verification in cases where the application is determined to be high-risk based on

the following examination:

© 2018 Cybertrust Japan Co., Ltd.
11


https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/414AC0000000153_20191216_501AC0000000016

CPS (Certification Practice Statement) Version 1.2.1

Records of applications that were dismissed or records of certificates that were revoked by the
Certification Authority in the past due to suspicion of fishing and other fraudulent acts or breach of
this CPS or the subscriber agreement etc.

As aresult of the subscriber sending an image, etc. of the subscriber’s identity verification document
with a photo to the Certification Authority for one’s identity verification, the subscriber represents
that, as the application supervisor, it has accepted the subscriber agreement and approved the filing of
an application.

When including organizational attributes in the Personal Signature Certificate, in addition to the
authentication of the individual identity described above, the Certification Authority will verify the
following.

® | egal or physical existence of the organization (name of organization, address of organization,
corporate registration number);

»  To be verified using the same documents and data as the Corporate Signature Certificate.

®  Business division, title, subscriber’s affiliation, and signing authority

> Inthe case of an organization to be registered, verify that the business division and title
are correct, that the subscriber is the actual person affiliated with the organization, and
that the subscriber has been authorized by the representative of the organization to issue
and sign electronic certificates storing the organization’s information by receiving the
submission of a written consent or authority of attorney affixed with the representative’s
seal of the organization certified with a seal registration certificate, and such seal
registration certificate. When it is possible to verify the subscriber’s name and address as
the representative director, in the certified copy of register of the organization,
submission of a written consent or authority of attorney affixed with the representative’s
seal and a seal registration certificate thereof shall not be required.

> Inthe case of an administrative agency or a public corporation that will not be
registered, verify that the business division and title are correct, that the subscriber is the
actual person affiliated with the organization, and that the subscriber has been authorized
by the representative of the organization to issue and sign electronic certificates storing
the organization’s information by receiving the submission of a written consent or
authority of attorney affixed with the representative’s seal. Furthermore, submission of a
seal registration certificate may be substituted with the submission of materials such as a
document submitted by the organization to a government agency or an official document
which enable the verification of the seal impression of the representative’s seal of the
organization.

»  Inthe case of a sole proprietor, verify that the sole proprietor himself/herself coincides
with the subscriber by verifying that the validation results of the authentication of the
individual identity coincide with the name and address indicated in the trade name
registration, Notification of Commencement of Business or copies of income tax return
forms. In the case of a sole proprietor, submission of a written consent or authority of
attorney affixed with the representative’s seal and a seal registration certificate thereof is
not required.

®  Additional verification in cases where the application is determined to be high-risk based on
trust the following examination:
Records of applications that were dismissed or records of certificates that were revoked by the

Certification Authority in the past due to suspicion of fishing and other fraudulent acts or breach of
this CPS or the subscriber agreement etc.
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3.24

3.25

3.2.6

3.3

3.3.1

3.3.2

3.4

)

()

1)

)

When the Certification Authority deems necessary, the Certification Authority may request the
subscriber to submit additional identity verification documents, and the verification results related to
the subscriber may be reused during the period prescribed by the Certification Authority.

Non-verified Subscriber Information

Corporate Signature Certificate

The Certification Authority does not guarantee or verify that the business division or the service name,
etc. included in the Organization Unit (OU) or the Common Name (CN) of the certificate does not
infringes upon the rights of a third party and does not guarantee or verify the truthfulness, and accuracy
of the information described in the Organization Unit (OU) or the Common Name (CN) field.

Personal Signature Certificate

The Certification Authority does not guarantee or verify that the business division included in the
Organization Unit (OU) or the job title included in the Title does not guarantee or verify the truthfulness,
and accuracy of the information described in the Organization Unit (OU) or the Title field.

Validation of Authority

Corporate Signature Certificate

The Certification Authority shall verify the employment of the application supervisor and the authority
to submit an application on behalf of the subscriber. The Certification Authority shall additionally
verify that the application supervisor has accepted the subscriber agreement and approved the filing of
an application by the procedural manager by way of callback or means equivalent to callback. The
phone number to be used for the callback shall be a number provided by a third party or a number
included in the documents or data which were provided by the subscriber and have been deemed to be
reliable by the Certification Authority.

Personal Signature Certificate

The Certification Authority shall verify that the application supervisor is the subscriber himself/herself.
Furthermore, as a result of the application supervisor sending an image, etc. of the identity verification
document with a photo to the Certification Authority in “3.2.3Authentication of Individual Identity”,
the application supervisor represents that it has accepted the subscriber agreement and approved the
certificate request.

Criteria for Interoperation

Not applicable.

Identification and Authentication for Re-Key Requests

Identification and Authentication for Routine Re-Key

The Certification Authority shall not accept any application for the renewal of a routine key.

Identification and Authentication for Re-Key after Revocation

The Certification Authority shall not accept any application for the renewal of a key after revocation.

Identity Validation and Authentication for Revocation Request

When the Certification Authority receives a revocation request from a subscriber via email, the
Certification Authority shall verify the identity of the person who submitted the application, that such
person is authorized to submit an application, and the reason of revocation. As the verification method,
the Certification Authority shall compare the information notified to the Certification Authority upon
application for issuance of a certificate and the information only known to the Certification Authority
and the subscriber.

Upon receiving a revocation request for a certificate of a specific subscriber other than the subscriber
of that certificate, the Certification Authority shall verify the reason for the revocation request.

© 2018 Cybertrust Japan Co., Ltd.
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In either case, when the reason for the revocation request corresponds to a revocation event related to
the certificate, the Certification Authority shall notify the subscriber and revoke the certificate.

The email address to be used for the revocation request is indicated in “1.5.2 Contact Person” of this
CPS and Cybertrust’s website.

trust
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4.

4.1

411

4.1.2

4.2

421

4.2.2

Certificate Life-Cycle Operational Requirements

)

()

()

()

Certificate Application

Who Can Submit a Certificate Application

Corporate Signature Certificate

Persons who may apply for a Corporate Signature Certificate shall only be the application supervisor
or the procedural manager.

Personal Signature Certificate

Persons who may apply for a Personal Signature Certificate shall only be limited to the Subscriber.

Enrollment Process and Responsibilities

Corporate Signature Certificate

A subscriber shall apply for a Corporate Signature Certificate upon accepting this CPS and the
subscriber agreement.

Upon filing an application, a subscriber is responsible for providing true and accurate information to
the Certification Authority.

The method of applying for a certificate will be posted on Cybertrust's website or explained individually
to subscribers.

Personal Signature Certificate

A subscriber shall apply for a Personal Signature Certificate upon accepting this CPS and the subscriber
agreement.

Upon filing an application, a subscriber is responsible for providing true and accurate information to
the Certification Authority.

The method of applying for a certificate will be posted on Cybertrust's website or explained individually
to subscribers.

Certificate Application Processing

Performing Identification and Authentication Functions

To be performed according to the procedures prescribed in “3.2 Initial Identity Validation” of this CPS.

Approval or Rejection of Certificate Applications

When all requirements prescribed in “3.2 Initial Identity Validation” of this CPS are confirmed, the
Registration Authority of the Certification Authority shall approve the application, and instruct the
Issuing Authority to issue a certificate. The Certification Authority will not notify the subscriber of
such issuance in advance.

Meanwhile, when the requirements prescribed in “3.2 Initial Identity Validation” of this CPS are not
satisfied, the Certification Authority shall dismiss the application. The Certification Authority will not
return the information and data provided during the application process.

When the application is withdrawn, the Certification Authority shall also dismiss such application.
Information and data related to the application will not be returned.

© 2018 Cybertrust Japan Co., Ltd.
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4.2.3

4.3

4.3.1

4.3.2

4.4

441

442

443

1)

)

Time to Process Certificate Applications

After the Registration Authority of the Certification Authority processes the application based on the
provisions of “4.2 Certificate Application Processing” of this CPS, the Issuing Authority shall promptly
issue a certificate.

Certificate Issuance

CA Actions during Certificate Issuance

After the Registration Authority of the Certification Authority processes the application based on the
provisions of “4.2 Certificate Application Processing” of this CPS, the Issuing Authority shall promptly
issue a certificate. In addition, the Issuing Authority shall send to the subscriber the notice set forth in
“4.3.2 Notification to Subscriber by the CA of Issuance of Certificate” of this CPS.

Note that the subscriber agreement of the certificate between Cybertrust and the subscriber shall come
into force from the time that the subscriber applies for the issuance of a certificate.

Notification to Subscriber by the CA of Issuance of Certificate

Promptly after the certificate is issued, the Certification Authority shall send an email to the email
address designated by the subscriber at the time of application to the effect that the certificate has been
issued, and the procedures required for the subscriber to accept or use the certificate. Furthermore,
procedures in cases where the reception of a private key is required shall also be included in this
notification.

Certificate Acceptance

Conduct Constituting Certificate Acceptance

Corporate Signature Certificate

A subscriber receives a certificate and its private key stored in a USB token compliant with the standard
of FIPS 140-2 level 2 or above in accordance with the notification sent from the Certification Authority
when the Certificate is issued.

When a subscriber generates the private key with HSM, a subscriber receives the certificate, based on
this CPS "= T —I BTN 2029 £8 A, Notification to Subscriber by the CA of Issuance of
Certificate”, by downloading at a webpage of which URL is notified in the email from the Certification
Authority or by requesting through the API for the iTrust Remote Signing Service using the Request
ID notified in the email from the Certification Authority.

Personal Signature Certificate

In accordance with the notification of issuance sent from the Certification Authority, the subscriber
shall receive the certificate and private key stored in a USB token which satisfies level 2 or higher of
FIPS140-2.

Publication of Certificate by the CA

The Certification Authority shall not publish a subscriber certificate.

Notification of Certificate Issuance by the CA to Other Entities

The Certification Authority shall not notify the issuance of a certificate other than as prescribed in
“4.3.2 Notification to Subscriber by the CA of Issuance of Certificate” of this CPS.
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4.5

45.1

45.2

4.6

46.1

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

4.6.7

4.7

4.7.1

4.7.2

4.7.3

Key Pair and Certificate Usage

Subscriber Private Key and Certificate Usage

A subscriber shall use its private key and certificate only for the usage set forth in “1.4.1 Appropriate
Certificate Uses” of this CPS, and use for any other usage is not allowed. Moreover, a subscriber's
private key and certificate only be used by the subscriber, and the subscriber must not license the use
thereof to a third party.

Other obligations of a subscriber regarding the use of its private key and certificate are set forth in
“9.6.3 Subscriber Representations and Warranties” of this CPS.

Relying Party Public Key and Certificate Usage

A relying party shall confirm, under its own responsibility, the validity of the certificate that is used by
a subscriber for the usage set forth in “1.4.1Appropriate Certificate Uses” of this CPS.

Obligations of a relying party regarding the use of a subscriber’s public key and certificate are set forth
in“T7—1BRITNA-H Y EF®A, Relying Party Representations and Warranties” of this CPS.

Certificate Renewal

Circumstance for Certificate Renewal
The Certification Authority shall not accept any renewal of a certificate which does not involve a rekey.

Who May Request Renewal
Not applicable.

Processing Certificate Renewal Requests
Not applicable.

Notification of New Certificate Issuance to Subscriber
Not applicable.

Conduct Constituting Acceptance of a Renewal Certificate
Not applicable.

Publication of the Renewal Certificate by the CA
Not applicable.

Notification of Certificate Issuance by the CA to Other Entities
Not applicable.

Certificate Re-key

Circumstance for Certificate Re-key
The Certification Authority shall not accept any renewal of a certificate involving a rekey.

Who May Request Certification of a New Public Key
Not applicable.

Processing Certificate Re-keying Requests
Not applicable.
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4.7.4

4.7.5

4.7.6

4.7.7

4.8

48.1

4.8.2

4.8.3

48.4

4.8.5

4.8.6

4.8.7

4.9

49.1

Notification of New Certificate Issuance to Subscriber
Not applicable.

Conduct Constituting Acceptance of a Re-keyed Certificate
Not applicable.

Publication of the Re-keyed Certificate by the CA
Not applicable.

Notification of Certificate Issuance by the CA to Other Entities
Not applicable.

Certificate Modification

Circumstance for Certificate Modification
The Certification Authority shall not accept a request for modifying a previously issued certificate.

If there is any modification to the certificate information, a subscriber must promptly submit an
application to the Certification Authority for revoking the corresponding certificate.

Who May Request Certificate Modification
Not applicable.

Processing Certificate Modification Requests
Not applicable.

Notification of New Certificate Issuance to Subscriber
Not applicable.

Conduct Constituting Acceptance of Modified Certificate
Not applicable.

Publication of the Modified Certificate by the CA
Not applicable.

Notification of Certificate Issuance by the CA to Other Entities
Not applicable.

Certificate Revocation and Suspension

Circumstances for Revocation

49.11 Reason of Revocation by Subscriber

In the occurrence of any one of the following events, a subscriber must submit a request to the
Certification Authority for revoking the corresponding certificate:

(i) asubscriber discovers a certificate that was issued based on an application for issuance that was
not approved by the subscriber;

(ii) asubscriber learns that it's private key has been compromised or there is a possibility thereof;

(iii) asubscriber learns of the unauthorized use of its private key or certificate or the possibility thereof;

(iv) there is modification to the contents of a subscriber certificate;

(v) there is inaccurate information discovered in a subscriber certificate;

(vi) asubscriber wishes to cancel the subscriber agreement executed with the Certification Authority;
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49.1.2

(vii) a subscriber breaches its obligation under this CPS or the subscriber agreement in using the
subscriber certificate;

(viii) a subscriber learns that its certificate is not compliant with this CPS; or

(ix) a subscriber learns that, with regard to a Corporate Signature Certificate, the Organization Unit
(OU) included in the certificate contains a value that cannot be included in the OU indicated in
“3.2.2.1 Verification of Identity” of this CPS.

Reason of Revocation by the Certification Authority

In the occurrence of any one of the following events, the Certification Authority may revoke a
subscriber certificate, without having to go through “4.9.3 Procedure for Revocation Request” of this
CPS, at the time that such event is discovered; provided, however, that, with regard to (ix) below, the
Certification Authority may revoke the Corporate Signature Certificate on a day that is separately
notified by the Certification Authority before termination of operations:

(i)  asubscriber requests the Certification Authority in writing to invalidate the subscriber certificate;

(ii) a subscriber notifies Cybertrust that the original certificate request had not been authorized and
does not retroactively grant authorization;

(iii) the Certification Authority learns that the subscriber’s private key has been compromised or there
is a possibility thereof based on reasonable evidence;

(iv) the Certification Authority obtains evidence that the subscriber certificate was misused;

(v) the Certification Authority learns that the subject information in the subscriber certificate is
contrary to facts based on reasonable evidence;

(vi) a subscriber breaches this CPS or the subscriber agreement and, even after the Certification
Authority sends a notice to the subscriber demanding the correction of said breach, the subscriber
fails to correct the breach after the lapse of seven (7) days after the dispatch of the foregoing notice;

(vii) the Certification Authority confirms material changes in the information included in the subscriber

certificate;

(viii) the Certification Authority issued a certificate without complying with regulations to be observed
in issuing the certificate or without complying with this CPS (however, in the foregoing case, the
Certification Authority shall accept the official application for a certificate free of charge);

(ix) the subscriber certificate needs to be revoked based on this CPS;

(x) the Certification Authority confirms that a method developed to easily calculate the private key
out of corresponding public key is demonstrated or proven (for example, the Debian weak key
indicated in “http://wiki.debian.org/SSLkeys”) has been demonstrated or certified;

(xi) the performance of this CPS and the obligations of the subscriber or the Certification Authority
based on this CPS has been delayed or obstructed due to circumstances beyond the reasonable
control of the parties (including computer failure or communication failure), and consequently
information of a party that relied on the certificate is severely threatened or compromised,

(xii) the Certification Authority receives a lawful and binding order from a court or an administrative
agency to the effect of revoking the subscriber certificate;

(xiii) the Certification Authority terminates its certification business;

(xiv) the technical content or format of the subscriber certificate contains a risk that is unacceptable to
application software vendors, relying parties or other third parties;

(xv) a subscriber fails to pay the fee of the certificate in breach of Cybertrust's prescribed billing
conditions;

(xvi) in the case of a Personal Signature Certificate, the Certification Authority learns of the subscriber’s
death based on reasonable evidence;

(xvii)in the case of a Corporate Signature Certificate, the Certification Authority learns that a value that
cannot be included in the OU indicated in “3.2.2.1 Verification of Identity” of this CPS is contained
in the Organization Unit (OU) included in the certificate;

(xviii) Cybertrust cancels the subscriber agreement with a subscriber based on the subscriber agreement;
or
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the Certification Authority learns that the private key of the Certification Authority and the Root
Certification Authority has been compromised or there is a possibility thereof.

Who Can Request Revocation

Persons who may request revocation shall be the application supervisor, the procedural manager, or an
agent who was notified by the Certification Authority at the time of requesting the certificate and who
is duly authorized by the subscriber.

Procedure for Revocation Request

A subscriber shall submit a revocation request via email. The revocation request must include
information that is known only to the Certification Authority and the subscriber, reason of revocation,
contact information and so on in accordance with instructions of the Certification Authority. The
Certification Authority shall verify the reason of revocation as prescribed in “3.4 Identity Validation
and Authentication upon Revocation Request” of this CPS.

After revoking the certificate, the Certification Authority shall promptly notify the subscriber to such
effect. For revocations that involve the free issuance of a certificate set forth in “9.1 Fees” of this CPS,
there may be cases where the notice of revocation is given together with the notice of free issuance of
a certificate.

Revocation Request Grace Period

In the occurrence of an event corresponding to “4.9.1.1 Reason of Revocation by Subscriber” of this
CPS, a subscriber shall promptly submit a revocation request.

Time within Which CA Must Process the Revocation Request

The Certification Authority will accept the revocation request 24 hours a day, 7days a week.

The Registration Authority of the Certification Authority shall receive the revocation request, take the
procedures based on the provisions of “4.9.3 Procedure for Revocation Request” of this CPS, and
thereafter promptly instruct the Issuing Authority to revoke the target Corporate Signature Certificate.
After receiving the revocation instruction, the Issuing Authority shall promptly revoke the relevant
Corporate Signature Certificate.

Revocation Checking Requirement for Relying Parties

The relying parties shall verify the certificate revocation with the CRL issued by the Certification
Authority.

CRL lIssuance Frequency

The Certification Authority will issue the CRL in a cycle of less than 24 hours.

However, when required for taking recovery measures or business continuation measures after a
disaster or other reasons, there may be cases where the CRL is issued in a cycle that exceeds the
foregoing issue cycle based on the business continuity plan.

Maximum Latency for CRLs

The valid term of the Certification Authority's CRL is 168 hours.

The Certification Authority shall publish the certificate in the repository no later than one (1) hour after
the issuance thereof.

However, when required for taking recovery measures or business continuation measures after a
disaster or other reasons, there may be cases where a CRL having a valid term that is longer than the
foregoing valid term is stored in a backup site in advance and subsequently published based on the
business continuity plan.

On-line Revocation/Status Checking Availability

The Certification Authority shall provide revocation information based on CRL and shall not otherwise
provide revocation information online.
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4.9.10

4911

4.9.12

4.9.13

4.9.14

4.9.15

4.9.16

4.10

4.10.1

4.10.2

4.10.3

411

4.12

412.1

4.12.2

On-line Revocation Checking Requirements
Not applicable.

Other Forms of Revocation Advertisements Available
Not applicable.

Special Requirements Related to Key Compromise

When the Certification Authority learns that a subscriber's private key has been compromised, or there
is a possibility thereof, the Certification Authority will take revocation procedures based on “4.9.3
Procedure for Revocation Request” of this CPS.

Circumstances for Suspension
The Certification Authority will not accept applications for suspending the certificates.

Who Can Request Suspension
Not applicable.

Procedures for Suspension Request
Not applicable.

Limits on Suspension Period
Not applicable.

Certificate Status Services

The Certification Authority shall not provide services that will enable the verification of the certificate
status other than by way of CRL.

Operational Characteristics
Not applicable.

Service Availability
Not applicable.

Optional Features
Not applicable.

End of Subscription

The reasons for ending the use of a subscriber certificate shall be set forth in the subscriber agreement.
Moreover, if a subscriber wishes to terminate the subscriber agreement midway during the valid term
of the certificate, the subscriber must submit a certificate revocation request with the Certification
Authority based on “4.9.3 Procedure for Revocation Request” of this CPS.

Key Escrow and Recovery

Key Escrow and Recovery Policy and Practices
Not applicable.

Session Key Encapsulation and Recovery Policy and Practices
Not applicable.
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5.

5.1

5.1.1

512

5.13

5.14

5.15

5.16

5.1.7

Facility, Management, and Operational Controls

Physical Controls

Site Location and Construction

The Certification Authority system shall be installed in a facility that is not easily affected by
earthquakes, fires, floods and other disasters (“Facility”; unless separately prescribed herein, the term
“Facility” as used herein shall include the main site and the backup site set forth in “5.1.8 Off- Site
Backup” of this CPS). The Facility shall undergo architectural measures for preventing earthquakes,
fires, floods and other disasters as well as preventing unauthorized invasion. Information regarding the
location of the Certification Authority shall not be indicated outside or inside the building where the
Facility is located.

Physical Access

The Facility and the respective rooms where certification operations are performed in the Facility shall
be set with a security level according to the importance of the operation, and suitable entrance/exit
control shall be performed. for authentication upon entering/existing the room, an entrance/exit card or
biometric identification or other implementable technological means shall be used in accordance with
the security level. for entry into particularly important rooms and one or both doors of the safe used for
storing the Certification Authority's system and other important assets in the same room, measures must
be taken where the doors cannot be opened unless multiple persons with entrance authority are present.

The Facility and the respective rooms where certification operations are performed in the Facility shall
be monitored with a monitoring system 24 hours a day, 7 days a week.

Power and Air Conditioning

In the Facility, power sources with necessary and sufficient capacity for operating the Certification
Authority system and related equipment shall be secured. An uninterruptable power supply and a
private power generator shall be installed as measures against instantaneous interruption and blackouts.
Air-conditioning equipment shall be installed in the respective rooms where certification operations are
performed, and this shall be duplicated in particularly important rooms.

Water Exposures

A water leakage detector shall be installed in the particularly important rooms in the Facility where
certification operations are performed, and waterproofing measures shall be taken.

Fire Prevention and Protection

The Facility is of a fire-proof construction. The particularly important rooms are located within the fire
retarding division, and fire alarms and automatic gas fire extinguishers shall be installed.

Media Storage

Mediums containing the backup data of the Certification Authority system and documents and the like
used in the validation process shall be archived in a room in which only authorized personnel can enter.

Waste Disposal

Documents containing Confidential Information shall be disposed after being shredded with a shredder.
Electronic mediums shall be physically destroyed, initialized, demagnetized or subject to other similar
measures to completely erase the recorded data before being discarded.
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5.18

5.1.9

Off- Site Backup

The original or copy of the private key of the Certification Authority and important assets for system
recovery shall be archived in the main site, and also in a remote backup site. The locking of the safe in
the backup site shall be controlled by multiple persons, and the opening/closing of the safe shall be
recorded.

Anti-earthquake Measures

The Facility is of an earthquake-resistant construction, and the equipment and fixtures of the
Certification Authority system have undergone tip-prevention measures and anti-drop measures.

5.2 Procedural Controls

521

5211

5212

5.2.1.3

5.2.14

5.2.15

5.2.16

5.2.1.7

5.2.2

5.23

Trusted Roles

The Certification Authority shall set forth the personnel required for operating the Certification
Authority (“Certification Authority Staff”) and their roles as follows.

Certification Authority Supervisor
The Certification Authority Supervisor shall govern the Certification Authority.

Issuing Authority Manager

The Issuing Authority Manager shall control the operations of the Issuing Authority of the Certification
Authority.

Issuing Authority System Administrator

The Issuing Authority System Administrator shall maintain and control the Certification Authority
system under the control of the Issuing Authority Manager.

Issuing Authority Operator

The Issuing Authority Operator shall assist the operations of the Issuing Authority Manager and the
Issuing Authority System Administrator; provided, however, that the Issuing Authority Operator is not
authorized to operate the Certification Authority system.

Registration Authority Manager

The Registration Authority Manager shall control the operations of the Registration Authority of the
Certification Authority.

Registration Authority Operator Manager
The Registration Authority Operator Manager shall control the Registration Authority Operator.

Registration Authority Operator

The Registration Authority Operator shall process the applications from the subscribers under the
control of the Registration Authority Manager and request the issuance or revocation of certificates to
the Issuing Authority.

Number of Persons Required per Task

The Certification Authority shall respectively appoint two or more Issuing Authority System
Administrators and Registration Authority Operators.

Identification and Authentication for Each Role

The Certification Authority shall establish the entrance authority of the respective rooms where
certification operations are performed and the operation authority of the Certification Authority system
in accordance with the respective roles. for entry into the respective rooms and upon operation of the
system, an entrance/exit card, biometric identification, digital certificate, ID and password are used
independently or in combination to verify and verify the identification and entrance/operation authority.
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5.24

5.3

5.3.1

5.3.2

5.3.3

5.34

5.3.5

5.3.6

5.3.7

Roles Requiring Separation of Duties

The Certification Authority will not allow the concurrent serving of the Issuing Authority and the
Registration Authority, and the Certification Authority will not allow the Certification Authority
Supervisor to concurrently serve another role.

Personnel Controls

Qualifications, Experience, and Clearance Requirements

The Certification Authority Staff shall be hired and assigned based on the recruitment standards to be
separately set forth by Cybertrust.

Background Check Procedures

The background check of employees to be assigned as the Certification Authority Staff shall be
conducted based on Cybertrust's internal rules and regulations.

Training Requirements

The Certification Authority shall implement training requirements and procedures to all employees who
will be assigned as the Certification Authority Staff. The training requirements and procedures shall
include, in addition to the education of this CPS and the Related Rules, the required training
requirements and procedures in accordance with the role of the Certification Authority Staff.

The validity of the training requirements and procedures shall be evaluated by the Issuing Authority
Manager or the Registration Authority Manager, and retraining shall be implemented as needed.

Retraining Frequency and Requirements

The Certification Authority shall implement retraining requirements and procedures to the Certification
Authority Staff as needed. In the least, the Certification Authority shall implement training in the
occurrence of the following events:

»  when this CPS, the subscriber agreement and the Related Rules are amended, and CTJ
PA, the Certification Authority Supervisor, the Issuing Authority Manager or the
Registration Authority Manager deems necessary;

» when CTJ PA, the Certification Authority system is changed, and the Certification
Authority Supervisor, the Issuing Authority Manager or the Registration Authority
Manager deems necessary; or

»  when CTJ PA, the Certification Authority Supervisor, the Issuing Authority Manager,
or the Registration Authority Manager otherwise deems necessary.

Job Rotation Frequency and Sequence

The Certification Authority shall rotate jobs of the Certification Authority Staff as needed.

Sanctions for Unauthorized Actions

When a Certification Authority Staff conducts an act that is in breach of this CPS and the Related Rules,
Cybertrust shall promptly investigate the cause and scope of influence and impose penalty on that
Certification Authority Staff in accordance with Cybertrust's work rules.

Independent Contractor Requirements

When Cybertrust is to assign employees of outsourcees, contract employees of dispatched employees
(collectively, the “Contract Employees™) as a Certification Authority Staff, Cybertrust shall conclude a
contract that clearly sets forth the details of the outsourced work, confidentiality obligation to be
imposed on the Contract Employees, and penal regulations, and demand the Contract Employees to
observe this CPS and Cybertrust's internal rules and regulations. When the Contract Employees conduct
an act that is in breach of this CPS and Cybertrust's internal rules and regulations, penalties shall be
imposed based on the foregoing contract.
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5.3.8

5.4

5.4.1

54.2

543

5.4.4

545

5.4.6

5.4.7

5.4.8

Documentation Supplied to Personnel

The Certification Authority shall take measures so that the respective Certification Authority Staff can
only refer to documents that are required according to their respective roles.

Audit Logging Procedures

Types of Events Recorded
In order to evaluate the compliance of this CPS and the suitability of security, the Certification
Authority shall collect the following records as monitoring logs. The records shall include the date and
time, subject of the record, and description of event.
»  records of validation performed by the Registration Authority;

»  records of systems that are being maintained and controlled by the Registration
Authority and the Issuing Authority;

»  records regarding network security;
»  records regarding the entry/exit of the Facility; and

»  records regarding the maintenance and control of the Facility.

Frequency of Processing Log

The Certification Authority shall inspect the monitoring logs prescribed in “5.4.1 Types of Events
Recorded” of this CPS once a week, once a month, and once a quarter.

Retention Period for Audit Log

Records of the validation performed by the Registration Authority shall be archived at least 7 years
after the expiration of the valid term of the certificate that was issued based on the foregoing validation.

Other records shall be archived at least 7 years.

When the monitoring logs are no longer required, the Certification Authority shall dispose such
monitoring logs based on the provisions of “5.1.7 Waste Disposal” of this CPS.

Protection of Audit Log

The Certification Authority shall implement access control the monitoring logs so that only authorized
personnel can peruse the monitoring logs. The Certification Authority shall implement physical access
control to the safe, and logical access control to folders and the like in cases of electronic mediums.

Audit Log Backup Procedures

The Certification Authority shall acquire the backup of logs in the systems of the Registration Authority
and the Issuing Authority. for paper mediums, only the original copies thereof need to be archived.

Audit Collection System (internal vs. external)

Systems of the Registration Authority and the Issuing Authority shall automatically collect the
monitoring logs based on the function installed in the system.

Notification to Event-Causing Subject

The Certification Authority shall collect and inspect the monitoring log without notifying the party that
caused the event.

Vulnerability Assessments

The Certification Authority shall receive vulnerability assessment of an outside professional and take
necessary measures for correcting the vulnerability. The Certification Authority shall similarly take
necessary measures when vulnerability is discovered in the monitoring log inspection.
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5.5

5.5.1

5.5.2

553

5.5.4

555

5.5.6

5.5.7

5.6

trust

Records Archival

Types of Records Archived

The Certification Authority shall archive the following information in addition to the monitoring logs
prescribed in “5.4.1 Types of Events to be Recorded” of this CPS.

certificates of the Root Certification Authority;

certificates of the Certification Authority;

subscriber certificate;

CRL;

°
°

°

°

® internal audit report;
®  external audit report;

® documents and data received from the subscriber at the time of application; and
°

this CPS and the Related Rules.

Retention Period for Archive

The Certification Authority shall archive the records prescribed in “5.5.1 Types of Records Archived”
of this CPS for 7 years after the valid term of the relevant certificate.

When records are no longer required, the Certification Authority shall dispose such records based on
the provisions of “5.1.7 Waste Disposal” of this CPS.

Protection of Archive

Records shall be protected based on the same procedures as “5.4.4 Protection of Audit Log” of this
CPS.

Record Backup Procedures

Records shall be backed up based on the same procedures as “5.4.5 Audit Log Backup Procedures” of
this CPS.

Requirements for Time-stamping of Records

The Certification Authority shall record the drafting date or processing date on forms and the like. If
the date alone will lack authenticity as a record, the time should also be recorded. Record the issued
date and time for certificates of the Certification Authority and the subscribers. The Certification
Authority system shall undergo necessary measures for recording the accurate date and time of the
issued certificate and monitoring logs.

Archive Collecting System (internal or external)

Certificates shall automatically be collected based on the function of the Certification Authority system.
Other paper mediums shall be collected by the Certification Authority Staff.

Procedures to Obtain and Verify Archive Information

The Certification Authority shall limit persons authorized to acquire and peruse records to the
Certification Authority Staff, the auditor and persons authorized by CTJ PA. Validation regarding the
legibility of records shall be implemented as needed.

Key Changeover

The Certification Authority will renew the key pair of the Certification Authority so that the validity of
the certificates of the Certification Authority will not expire while a subscriber certificate is valid.

The certificate including the Certification Authority's renewed public key will be posted on Cybertrust's
website.
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5.7

5.7.1

5.7.2

5.7.3

5.7.4

5.8

Compromise and Disaster Recovery

Incident and Compromise Handling Procedures

When the private key of the Certification Authority is compromised, the Certification Authority shall
execute the following, and simultaneously notify the fact of such compromise to subscribers and relying
parties:

»  discontinuation of certification operations using the compromised private key;

> revocation of all certificates;

»  investigation of the cause of compromise;

»  formulation of proposed remedial measures and evaluation/approval thereof by CTJ
PA;

»  execution of remedial measures;

»  assessment on appropriateness of resuming business operations;

»  generation of new key pairs and issuance of certificates;

»  resumption of certification operations (including notification to subscribers and relying

parties); and
»  reissuance of certificates.

When the Certification Authority suffers from a disaster, the Certification Authority shall perform
recovery operations using backup hardware, software and data based on the business continuation plan
prescribed in “5.7.4 Business Continuity Capabilities after a Disaster” of this CPS, exert efforts to
resume the certification operations, and publish the fact of such resumption to the subscribers and
relying parties when the certification operations are resumed.

Computing Resources, Software, and/or Data Are Corrupted

When hardware, software or data is destroyed, the Certification Authority shall continue performing
the certification operations by using the backup hardware, software or data.

Entity Private Key Compromise Procedures

In the event the private key that is being managed under the subscriber's own responsibility is
compromised, or suspected of being compromised, the subscriber must take the certificate revocation
procedures based on the procedures prescribed in “4.9 Certificate Revocation and Suspension” of this
CPS.

The Certification Authority will revoke a subscriber certificate based on “4.9.3 Procedure for
Revocation Request” of this CPS.

Business Continuity Capabilities after a Disaster

The Certification Authority shall separately set forth a business continuation plan regarding the
recovery measures for recovering from disasters, and business continuity. The business continuation
plan will define the operating procedures of recovery and resumption of all or a part (revocation
processing) of the operations of the Certification Authority by using data and the like archived in the
Facility.

With regard to the recovery time from disasters, the step-by-step recovery target is set forth in the
business continuation plan based on investigations of the disaster situation.

CA or RA Termination

When the Certification Authority is to terminate the operations of the Certification Authority, the
Certification Authority shall notify the subscribers in advance, as well as publish information to such
effect on Cybertrust's website.

The information of subscribers held by the Certification Authority shall be abolished or provided to the
transferee of business operations, and this shall be announced on Cybertrust's website after the
termination of operations.
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6.

6.1

6.1.1

6.1.2

6.1.3

6.1.4

Technical Security Controls

Key Pair Generation and Installation

Key Pair Generation

The key pairs used by the Certification Authority and the Root Certification Authority will be
respectively generated based on instructions of the Certification Authority Supervisor by multiple
Issuing Authority System Administrator under the control of the Issuing Authority Manager.

Upon generating the key pairs of the Certification Authority and the Root Certification Authority, a
private key cryptographic module (“HSM”) that satisfies the FIPS 140-2 Level 4 standard and other
methods of secret sharing shall be used.

The key pairs of the Certification Authority and the Root Certification Authority shall be generated in
the presence of the auditor set forth in “8.2 Auditor Requirements” and “8.3 Relation of Auditor and
Auditee” of this CPS or, when the auditor is not available, by presenting to the auditor the recording of
the generation procedures so as to ensure that the generation of the key pair of the Certification
Authority was performed according to predetermined procedures.

Private Key Delivery to Subscriber

The Certification Authority shall take measures for ensuring the confidentiality and integrity of the
subscriber's private key and deliver it by using the USB token of compliant with the standards of FIPS
140-2 Level 2 or above via non-transferrable registered mail when the private key is generated by the
Certification Authority. The Certification Authority does not keep the subscriber's private key
afterwards.

This Certification Authority is not involved with and does not deliver the subscriber's private key when
the private key is generated by a subscriber via HSM.

Public Key Delivery to Certificate Issuer

When a subscriber’s private key is to be generated on behalf of the subscriber, a subscriber's public key
will be generated by the Certification Authority.

Additionally, when the subscriber generates the private key themselves based on HSM, the subscriber,
after including the public key in the certificate issue request data, delivers it from the website providing
Cybertrust to the Certification Authority.

A Public Key Delivery to Relying Parties

The Certification Authority will not deliver the public key of the Certification Authority to relying
parties. The certificates of the Certification Authority including the public key of the Certification
Authority will be published on Cybertrust's website.
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6.1.5 Key Sizes

The key signature algorithm and key length of the certificates of the Root Certification Authority shall
be as follows.
Name of Certification Authority Signature Algorithm Key Length
Cybertrust iTrust Root Certification SHA?2 with RSA 3072 bit

Authority

The key signature algorithm and key length of the certificates of the Certification Authority shall be as

follows.

Name of Certification Authority

Signature Algorithm

Key Length

Cybertrust iTrust Signature
Certification Authority

SHA2 with RSA

2048 bit

The key signature algorithm and key length of the subscriber certificate shall be as follows.

Certificate

Signature Algorithm

Key Length

Subscriber Certificate

SHA2 with RSA

2048 bit

6.1.6 Public Key Parameters Generation and Quality Checking

Not applicable.

6.1.7 Key Usage Purposes (as per X.509 v3 key usage field)

The key usage of certificates of the Certification Authority shall be Certificate Signing and CRL
Signing. The key usage of a subscriber certificate shall be Digital Signature and Non-Repudiation.

6.2 Private Key Protection and Cryptographic Module Engineering

Controls

6.2.1 Cryptographic Module Standards and Controls

The cryptographic module for controlling the key pairs of the Certification Authority and the Root
Certification Authority shall be the HSM that satisfies the FIPS 140-2 Level 4 standard. The HSM will

be controlled by the Issuing Authority.

6.2.2 Private Key (n out of m) Multi-Person Control

The private key used by the Certification Authority and the Root Certification Authority shall at all
times be controlled by multiple Issuing Authority System Administrators.

6.2.3 Private Key Escrow

The Certification Authority and the Root Certification Authority will not deposit the private key used
by the Certification Authority and the Root Certification Authority or the private key of subscribers.

6.2.4 Private Key Backup

The Issuing Authority System Administrator shall back up the private key of the Certification Authority
and the Root Certification Authority. The private key backed up from the HSM shall be encrypted and
then divided into multiple pieces, and safely archived in a lockable safe.
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6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

6.3

6.3.1

6.3.2

Private Key Archival

The Certification Authority and the Root Certification Authority shall not archive the private key used
by the Certification Authority and the Root Certification Authority.

Private Key Transfer into or from a Cryptographic Module

The Certification Authority and the Root Certification Authority transfers a copy of the private key
used by the Certification Authority and Root Certification Authority, via a safe method, to the backup
site. In case recovery of the Certification Authority private key is required due to an HSM fault at the
Certification Authority, the system administrator of the issuing authority recovers this using the backup
stored at the main site or backup site.

Private Key Storage on Cryptographic Module

The private key of the Certification Authority and the Root Certification Authority is generated within
the HSM of the Certification Authority and is stored after being encrypted.

Method of Activating Private Key

The private key used by the Certification Authority and the Root Certification Authority shall be
activated by multiple Issuing Authority System Administrators based procedures to be separately
prescribed based on the approval of the Issuing Authority Manager. The activation operation shall be
recorded.

Method of Deactivating Private Key

The private key used by the Certification Authority and the Root Certification Authority shall be non-
activated by multiple Issuing Authority System Administrators based procedures to be separately
prescribed based on the approval of the Issuing Authority Manager. The non-activation operation shall
be recorded.

Method of Destroying Private Key

The private key used by the Certification Authority and the Root Certification Authority shall be
destroyed by multiple Issuing Authority System Administrators based procedures to be separately
prescribed based on the approval of the Issuing Authority Manager and according to instructions of the
Certification Authority Supervisor. Simultaneously, the private key that was backed up pursuant to
“6.2.4 Private Key Backup” of this CPS shall also be destroyed based on the same procedures. The
destruction operation shall be recorded.

Cryptographic Module Rating

The Certification Authority and the Root Certification Authority shall use the HSM that satisfies the
standards set forth in “6.2.1 Cryptographic Module Standards and Controls” of this CPS.

Other Aspects of Key Pair Management

Public Key Archival
Storage of the public key shall be carried out by storing the certificate containing that public key.

Certificate Operational Periods and Key Pair Usage Periods

The maximum valid terms of certificates of the Certification Authority shall be as per the following
table.

Type Private Key Certificate
Certificates of Root Certification Authority Not specified 300 months or less
Certificates of Certification Authority Not specified 120 months or less
Corporate Signature Certificate Not specified 39 months or less
Personal Signature Certificate Not specified 39 months or less
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6.4

6.4.1

6.4.2

6.5

6.5.1

6.5.2

6.6

6.6.1

6.6.2

Activation Data

Activation Data Generation and Installation

The activation data used by the Certification Authority and the Root Certification Authority shall be
generated and set upon giving consideration so that it cannot be easily speculated.

Activation Data Protection

The activation data used in the Certification Authority and the Root Certification Authority shall be
stored in a lockable safe in a room that is subject to entrance/exit control based on the provisions of
“5.1.2 Physical Access” of this CPS.

Computer Security Controls

Specific Computer Security Technical Requirements

The Certification Authority system shall perform the following as security measures:

authentication of authority of the operator;
identification and authentication of the operator;

acquisition of operation logs for important system operations;

vV V V V

setup of appropriate passwords and periodical modification thereof; and
»  backup and recovery.

The Root Certification Authority system shall perform the following as security measures:

authentication of authority of the operator;
identification and authentication of the operator;

acquisition of operation logs for important system operations; and

vV V V V

interruption of access from an external network (offline operation) and system halt other
when required

Computer Security Rating

The Certification Authority and the Root Certification Authority shall implement, in advance,
installation assessment of hardware and software to be installed by the Certification Authority. The
Certification Authority and the Root Certification Authority shall also continuously collect information,
perform evaluations regarding the security vulnerability in the system to be used, and take necessary
measures if a material vulnerability is discovered.

Life Cycle Technical Controls

System Development Controls

The construction and modification of the Certification Authority system and the Root Certification
Authority system shall be performed based on provisions to be separately set forth under the control of
the development supervisor appointed internally by Cybertrust. When the development supervisor
deems necessary, necessary and sufficient verification shall be carried out in a testing environment to
verify that there are no security-related problems.

Security Management Controls

The Certification Authority system and the Root Certification Authority system shall undergo necessary
settings in order to ensure sufficient security. In addition to implementing entrance/exit control and
access authorization control according to the security level and antivirus measures of said system, the
Certification Authority and the Root Certification Authority shall continuously collect information and
perform evaluations regarding the security vulnerability, and promptly take necessary measures if a
material vulnerability is discovered.

© 2018 Cybertrust Japan Co., Ltd.

31



CPS (Certification Practice Statement) Version 1.2.1

6.6.3 Life Cycle Security Controls

The Certification Authority and the Root Certification Authority shall appoint a supervisor in the
respective processes of development, operation, change, and disposal of the Certification Authority
system and the Root Certification Authority system, formulate and evaluate the work plan or procedures,
and conduct testing as needed. The respective operations shall be recorded.

6.7 Network Security Controls

The Certification Authority's system and external systems such as the internet shall be connected via a
firewall or the like and be monitored by an intrusion defense system.

The Root Certification Authority system shall not be connected to an external network and shall be
operated offline.

6.8 Time Stamping

The provisions of “5.5.5 Requirements for Time-stamping of Records” of this CPS shall apply
correspondingly.

trust
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7.

7.1

7.1.1

7.1.2

7.1.3

7.1.4

7.15

7.1.6

7.1.7

7.1.8

7.19

7.2

7.2.1

7.2.2

Certificate, CRL and OCSP Profiles

Certificate Profile

Version Number(s)

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

Certificate Extensions

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

Algorithm Object Identifiers

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

Name Forms

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

Name Constraints
Not applicable.

Certificate Policy Object Identifier
The certificate policy object identifier of a subscriber certificate shall be 1.2.392.200081.1.20.1.

Usage of Policy Constraint Extension
Not applicable.

Policy Qualifiers Syntax and Semantics

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

Processing Semantics for the Critical Certificate Policy Extension
Not applicable.

CRL Profile

Version Number(s)

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.

CRL and CRL Entry Extensions

Matters regarding the certificates of the Certification Authority and subscribers are set forth in
Appendix B.
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8.

8.1

8.2

8.3

8.4

8.5

8.6

Compliance Audit and Other Assessment

Frequency or Circumstances of Assessment

The Certification Authority will verify the Trust Service Principles and Criteria for Certification
Authorities and the Adobe Approved Trust List Technical Requirements once a year, and perform a
visiting audit at the timing deemed necessary by the auditor as set forth in “8.2 Identity/Qualifications
of Assessor” of this CPS.

Identity/Qualifications of Assessor

A qualified outside auditor shall verify the WebTrust for CA and the Adobe Approved Trust List
Technical Requirements.

Assessor’s Relationship to Assessed Entity

The auditor shall be a party that is independent from the operations of the Certification Authority and
capable of maintaining neutrality.

Topics Covered by Assessment

The scope of audit shall be the scope set forth in the programs of the WebTrust for CA and the Adobe
Approved Trust List Technical Requirements.

Actions Taken as a Result of Deficiency

Identified matters that are discovered in the verification will be reported to CTJ PA, the Certification
Authority Supervisor, the Issuing Authority Manager and the Registration Authority Manager. When
the auditor, CTJ PA, the Certification Authority Supervisor, the Issuing Authority Manager or the
Registration Authority Manager determines that corrective action is required, corrective action shall be
taken under the control of the Issuing Authority Manager or the Registration Authority Manager.

Communication of Results

Validation results of the WebTrust for CA and the Adobe Approved Trust List Technical Requirements
will be published according to the provisions of the respective rules.
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9.

9.1

9.2

9.3

9.3.1

9.3.2

Other Business and Legal Matters

Fees

The fees and payment method concerning the certificates issued by the Certification Authority will be
notified so that a subscriber can properly verify the same such as by posting on Cybertrust's website or
submitting a quote. If there is any discrepancy between the description on Cybertrust's website and the
description in the quote separately submitted by Cybertrust, the descriptions of the quote shall prevail.

Moreover, if the Certification Authority is requested by a subscriber to issue a new certificate based on
the following reasons within 30 days after the issuance of a certificate, the Certification Authority shall
revoke the original certificate and accept the request for issuing a new certificate free of charge:

»  the delivered item was defective, such as the sent USB token being damaged; or

»  the Certification Authority otherwise deems that there is due cause.

Financial Responsibility

Cybertrust shall maintain a sufficient financial foundation that is required for observing the subject
matter set forth in this CPS and operating the Certification Authority. Cybertrust shall also take out
appropriate insurance for covering its indemnity liability.

Confidentiality of Business Information

Scope of Confidential Information
The Certification Authority shall handle the following information as confidential information

(“Confidential Information”):
»  application information from a subscriber;
»  information set forth in “9.4.2 Information Treated as Private” of this CPS;

»  inquiry information received from a subscriber, a relying party, or other third parties;
and

»  information relating to the security of the Certification Authority.

Information Not within the Scope of Confidential Information
Of the information held by the Certification Authority, the following information shall be excluded
from the scope of Confidential Information:
»  information set forth in “2.2 Publication of Certification Information™ of this CPS as
information to be published;
»  subscriber certificate;

»  information which became public knowledge due to reasons other than the negligence
on the part of the Certification Authority;

»  information which became public knowledge without any restriction of confidentiality
from a party other than the Certification Authority; and

»  information for which a subscriber agreed in advance to the effect of being disclosed or
provided to a third party.
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9.3.3

9.4

94.1

9.4.2

9.4.3

9.44

9.45

9.4.6

Responsibility to Protect Confidential Information

The Certification Authority shall take measures for preventing the divulgence of the Confidential
Information. The Certification Authority shall not use the Confidential Information for any purpose
other than for performing its operations; provided, however, that, when disclosure of the Confidential
Information is demanded in the course of judicial, administrative or other legal proceedings; or when
the Confidential Information is to be disclosed to a party such as a financial advisor or a potential
acquirer/acquiree that executed a confidentiality agreement with Cybertrust in relation to an
acquisition/merger and/or a party such as an attorney, certified public accountant, tax attorney or the
like that legally bears the confidentiality obligation, or when Cybertrust obtains the prior approval of
the subscriber disclosing the Confidential Information, Cybertrust may disclose the Confidential
Information to the party requesting disclosure of such Confidential Information. In the foregoing case,
the party receiving the disclosure of the requested Confidential Information must not disclose or divulge
such information to any third party regardless of the method thereof.

The handling of protection of personal information shall be prescribed in “9.4 Protection of Personal
Information” of this CPS.

Privacy of Personal Information

Privacy Plan

Handling of personal information held by the Certification Authority shall be set forth in the Privacy
Policy that is published on Cybertrust' website (https://www.cybertrust.co.jp/corporate/privacy-
policy.html).

Information Treated as Private

The Certification Authority shall handle, as personal information, any information that is included in
the issuance of certificates and revocation requests, inquiries or the like capable of identifying a specific
individual.

Information Not Deemed Private

The Certification Authority shall not deem, as personal information, any information other than the
information set forth in ““9.4.2 Information Treated as Private” of this CPS.

Responsibility to Protect Private Information

The responsibility of protecting the personal information held by the Certification Authority shall be as
set forth in “9.4.1 Privacy Plan” of this CPS.

Notice and Consent to Use Private Information

Based on a subscriber's issuance application or revocation request, it shall be deemed that the
Certification Authority has obtained the consent of the subscriber with regard to the Certification
Authority using the personal information of that subscriber for performing its certificate
issuance/revocation operations that are scheduled in this CPS and the Certification Authority
conducting an audit.

Moreover, the Certification Authority shall not use the personal information acquired from a subscriber
for any purpose other than for performing the certification operations; save for the cases set forth in
“9.4.6 Disclosure Pursuant to Judicial or Administrative Process” of this CPS.

Disclosure Pursuant to Judicial or Administrative Process

When disclosure of personal information handled by the Certification Authority is demanded in the
course of judicial, administrative or other legal proceedings, Cybertrust may disclose such personal
information.
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9.4.7

9.5

9.6

9.6.1

9.6.2

9.6.3

Other Information Disclosure Circumstances

When the Certification Authority is to outsource a part of its operations, there may be cases where the
Certification Authority needs to disclose the Confidential Information to the outsourcee. In the
foregoing case, the Certification Authority shall include a provision in the service contract which
imposes a confidentiality obligation on the outsourcee for maintaining the confidentiality of the
Confidential Information.

Intellectual Property Rights

Unless separately agreed herein, all Intellectual Property Rights pertaining to the following information
shall belong to Cybertrust or Cybertrust's supplier or licensor related to the Certification Authority

service:

YV V V V

certificates issued by the Certification Authority and certificate revocation information;
this CPS and related documents;
public key and private key of the Certification Authority; and

hardware and software leased by the Certification Authority.

Representations and Warranties

The representations and warranties of the Issuing Authority, the Registration Authority, subscribers and
relying parties are prescribed below. Excluding the representations and warranties of the Issuing
Authority, the Registration Authority, subscribers and relying parties that are expressly prescribed in
“9.6 Representations and Warranties” of this CPS, the respective parties mutually verify that they will
not make any express or implied representation or warranty.

CA Representations and Warranties

Cybertrust represents and warrants that it bears the following obligations upon performing operations
as the Issuing Authority:

>
>

>
>
>

safely control the Certification Authority private key;

perform accurate certificate issuance and revocation based on the application from the
Registration Authority;

provide revocation information by issuing and publishing CRL;
monitor and operate the system; and

maintain and control the repositories.

RA Representations and Warranties

Cybertrust represents and warrants that it bears the following obligations upon performing operations
as the Registration Authority:

>
>

>

perform validation of subscribers based on this CPS;

properly handle certificate issuance applications and revocation requests to the Issuing
Authority; and

accept inquiries (“1.5.2 Contact Person”) of this CPS.

Subscriber Representations and Warranties

A subscriber represents and warrants that it bears the following obligations:

>
>

provide true and accurate information upon applying for the issuance of a certificate;

comply with the usage of the certificate (“1.4.1 Appropriate Certificate Uses” of this
CPS);

refrain from using the certificate in electronic documents that are contrary to public
order and morals;
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9.6.4

9.6.5

9.7

9.8

»  if any doubts arise in the accuracy of the information included in the certificate, refrain
from using the certificate until such doubts are resolved;

»  strictly manage the private key and password to ensure the confidentiality and safety
thereof;

» in the case a subscriber generates the private key, the private key is managed within
HSM which satisfies the standard of FIPS 140-2 level 2 or above;

»  with regard to a Corporate Signature Certificate, use the certificate only for signing an
electronic document created by the organization included in the Corporate Signature
Certificate, and use the certificate only for the business approved by the subscriber
according to the subscriber agreement;

»  with regard to a Personal Signature Certificate, use the certificate only for signing an
electronic document created by the individual included in the Personal Signature
Certificate, and use the certificate only for the usage of the individual subscriber
according to the subscriber agreement;

»  inthe occurrence of an event set forth in “4.9.1.1 Reason of Revocation by Subscriber”
of this CPS, promptly submit an application for the revocation of the certificate;

»  upon determining that the private key has been compromised or there is a possibility
thereof, promptly submit an application for the revocation of the certificate (“4.9.12
Special Requirements Related to Key Compromise” of this CPS);

»  refrain from using an expired certificate or a revoked certificate; and

»  observe applicable laws and regulations.

Relying Party Representations and Warranties

A relying party represents and warrants that it bears the following obligations:

»  confirm that the certificates are being used for the usage set forth in “1.4.1 Appropriate
Certificate Uses” of this CPS;
confirm the valid term and entries of certificates issued by the Certification Authority;
verify the digital signature and verify the issuer of the certificate;

confirm whether the certificate has been revoked based on CRL; and

YV V V V

bear legal liability for situations arising from the default of obligations prescribed in
this paragraph.

Representations and Warranties of Other Participants

Not applicable.

Disclaimers of Warranties

The Certification Authority shall not be liable for any default based on this CPS regarding damages
excluding direct damages arising in relation to the warranties set forth in “= 7 —! ZRITR R2H
D £H A, CA Representations and Warranties” and “=. 7 —! SRR EO1" Y ¥ A, RA
Representations and Warranties” of this CPS.

The Certification Authority shall not be liable in any way for the consequences resulting from a relying
party trusting the certificates of the Certification Authority and subscribers based on one's own
judgment.

Limitations of Liability

Cybertrust shall not be liable in any way in the following cases in relation to the subject matter of “x—
T —1 ZRBITH RO Y ¥ A, CA Representations and Warranties” and “= 7 —! 208 A
DY £ A, RA Representations and Warranties” of this CPS:

»  any damage that arises regardless of the Certification Authority of Cybertrust observing
this CPS and legal regulations;
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9.9

9.10

9.10.1

9.10.2

9.10.3

» any damage that arises due to fraud, unauthorized use or negligence that is not
attributable to Cybertrust;

»  damage that arises as a result of subscribers or relying parties neglecting to perform
their respective obligations prescribed in 9.6 Representations and Warranties” of this
CPS;

»  damage that arises as a result of the key pair of the certificate issued by the Certification
Authority being divulged due to acts of a third party other than Cybertrust;

»  damage that arises as a result of the certificate infringing upon the copyright, trade
secret or any other intellectual property right of a subscriber, a relying party or a third
party; or

» damage caused by the weakening of the cryptographic strength resulting from
technological advances such as improvement in the cryptographic algorithm decoding
technology, or by any other vulnerability of the cryptographic algorithm.

The total amount of damages to be borne by Cybertrust against subscribers and relying parties or other
third parties with regard to any and all damages arising in relation to the application, approval, trust or
any other use of the certificates of the Certification Authority shall be the amount that the subscriber
has paid to Cybertrust, or an amount which does not exceed 10,000,000 yen, whichever is lower.

This upper cap shall be applied to each certificate regardless of the number of digital signatures, number
of transactions, or number of damages pertaining to the respective certificates, and shall be allocated in
order from the claim that is made first.

Among the damages arising from any default or breach of this CPS, the subscriber agreement or the
Related Rules, the Certification Authority shall not be liable for any data loss, indirect damages
including lost profits, consequential damages and punitive damages to the extent permitted under the
governing law set forth in ““9.14 Governing Law” of this CPS.

Indemnities

At the time that a subscriber or a relying party receives or uses a certificate issued by the Certification
Authority, that subscriber or relying party shall become liable for compensating any damage suffered
by Cybertrust due to claims made by a third party against Cybertrust or lawsuits or other legal measures
initiated or taken by a third party against Cybertrust resulting from any of the following acts conducted
by the relying party, as well as become responsible for taking measures so that Cybertrust will not
suffer any more damage:

»  unauthorized use, falsification, or misrepresentation during the use of a certificate;
»  breach of this CPS or the subscriber agreement; or
»  neglect by a subscriber to preserve the private key.

The Certification Authority is not the subscriber's or relying party's agent, trustee or any other
representative.

Term and Termination

Term

This CPS shall come into effect when approved by CTJ PA. This CPS will not be invalidated before
the time set forth in “9.10.2 Termination” of this CPS.

Termination

This CPS shall become invalid at the time that the Certification Authority terminates its operations,
excluding the cases prescribed in <“9.10.3 Effect of Termination and Survival” of this CPS.

Effect of Termination and Survival

The provisions of 9.3,9.4,9.5,9.6,9.7,9.8,9.9,9.10.2,9.10.3,9.13,9.14,9.15, and 9.16 of this CPS shall
continue to remain in force even after the termination of this CPS.
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9.11

9.12

9.12.1

9.12.2

9.12.3

9.13

9.14

9.15

9.16

9.16.1

9.16.2

9.16.3

Individual Notifies and Communications with Participants

When Cybertrust is to notify subscribers individually, such notice shall be deemed to have been made
when a written notice is hand-delivered, delivered via registered mail with verification of receipt, or
sent via email. Moreover, notices from subscribers to Cybertrust shall all be made according to
Cybertrust’s prescribed method. When the notices are made in writing, and such notices shall be
deemed to have arrived when such notices are sent and received by Cybertrust.

Amendments

Procedures for Amendment

The Certification Authority may amend this CPS as needed based on instructions from CTJ PA. CTJ
PA shall approve the amendment after obtaining the evaluation of the Certification Authority Staff or
the evaluation of outside professionals such as attorneys or other experts.

Notification Mechanism and Period

After CTJ PA approves the amendment of this CPS, the Certification Authority shall take measures to
post the CPS before amendment and the CPS after amendment for a given period on the website so that
the subscribers and relying parties can verify the amended contents. The amended CPS shall come into
force at the time that is separately set forth by CTJ PA unless the withdrawal of the amended CPS is
publicly announced by Cybertrust. If a subscriber does not request the revocation of its digital certificate
within fifteen (15) days after the effectuation thereof, it shall be deemed that the subscriber has accepted
the amended CPS.

Circumstances under Which OID Must Be Changed
Not applicable.

Dispute Resolution Provisions

Any and all disputes arising in relation to this CPS or the certificates issued by the Certification
Authorities shall be submitted to the Tokyo District Court as the competent court of agreed jurisdiction
for the first instance. With regard to matters that are not set forth in this CPS or when doubts arise with
regard to this CPS, the parties shall consult in good faith to resolve such matters.

Governing Law

This CPS is construed in accordance with the laws of Japan, and the laws of Japan shall apply any
dispute pertaining to the certification operations based on this CPS.

Compliance with Applicable Law
Not applicable.

Miscellaneous Provisions

Entire Agreement

Unless separately specified herein, the matters agreed in this CPS supersede all other agreements unless
this CPS is amended or terminated.

Assignment

When Cybertrust is to assign this service to a third party, this CPS and the liabilities and other
obligations set forth in this CPS may also be assigned to such third party.

Severability

Even if any provision of this CPS is found to be invalid for one reason or another, the remaining
provisions shall continue to remain in force.
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9.16.4 Enforcement (attorneys’ fees and waiver of rights)
Not applicable.

9.16.5 Force Majeure
In the event the performance of a part or all of the obligations under this CPS is delayed due to
calamities, court orders, labor disputes, or other reasons that are not attributable to the Certification
Authorities, Cybertrust shall be exempted from the performance of its obligations under this CPS during
the delay period, and shall not be liable in any way against a subscriber or a third party that trusted or

used a certificate.

trust
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Appendix A: List of Definitions

Term

Definition

Archive

As used herein, the term “archive” refers to the process of storing expired
certificates for a predetermined period.

Cryptographic Module

Software, hardware, or a device configured from the combination of such
software and hardware that is used for ensuring security in the generation,
storage and use of private keys.

Suspension Measure for temporarily invalidating a certificate during the valid term of
that certificate.

Key Pair A public key and a private key in public key cryptography. The two keys
are unique in that one key cannot be derived from another key.

Key Length A bit number that represents the key length which is also a factor in
deciding the cryptographic strength.

Activation To cause a system or device to be a usable state. Activation requires

activation data, and specifically includes a PIN and pass phrase.

Subscriber Agreement

An agreement to be accepted by a subscriber to apply for and use a
certificate. This CPS constitutes a part of the subscriber agreement.

Compromise A state where the confidentiality or completeness of information that is
incidental to the private key and the private key is lost.

Public Key One key of the key pair in public key cryptography that is notified to and
used by the other party (communication partner, etc.).

Revocation Measure for invalidating a certificate even during the valid term of that

certificate.

Certificate Revocation List

Abbreviated as “CRL” in this CPS. CRL is a list of revoked certificates.
The Certification Authority publishes CRL so that the subscribers and
relying parties can verify the validity of certificates.

Certification Operations

Series of operations that are performed during the life cycle controls of
certificates. Including, but not limited to, operations of accepting
issuance/revocation requests, validation operations,
issuance/revocation/discarding operations, operations of responding to
inquiries, billing operations, and system maintenance and management
operations of Certification Authorities.

Backup Site A facility that is separate from the main site for storing important assets
of the Certification Authorities required for certificate issuance and
revocation to ensure business continuity during disasters, etc.

Private Key One key of the key pair in public key cryptography that is kept private
from others.

Main Site A facility equipped with assets of the Certification Authorities required
for certificate issuance and revocation.

Deposit As used herein, the term “deposit” refers to the processing of registering
and storing a private key or a public key with a third party.

Repository A website or system for posting public information such as this CPS and

CRL.
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Root CA A superior certification authority of the Certification Authority that issues
certificates of the Certification Authority.
DBA/Tradename Doing Business As

Distinguished Name

An identifier set forth in the X.500 recommendation formulated by ITU-
T. Configured from attribute information such as a common name,
organization name, organizational unit name, and country name.

FIPS 140-2 Level 4

FIPS (Federal Information Processing Standards Publication 140) is a
U.S. federal standard that prescribes the specifications of security
requirements in a cryptographic module, and the latest version of this
standard is 2. With this standard, the security requirements are classified
as the levels of 1 (lowest) to 4 (highest).

IETF PKIX Working Group

Internet Engineering Task Force (IETF) is an organization that
standardizes technologies used for the internet, and the PKIX Working
Group of IETF set forth RFC3647.

ITU-T Telecommunications Standardization Sector of the International
Telecommunication Union.

RSA Public key cryptography developed by Rivest, Shamir, and Adelman.

SHA1/SHA2 A hash function used in digital signatures, etc. A hash function is used for

reducing data into a given length based on mathematical operations, and
makes it infeasible to calculate the same output value from two different
input values. It is also infeasible to inverse the input value from the output
value.

Trust Service Principles and Criteria
for Certification Authorities

Principles related to the operation of Certification Authorities that were
formulated by the American Institute of Certified Public Accountants and
the Canadian Institute of Chartered Accountants. Formerly called
WebTrust Program for Certification Authorities.

X.500

International standard of distribution directory services to be provided on
a network standardized by ITU-T.

X.509

International standard of digital certificates standardized by ITU-T.

PDF

An electronic document used for electronically distributing, exchanging
and accumulating information. PDF is an acronym of Portable Document
Format. Documents created using document creation software are
converted into PDF format and used. A PDF reader is used to read PDF
documents.

Adobe  Approved  Trust  List
Technical Requirements

Technical requirements that need to be satisfied for registration in the
Adobe Approved Trust List (AATL).

iTrust Remote Signing Service

A cloud service provided by Cybertrust which supports a long-term
signing and ensures the authenticity of the electronized paper documents
and/or the electronic documents required for the electronic contract.
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Appendix B: Profile of Certificate

B Cybertrust iTrust Root Certification Authority (Signature Algorithm: SHA-2)

Certification Authority Certificate (Valid Term: February 19, 2018 to February 19, 2043)

Value: Unique integer

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 2 2 (Ver.3)
Serialnumber Value
CertificateSerialNumber Serial number of certificate
Type: INTEGER *Serial number (HEX)

09 8¢ a5 03 20 ee 95 3b b7 bl a4 88 4d 8c 6f
dl 63 1f8fc2

Signature Value
AlgorithmlIdentifier Identifier of cryptographic algorithm used for
signing certificate
(public key cryptography and hash function)
Algorithm Object ID of cryptographic algorithm (SHA-
256)
Type: OID
Value: 12840 11354911 11 1.2.840.113549.1.1.11
parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of certificate issuer
type Object ID of country name
Type: OID
Value: 2546 2.5.4.6
value Value of country name
Type: PrintableString
Value: JP JP
Organizationldentifer Organization identifier of certificate issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.5.4.97
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of certificate issuer
Type Object ID of organization name
Type: OID
Value: 2.5.4.10 2.54.10
value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of certificate issuer
Type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
Type: PrintableString
Value: Cybertrust iTrust Root Certification | Cybertrust iTrust Root  Certification
Authority Authority
Validity Value
Validity Validity period of certificate
notBefore Commencement date
Type: UTCTime *Commencement date of valid term
Value: yymmddhhmmssZ 1802190608427
(February 19,2018 15: 08: 42 JST)
notAfter Termination date
Type: UTCTime *Termination date of valid term
Value: yymmddhhmmssZ 4302190608427
(February 19, 2043 15:08:42 JST)
Subject Value
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CountryName
type

value

Organizationldentifer
type

value

OrganizationName
type

value

CommonName
type

value

Country name of certificate subject
Object ID of country name

Type: OID

Value: 2546
Value of country name

Type: PrintableString

Value: JP
Organization identifier of certificate subject
Object ID of organization identifier

Type: OID

Value: 2.5.4.97
Value of organization identifier

Type: PrintableString

Value: JCN3010401064771
Organization name of certificate subject
Object ID of organization name

Type: OID

Value: 254 10
Value of organization name

Type: PrintableString

Value: Cybertrust Japan Co., Ltd.
Common name of certificate subject
Object ID of common name

Type: OID

Value: 2543
Value of common name

Type: PrintableString

Value: Cybertrust iTrust Root Certification

Authority

2.5.4.6

JP

25497

JCN3010401064771

2.5.4.10

Cybertrust Japan Co., Ltd.

2543

Cybertrust  iTrust  Root
Authority

Certification

subjectPublicKeyInfo

Value

SubjectPublicKeyInfo
AlgorithmIdentifier

algorithm

parameters

subjectPublicKey

Public key information of certificate subject
Identifier of cryptographic algorithm
(public key cryptography and hash function)
Object ID of cryptographic algorithm
(RSA PUBLIC Key)
Type: OID
Value: 12840 113549111
Parameters of cryptographic algorithm
Type: NULL
Value:
Public key value
Type: BIT STRING
Value: Public key value

1.2.840.113549.1.1.1

NULL

Public key of 3072 bit length

(Expansion Area)

subjectKeyldentifier (extnld: == 2 5 29 14, critical: == FALSE)

Value

SubjectKeyldentifier

keyldentifier

Information related to public key of certificate
subject
Identifier of public key
Type: OctetString
Value: Hash value of subjectPublicKey of
subject

f1 6a 5a 3b 9b 60 80 69 8f 1a d6 1d 9b 50 36

63 fa f0 45 06

certificatePolicies (extnld: ==2 5

29 32, critical: — FALSE)

Value

PolicyInformation
policyldentifier

policyQualifiers
policyQualifierID

Qualifier

Policy-related information
Type: OID
Value: 1.2.392.200081.1.20.1
Policy-related information
Type of policyQualifiers
Type: OID
Value: Object ID of CPSuri
(id-qt-cps)
URI where CPS is published
Type: OctetString
Value:

1.2.392.200081.1.20.1

1.3.6.1.5.5.7.2.1

https://www.cybertrust.ne.jp/itrust/repositor

https://www.cybertrust.ne.jp/itrust/repo | y/index.html
sitory/index.html
authorityKeyldentifier (extnld: == 2 5 29 35, critical: == FALSE) Value

AuthorityKeyldentifier

keyldentifier

Information related to public key of certificate
issuer
Identifier of public key

Type: OctetString
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Value: Hash value of subjectPublicKey of

issuer

f1 6a 5a 3b 9b 60 80 69 8f 1a d6 1d 9b 50 36
63 fa 10 45 06

keyUsage (extnld: ==252915, ¢

ritical: == TRUE)

Value

KeyUsage

Key usage
Type: BitString
Value: 00000110
(keyCertSign, cRLSign)

00000110 (0x0006)

basicConstraints (extnld: ==2 5 29 19, critical: == TRUE) Value
BasicConstraints Basic constraints
cA Flag showing whether certificate is a CA
Type: Boolean
Value: True (certificate is a CA) TRUE
PathLenConstraint Path length constraints
Type: INTEGER
Value: 2 2
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Type: UTCTime
Value: yymmddhhmmssZ

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 1 1 (Ver.2)
Signature Value
AlgorithmlIdentifier Identifier of cryptographic algorithm used for
signing CRL
(public key cryptography and hash function)
algorithm Object ID of cryptographic algorithm
(SHA-256)
Type: OID
Value: 1.2.840.113549.1.1.11 1.2.840.113549.1.1.11
parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of CRL issuer
type Object ID of country name
Type: OID
Value: 2546 254.6
value Value of country name
Type: PrintableString
Value: JP JP
Organizationldentifer Organization identifier of CRL issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.54.97
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
Organizationldentifer Organization identifier of CRL issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.5497
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of CRL issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.5.4.10
Value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of CRL issuer
type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
Type: PrintableString
Cybertrust iTrust Root Certification Authority | Cybertrust iTrust Root  Certification
Authority
ThisUpdate Value
ThisUpdate Issue date of CRL
Type: UTCTime
Value: yymmddhhmmssZ 1802190629567
NextUpdate Value
NextUpdate Next scheduled update of CRL

(ThisUpdate + 9131 days later)
4302190629567

(Expansion Area)

authorityKeyldentifier (extnld: == 2 5 29 35, critical: == FALSE)

Value

AuthorityKeyldentifier

| Information related to public key of CRL issuer
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keyldentifier

Identifier of public key
Type: OctetString

Value: Hash value of subjectPublicKey of

issuer

f1 6a 5a 3b 9b 60 80 69 8f 1a d6 1d 9b 50 36
63 fa 0 45 06

cRLNumber (extnld: == 25 29 20, critical: == FALSE) Value
cRLNumber Sequence number of revocation list
Type: INTEGER
Value: Unique integer *CRL number
(Entry Area)
RevokedCertificates Value

CertificateSerialNumber

Certificate serial number
Type: INTEGER
Value: Unique integer

*Serial number of revoked certificate

revocationDate

Revocation processing date
Type: UTCTime
Value: yymmddhhmmssZ

*Revocation processing date

(Entry Expansion Area)

invalidityDate (extnld: == 2 5 29 24, critical: == FALSE)

Value

invalidityDate

Invalidity date
Type: GeneralizedTime
Value: yyyymmddhhmmssZ

*Revocation processing date of certificate

cRLReason (extnld: ==2 529 21, critical: == FALSE)

Value

cRLReason

Revocation reason code
Type: Enumerated
Value: Revocation reason code

*Value of revocation reason code

© 2018 Cybertrust Japan Co., Ltd.

48




trust

CPS (Certification Practice Statement) Version 1.2.1

B Cybertrust iTrust Signature Certification Authority (Signature Algorithm: SHA-2)

Certification Authority Certificate (Valid Term: February 20, 2018 to February 20, 2028)

Value: Unique integer

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 2 2 (Ver.3)
Serialnumber Value
CertificateSerialNumber Serial number of certificate
Type: INTEGER *Serial number (HEX)

72 4abfc5ea7l laSb 7a64 522634 3bfd

ab3ad9 07 7f

Signature Value
AlgorithmIdentifier Identifier of cryptographic algorithm used for
signing certificate
(public key cryptography and hash function)
Algorithm Object ID of cryptographic algorithm (SHA-
256)
Type: OID
Value: 12840 11354911 11 1.2.840.113549.1.1.11
parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of certificate issuer
type Object ID of country name
Type: OID
Value: 2546 2.54.6
value Value of country name
Type: PrintableString
Value: JP Jp
Organizationldentifer Organization identifier of certificate issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.54.97

value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of certificate issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.54.10
value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of certificate issuer
Type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
Type: PrintableString
Value: Cybertrust iTrust Root Certification | Cybertrust iTrust Root  Certification
Authority Authority
Validity Value
Validity Validity period of certificate
notBefore Commencement date
Type: UTCTime *Commencement date of valid term
Value: yymmddhhmmssZ 1802200612157
(February 20, 2018 15: 12: 15 JST)
notAfter Termination date
Type: UTCTime *Termination date of valid term
Value: yymmddhhmmssZ 280220061215Z
(February 20, 2028 15: 12: 15 JST)
Subject Value
CountryName Country name of certificate subject
type Object ID of country name
Type: OID
Value: 2546 2.54.6
value Value of country name

Type: PrintableString
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Organizationldentifer
type

value

OrganizationName
type

value

CommonName
type

value

Value: JP
Organization identifier of certificate subject
Object ID of organization identifier

Type: OID

Value: 2.5.4.97
Value of organization identifier

Type: PrintableString

Value: JCN3010401064771
Organization name of certificate subject
Object ID of organization name

Type: OID

Value: 254 10
Value of organization name

Type: PrintableString

Value: Cybertrust Japan Co., Ltd.
Common name of certificate subject
Object ID of common name

Type: OID

Value: 2543
Value of common name

Type: PrintableString

Value:  Cybertrust

Certification Authority

iTrust  Signature

JP

25497

JCN3010401064771

2.5.4.10

Cybertrust Japan Co., Ltd.

2543

Cybertrust iTrust Signature Certification
Authority

subjectPublicKeyInfo

Value

SubjectPublicKeyInfo
AlgorithmIdentifier

algorithm

parameters

subjectPublicKey

Public key information of certificate subject
Identifier of cryptographic algorithm (public
key cryptography and hash function)
Object ID of cryptographic algorithm (RSA
PUBLIC Key)

Type: OID

Value: 12840 113549111
Parameters of cryptographic algorithm

Type: NULL

Value:
Public key value

Type: BIT STRING

Value: Public key value

1.2.840.113549.1.1.1

NULL

Public key of 2048 bit length

(Expansion Area)

cRLDistributionPoints (extnld: == 2 5 29 31, critical: == FALSE)

Value

cRLDistributionPoints
DistributionPoint

CRL distribution points
CRL distribution points

uniformResourceldentifier URI
Type: OctetString
Value: http://crl.itrust.ne.jp/CybertrustiTrustRootC
http://crl.itrust.ne.jp/CybertrustiTrustR | A/cdp.crl
0otCA/cdp.crl

subjectKeyldentifier (extnld: ==

2 529 14, critical: == FALSE)

Value

SubjectKeyldentifier

keyldentifier

Information related to public key of certificate
subject
Identifier of public key
Type: OctetString
Value: Hash value of subjectPublicKey of
subject

€9 53 9f51 b0 le 13 38 ac 7b 6¢ 28 05 €0 47
52 49 efba ce

certificatePolicies (extnld: ==2 5

29 32, critical: — FALSE)

Value

PolicyInformation
policyldentifier

policyQualifiers
policyQualifierID

Qualifier

Policy-related information
Type: OID
Value: 1.2.392.200081.1.20.1
Policy-related information
Type of policyQualifiers
Type: OID
Value: Object ID of CPSuri
(id-qt-cps)
URI where CPS is published
Type: OctetString

1.2.392.200081.1.20.1

1.3.6.1.5.5.7.2.1

Value: https://www.cybertrust.ne.jp/itrust/repositor
https://www.cybertrust.ne.jp/itrust/repo | y/index.html
sitory/index.html

authorityKeyldentifier (extnld: == 2 § 29 35, critical: == FALSE)

Value

AuthorityKeyldentifier

Information related to public key of certificate
issuer

keyldentifier

Identifier of public key
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Type: OctetString
Value: Hash value of subjectPublicKey of
issuer

f1 6a 5a 3b 9b 60 80 69 8f 1a d6 1d 9b 50 36
63 fa 0 45 06

keyUsage (extnld: ==2 529 15, ¢

ritical: == TRUE)

Value

KeyUsage

Key usage
Type: BitString
Value: 00000110

00000110 (0x0006)

Type: INTEGER

Value: 1

(keyCertSign,cRLSign)
basicConstraints (extnld: ==2 5 29 19, critical: == TRUE) Value
BasicConstraints Basic constraints
cA Flag showing whether certificate is a CA
Type: Boolean
Value: True (certificate is a CA) TRUE
PathLenConstraint Path length constraints
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(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 2 2 (Ver.3)
Serialnumber Value

CertificateSerialNumber

Serial number of certificate
Type: INTEGER
Value: Unique integer

*Serial number (Unique integer)

Signature Value
AlgorithmlIdentifier Identifier of cryptographic algorithm used for
signing certificate
(public key cryptography and hash function)
algorithm Object ID of cryptographic algorithm (SHA-
256)
Type: OID
Value: 12840 11354911 11 1.2.840.113549.1.1.11
Parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of certificate issuer
type Object ID of country name
Type: OID
Value: 2546 2.5.4.6
value Value of country name
Type: PrintableString
Value: JP JP
Organizationldentifer Organization identifier of certificate issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.54.97
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of certificate issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.54.10
value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of certificate issuer
Type Object ID of common name
Type: OID
Value: 2.5.4.3 2543
Value Value of common name
Type: PrintableString
Value:  Cybertrust  iTrust  Signature | Cybertrust iTrust Signature Certification
Certification Authority Authority
Validity Value
Validity Validity period of certificate
notBefore Commencement date
Type: UTCTime
Value: yymmddhhmmssZ *Commencement date of valid term
notAfter Termination date
Type: UTCTime
Value: yymmddhhmmssZ *Termination date of valid term
Subject Value
CountryName Country name of certificate subject
Type Object ID of country name
Type: OID
Value: 2.5.4.6 2.54.6
value Value of country name

Organizationldentifer
type

value

Type: PrintableString

Value: <<Country name of subject>>
Organization identifier of certificate subject
Object ID of organization identifier

Type: OID

Value: 2.5.4.97
Value of organization identifier
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OrganizationName
type

value

OrganizationUnitName
type

value

CommonName

type

value

Type: PrintableString
Value:
Organization name of certificate subject
Object ID of organization name
Type: OID
Value: 2.5.4.10
Value of organization name
Type: PrintableString / UTF8String
Value: <<Company name of subject>>
Organization Unit name of certificate subject
Object ID of Organization Unit
Type: OID
Value: 2.5.4.11
Value of Organization Unit
Type: PrintableString / UTF8String
Value: <<Registered trademark, business
division, service name, etc. of subscriber’s
organization>>
Common name of certificate subject
Object ID of common name
Type: OID
Value: 2.5.4.3
Value of common name
Type: PrintableString / UTF8String
Value: <<In addition to common name of
subject, registered trademark, business
division, service name, etc. of subscriber’s
organization may be included.>>

*Organization identifier of subject

2.5.4.10

*Company name of subject
*Only when required

2.5.4.11

*Registered trademark, business division,
service name, etc. of subscriber’s
organization

2543

*In addition to common name of subject,
registered trademark, business division,
service name, etc. of subscriber’s
organization may be included.

subjectPublicKeyInfo

Value

SubjectPublicKeylnfo
AlgorithmlIdentifier

algorithm

parameters

subjectPublicKey

Public key information of certificate subject
Identifier of cryptographic algorithm (public
key cryptography and hash function)
Object ID of cryptographic algorithm (RSA
PUBLIC Key)

Type: OID

Value: 12840 113549111
Parameters of cryptographic algorithm

Type: NULL

Value:
Public key value

Type: BIT STRING

Value: Public key value

1.2.840.113549.1.1.1

NULL

*2048bit

(Expansion Area)

basicConstraints (extnld: ==2 5 29 19, critical: == TRUE)

Value

BasicConstraints
cA

Basic constraints

Flag showing whether certificate is a CA
Type: Boolean
Value: FALSE (certificate is not a CA)

FALSE

certificatePolicies (extnld: ==2 5

29 32, critical: — FALSE)

Value

PolicyInformation
policyldentifier

policyQualifiers
policyQualifierID

Qualifier

Policy-related information
Type: OID
Value: 1.2.392.200081.1.20.1
Policy-related information
Type of policyQualifiers
Type: OID
Value: Object ID of userNotice
(id-qt-unotice)
Text-based statement
Type: OctetString
Value:
https://www.cybertrust.ne.jp/itrust/repo
sitory/index.html

1.2.392.200081.1.20.1

1.3.6.1.5.5.7.2.2

https://www.cybertrust.ne.jp/itrust/repositor
y/index.html

authorityInfoAccess (extnld: ==13 6155 71 1, critical: == FALSE)

Value

Authority Information Access
Caissuers

Certification Authority information access
Certification Authority access method
Type: OID
Value: 1.3.6.1.5.5.7.48.2
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cisca.crt

1.3.6.1.5.5.7.48.2
http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cisca.crt
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keyUsage (extnld: ==2 529 15,

critical: == TRUE)

Value

KeyUsage

Key usage
Type: BitString
Value: 11000000
(digitalSignature, nonRepudiation)

11000000 (0x00C0)

extendedKeyUsage (extnld: == 2.5.29.37, critical: == FALSE) Value
extendedKeyUsage Extended key usage
Type: OID
Value: 1.3.6.1.5.5.7.3.4 1.3.6.1.5.5.7.3.4 (emailProtection)
Type: OID
Value: 1.3.6.1.5.5.7.3.3 1.3.6.1.5.5.7.3.3 (codeSigning)
authorityKeyldentifier (extnld: ==2 5 29 35, critical: == FALSE) Value
AuthorityKeyldentifier Information related to public key of certificate
issuer
keyldentifier Identifier of public key
Type: OctetString
Value: Hash value of subjectPublicKey of
issuer
cRLDistributionPoints (extnld: == 2 5 29 31, critical: == FALSE) Value

cRLDistributionPoints
DistributionPoint
uniformResourceldentifie

CRL distribution points
CRL distribution points
URI
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cdp.crl

http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cdp.crl

subjectKeyldentifier (extnld: == 2 5 29 14, critical: == FALSE)

Value

SubjectKeyldentifier

keyldentifier

Information related to public key of certificate
subject
Identifier of public key
Type: OctetString
Value: Hash value of subjectPublicKey of
subject

*Hash value of subjectPublicKey of subject
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B Personal Signature Certificate (no organizational attributes)

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 2 2 (Ver.3)
Serialnumber Value

CertificateSerialNumber

Serial number of certificate
Type: INTEGER
Value: Unique integer

*Serial number (Unique integer)

© 2018 Cybertrust Japan Co., Ltd.
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Signature Value
AlgorithmlIdentifier Identifier of cryptographic algorithm used for
signing certificate
(public key cryptography and hash function)
algorithm Object ID of cryptographic algorithm (SHA-
256)
Type: OID
Value: 12840 11354911 11 1.2.840.113549.1.1.11
Parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of certificate issuer
type Object ID of country name
Type: OID
Value: 2546 2.5.4.6
value Value of country name
Type: PrintableString
Value: JP JP
Organizationldentifer Organization identifier of certificate issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.54.97
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of certificate issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.5.4.10
value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of certificate issuer
Type Object ID of common name
Type: OID
Value: 2.5.4.3 2543
Value Value of common name
Type: PrintableString
Value:  Cybertrust  iTrust  Signature | Cybertrust iTrust Signature Certification
Certification Authority Authority
Validity Value
Validity Validity period of certificate
notBefore Commencement date
Type: UTCTime
Value: yymmddhhmmssZ *Commencement date of valid term
notAfter Termination date
Type: UTCTime
Value: yymmddhhmmssZ *Termination date of valid term
Subject Value
CountryName Country name of certificate subject
Type Object ID of country name
Type: OID
Value: 2.5.4.6 2.54.6
value Value of country name
Type: PrintableString
Value: <<Country name of subject>> *Country name of subject
CommonName Common name of certificate subject
type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
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Type: PrintableString / UTF8String
Value: <<Name of subject>> *Name of subject
GivenName Given name of certificate subject
type Object ID of given name
Type: OID
Value: 2.5.4.42 2.54.42
value Value of given name
Type: PrintableString / UTF8String
Value: <<Given name of subject>> *Given name of subject
Surname Surname of certificate subject
type Object ID of surname
Type: OID
Value: 2.5.4.4 2544
value Value of surname
Type: PrintableString / UTF8String
Value: <<Surname of subject>> *Surname of subject
SerialNumber Serial number of certificate subject
type Object ID of serial number
Type: OID
Value: 2.5.4.5 2545
value Value of serial number
Type: PrintableString
Value: <<Serial number of subject>> *Serial number of subject
subjectPublicKeyInfo Value
SubjectPublicKeyInfo Public key information of certificate subject
AlgorithmIdentifier Identifier of cryptographic algorithm (public
key cryptography and hash function)
algorithm Object ID of cryptographic algorithm (RSA
PUBLIC Key)
Type: OID
Value: 12840 113549111 1.2.840.113549.1.1.1
parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
subjectPublicKey Public key value
Type: BIT STRING
Value: Public key value *2048bit
(Expansion Area)
basicConstraints (extnld: ==2 5§ 29 19, critical: == TRUE) Value
BasicConstraints Basic constraints
cA Flag showing whether certificate is a CA
Type: Boolean
Value: False (certificate is not a CA) FALSE
certificatePolicies (extnld: == 2 § 29 32, critical: == FALSE) Value

PolicyInformation
policyldentifier

policyQualifiers
policyQualifierID

Qualifier

Policy-related information
Type: OID
Value: 1.2.392.200081.1.20.1
Policy-related information
Type of policyQualifiers
Type: OID
Value: Object ID of CPSuri
(id-qt-cps)
URI where CPS is published
Type: URL
Value:
https://www.cybertrust.ne.jp/itrust/repo
sitory/index.html

1.2.392.200081.1.20.1

1.3.6.1.5.5.7.2.1

https://www.cybertrust.ne.jp/itrust/repositor
y/index.html

authorityInfoAccess (extnld: ==13 6155 71 1, critical: == FALSE)

Value

Authority Information Access
Caissuers

Certification Authority information access
Certification Authority access method
Type: OID
Value: 1.3.6.1.5.5.7.48.2
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cisca.crt

1.3.6.1.5.5.7.48.2
http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cisca.crt

keyUsage (extnld: ==252915, ¢

ritical: == FALSE)

Value

KeyUsage

Key usage
Type: BitString
Value: 11000000

(digitalSignature, nonRepudiation)
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extendedKeyUsage (extnld: == 2.5.29.37, critical: == FALSE)

Value

extendedKeyUsage

Extended key usage
Type: OID
Value: 1.3.6.1.5.5.7.3.4
Type: OID
Value: 1.3.6.1.5.5.7.3.3

1.3.6.1.5.5.7.3.4 (emailProtection)

1.3.6.1.5.5.7.3.3 (codeSigning)

(however, only c is PrintableString)

authorityKeyldentifier (extnld: == 2 5 29 35, critical: == FALSE) Value
AuthorityKeyldentifier Information related to public key of certificate
issuer

keyldentifier Identifier of public key

Type: OctetString

Value: Hash value of subjectPublicKey of

issuer
subjectAltName (entnID: ==2 5 29 17, critical: == FALSE) Value
subjectAltName Alternative name of certificate subject
directoryName Directory name

Type: UTF8String c=JP

Value: “c = JP, s =, certificate subject’s
address (state), | = certificate subject’s
address (locality), ou = certificate subject’s
date of birth (western calendar), cn =
certificate subject’s name”

s = “subject’s address (state)”

| = “subject’s address (locality, street)”

ou = “subject’s date of birth (western
calendar)”

cn = “subject’s name”

cRLDistributionPoints (extnld: == 2 5 29 31, critical: == FALSE)

Value

cRLDistributionPoints
DistributionPoint
uniformResourceldentifie

CRL distribution points
CRL distribution points
URI
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cdp.crl

http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cdp.crl

subjectKeyldentifier (extnld: ==

2 529 14, critical: == FALSE)

Value

SubjectKeyldentifier

keyldentifier

Information related to public key of certificate
subject
Identifier of public key

Type: OctetString

Value: Hash value of subjectPublicKey of

subject

*Hash value of subjectPublicKey of subject

M Personal Signature Certificate (with organizational attributes)

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 2 2 (Ver.3)
Serialnumber Value
CertificateSerial Number Serial number of certificate
Type: INTEGER
Value: Unique integer *Serial number (Unique integer)
Signature Value
AlgorithmIdentifier Identifier of cryptographic algorithm used for
signing certificate
(public key cryptography and hash function)
algorithm Object ID of cryptographic algorithm (SHA-
256)
Type: OID
Value: 12840 11354911 11 1.2.840.113549.1.1.11
Parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of certificate issuer
type Object ID of country name
Type: OID
Value: 2546 2.54.6
value Value of country name
Type: PrintableString
Value: JP JP

© 2018 Cybertrust Japan Co., Ltd.

57




trust

Organizationldentifer
type

CPS (Certification Practice Statement) Version 1.2.1

Organization identifier of certificate issuer
Object ID of organization identifier
Type: OID

Value: 2.5.4.97 2.5497
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of certificate issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.54.10
value Value of organization name
Type: PrintableString
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of certificate issuer
Type Object ID of common name
Type: OID
Value: 2.5.4.3 2543
Value Value of common name
Type: PrintableString
Value:  Cybertrust  iTrust  Signature | Cybertrust iTrust Signature Certification
Certification Authority Authority
Validity Value
Validity Validity period of certificate
notBefore Commencement date
Type: UTCTime
Value: yymmddhhmmssZ *Commencement date of valid term
notAfter Termination date
Type: UTCTime
Value: yymmddhhmmssZ *Termination date of valid term
Subject Value
CountryName Country name of certificate subject
Type Object ID of country name
Type: OID
Value: 2.5.4.6 2.54.6
value Value of country name
Type: PrintableString
Value: <<Country name of subject>> *Country name of subject
CommonName Common name of certificate subject
type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
Type: PrintableString / UTF8String
Value: <<Name of subject>> *Name of subject
GivenName Given name of certificate subject
type Object ID of given name
Type: OID
Value: 2.5.4.42 2.5442
value Value of given name
Type: PrintableString / UTF8String
Value: <<Given name of subject>> *@Given name of subject
Surname Surname of certificate subject
type Object ID of surname
Type: OID
Value: 2.5.4.4 2.5.4.4
value Value of surname
Type: PrintableString / UTF8String
Value: <<Surname of subject>> *Surname of subject
SerialNumber Serial number of certificate subject
type Object ID of serial number
Type: OID
Value: 2.5.4.5 2.54.5
value Value of serial number
Type: PrintableString
Value: <<Serial number of subject>> *Serial number of subject
subjectPublicKeyInfo Value
SubjectPublicKeyInfo Public key information of certificate subject
AlgorithmIdentifier Identifier of cryptographic algorithm (public
key cryptography and hash function)
algorithm Object ID of cryptographic algorithm (RSA
PUBLIC Key)
Type: OID
Value: 12840 11354911 1 1.2.840.113549.1.1.1
parameters Parameters of cryptographic algorithm
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Type: NULL NULL
Value:
subjectPublicKey Public key value
Type: BIT STRING
Value: Public key value *2048bit
(Expansion Area)
basicConstraints (extnld: ==2 5 29 19, critical: == TRUE) Value
BasicConstraints Basic constraints
cA Flag showing whether certificate is a CA
Type: Boolean
Value: False (certificate is not a CA) FALSE
certificatePolicies (extnld: == 2 5 29 32, critical: == FALSE) Value

PolicyInformation Policy-related information
policyldentifier Type: OID
Value: 1.2.392.200081.1.20.1
policyQualifiers Policy-related information
policyQualifierID Type of policyQualifiers
Type: OID
Value: Object ID of CPSuri
(id-qt-cps)
Qualifier URI where CPS is published
Type: URL
Value:

https://www.cybertrust.ne.jp/itrust/repo
sitory/index.html

1.2.392.200081.1.20.1

1.3.6.1.5.5.7.2.1

https://www.cybertrust.ne.jp/itrust/repositor
y/index.html

authorityInfoAccess (extnld: ==13 6155 71 1, critical: == FALSE)

Value

Authority Information Access
Caissuers

Certification Authority information access
Certification Authority access method
Type: OID
Value: 1.3.6.1.5.5.7.48.2
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cisca.crt

1.3.6.1.5.5.7.48.2
http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cisca.crt

keyUsage (extnld: == 2 5 29 15, critical: == FALSE)

Value

KeyUsage

Key usage
Type: BitString
Value: 11000000
(digitalSignature, nonRepudiation)

11000000 (0x00C0)

extendedKeyUsage (extnld: == 2.

5.29.37, critical: == FALSE)

Value

extendedKeyUsage

Extended key usage
Type: OID
Value: 1.3.6.1.5.5.7.3.4
Type: OID
Value: 1.3.6.1.5.5.7.3.3

1.3.6.1.5.5.7.3.4 (emailProtection)

1.3.6.1.5.5.7.3.3 (codeSigning)

authorityKeyldentifier (extnld: == 2 5 29 35, critical: == FALSE)

Value

AuthorityKeyldentifier

keyldentifier

Information related to public key of certificate
issuer
Identifier of public key
Type: OctetString
Value: Hash value of subjectPublicKey of
issuer

subjectAltName (entnID: ==2 5 29 17, critical: == FALSE)

Value

subjectAltName

Alternative name of certificate subject

directoryName

Directory name

Type: UTF8String
(however, only c is PrintableString)

c=JP

Value: “0 = name of organization with which
subscriber is affiliated, OID.2.5.4.97 =
organization identifier of organization with
which subscriber is affiliated, s = address
(state) of organization with which subscriber
is affiliated, | = address (locality, street) of
organization with which subscriber is
affiliated, ou = business division of
organization with which subscriber is
affiliated, t = subscriber’s job title in
organization with which it is affiliated”

o = “name of organization with which
subscriber is affiliated”

0OI1D.2.5.4.97 = “organization identifier of
organization with which subscriber is
affiliated”

s = “address (state) of organization with
which subscriber is affiliated”

| = “address (locality, street) of organization
with which subscriber is affiliated”

ou = business division of organization with
which subscriber is affiliated

t = subscriber’s job title in organization with
which it is affiliated

cRLDistributionPoints (extnld: == 2 5 29 31, critical: == FALSE)

Value
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cRLDistributionPoints
DistributionPoint
uniformResourceldentifie

CRL distribution points
CRL distribution points
URI
Type: OctetString
Value:
http://crl.itrust.ne.jp/CybertrustiTrustSi
gnatureCA/cdp.crl

http://crl.itrust.ne.jp/CybertrustiTrustSignatu
reCA/cdp.crl

subjectKeyldentifier (extnld: ==

2 529 14, critical: == FALSE)

Value

SubjectKeyldentifier

keyldentifier

Information related to public key of certificate
subject
Identifier of public key

Type: OctetString

Value: Hash value of subjectPublicKey of

subject

*Hash value of subjectPublicKey of subject
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Type: UTCTime
Value: yymmddhhmmssZ

(Standard Area)
Version Value
Version Version of certificate format
Type: INTEGER
Value: 1 1 (Ver.2)
Signature Value
AlgorithmlIdentifier Identifier of cryptographic algorithm used for
signing CRL
(public key cryptography and hash function)
algorithm Object ID of cryptographic algorithm
(SHA-1)
Type: OID
Value: 12840 113549115 1.2.840.113549.1.1.5
parameters Parameters of cryptographic algorithm
Type: NULL NULL
Value:
Issuer Value
CountryName Country name of CRL issuer
type Object ID of country name
Type: OID
Value: 2546 2.5.4.6
value Value of country name
Type: PrintableString
Value: JP JP
Organizationldentifer Organization identifier of CRL issuer
type Object ID of organization identifier
Type: OID
Value: 2.5.4.97 2.5.497
value Value of organization identifier
Type: PrintableString
Value: JCN3010401064771 JCN3010401064771
OrganizationName Organization name of CRL issuer
type Object ID of organization name
Type: OID
Value: 254 10 2.54.10
value Value of organization name
Type: UTF8String
Value: Cybertrust Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName Common name of CRL issuer
type Object ID of common name
Type: OID
Value: 2543 2543
value Value of common name
Type: UTF8String
Value:  Cybertrust  iTrust  Signature | Cybertrust iTrust Signature Certification
Certification Authority Authority
ThisUpdate Value
ThisUpdate Issue date of CRL
Type: UTCTime
Value: yymmddhhmmssZ *Commencement date of valid term
NextUpdate Value
NextUpdate Next scheduled update of CRL

*Scheduled update

(Expansion Area)

authorityKeyldentifier (extnld: == 2 5 29 35, critical: == FALSE)

Value

AuthorityKeyldentifier

keyldentifier

Information related to public key of CRL issuer
Identifier of public key
Type: OctetString

Value: Hash value of subjectPublicKey of
issuer

€953 9f51 b0 1e 13 38 ac 7b 6¢ 28 05 €0 47
5249 efba ce

cRLNumber (extnld: == 25 29 20, critical: == FALSE)

Value

cRLNumber

Sequence number of revocation list
Type: INTEGER
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| | Value: Unique integer

*CRL number

(Entry Area)

RevokedCertificates

Value

CertificateSerialNumber Certificate serial number
Type: INTEGER
Value: Unique integer

*Serial number of revoked certificate

revocationDate Revocation processing date
Type: UTCTime
Value: yymmddhhmmssZ

*Revocation processing date

(Entry Expansion Area)

invalidityDate (extnld: == 2 5 29 24, critical: == FALSE)

Value

invalidityDate Invalidity date
Type: GeneralizedTime
Value: yyyymmddhhmmssZ

*Revocation processing date of certificate

cRLReason (extnld: ==2 529 21, critical: == FALSE)

Value

cRLReason Revocation reason code
Type: Enumerated

Value: Revocation reason code

*Value of revocation reason code
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