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Version
1.0 2009 6 29
1.1 2009 8 17
Organization Unit 64
1.2 2009 12 1 Cybertrust DeviceiD RA operated by <<
>> RA operated by <<
>>
1.3 2010 5 12
1.4 2010 12 1
15 201 4 28
1.6 2013 3 28
CRL invalidityDate
OCSP
1.7 2013 4 26 CRL
1.8 2013 10 22 CRL OCSP
Cybertrust DeviceiD Public CA G2is
1.9 2014 4 21 D D
Cybertrust DeviceiD Public CA G2sp
2.0 2015 5 14 CRL invalidityDate
Cybertrust DeviceiD Public CA G3k
2.1 2005 7 21 ID Authority Information Access
Cybertrust DeviceiD Public CA G3 Cybertrust
2.2 2015 10 15 DeviceiD Public CA G3s Cybertrust DeviceiD Public CA G3is
Cybertrust DeviceiD Public CA G3sp
Cybertrust DeviceiD Public CA G2t
23 2015 1215 Cybertrust DeviceiD Public CA G3t
Cybertrust DeviceiD Public CA G2is Cybertrust DeviceiD Public
24 2016 1 25 CA G3is 1D userPrincipalName (
trust )
15.2
25 2016 8 10 subjectAltName
userPrincipalName
2.6 2016 12 15 Cybertrust DeviceiD Public CA G3h
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2.7 2017 12 15 15.2
2.8 2018 2 26 Cybertrust DeviceiD Public CA G3isr
29 2018 11 15 CRL
Cybertrust DeviceiD Public CA G1

3.0 2019 7 24 URL

Cybertrust Japan Policy Authority

authorityInfoAccess

extendedKeyUsage

31 2019 9 11
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1. [FCHIC
1.1 B
ID
ID
ID ID
SSL IPsec IEEE802.1
ID
ID iPhone
Windows OS
ID
Cybertrust

DeviceiD Public CA G2 Cybertrust DeviceiD Public CA G2s Cybertrust DeviceiD Public CA G2k
Cybertrust DeviceiD Public CA G2is Cybertrust DeviceiD Public CA G2sp Cybertrust DeviceiD
Public CA G2t Cybertrust DeviceiD Public CA G3 Cybertrust DeviceiD Public CA G3s

Cybertrust DeviceiD Public CA G3k Cybertrust DeviceiD Public CA G3is Cybertrust DeviceiD
Public CA G3sp Cybertrust DeviceiD Public CA G3t Cybertrust DeviceiD Public CA G3h
Cybertrust DeviceiD Public CA G3isr Cybertrust DeviceiD Education CA G3h

Cybertrust DeviceiD Public CA G2

2013 10 16 2028 11 16

2048 bit

SHA1withRSA

Cybertrust DeviceiD Public CA G2s

2013 10 16 2028 11 16

2048 bit

SHA1withRSA

Cybertrust DeviceiD Public CA G2k

2013 10 17 2028 11 17

2048 bit

SHA1withRSA
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Cybertrust DeviceiD Public CA G2is

2014 3 20 2029 4 20

2048 bit

SHA1withRSA

Cybertrust DeviceiD Public CA G2sp

2014 12 5 2030 1 5

2048 bit

SHA1withRSA

Cybertrust DeviceiD Public CA G2t

2015 11 27 2030 12 27
2048 bit
SHA1withRSA

Cybertrust DeviceiD Public CA G3

2015 5 27 2030 6 27

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3s

2015 5 27 2030 6 27

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3k

2015 4 20 2030 5 20

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3is

2015 7 7 2030 8 7

2048 bit

SHA256withRSA
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Cybertrust DeviceiD Public CA G3sp

2015 7 7 2030 8 7

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3t

2015 11 27 2030 12 27

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3h

2016 12 1 2032 1 1

2048 bit

SHA256withRSA

Cybertrust DeviceiD Public CA G3isr

2018 2 6 2033 3 6

2048 bit

SHA256withRSA

Cybertrust DeviceiD Education CA G3h

2020 7 22 2035 8 22

2048 bit

SHA256withRSA
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CPS IETF PKIX
RFC3647 Certificate Policy and Certification Practices Framework RFC3647 CPS
CP RFC3647
CPS
CP
CPS CP
1.2 XE/LH

CPS 1D (Certification Practice

Statement)
1.3 PKIDOBERSE

Cybertrust Japan Policy Authority CTJPA CPS

CPS PKI CPS

1.3.1 LB
CPS 11
CPS 5.2.1
CPS CPS
ID
1.3.2 BB
1321 TSR IDEHAEEER
ID 7 CPS 1.3.4
ID
ID

1322 NI —OMBERY—/ GERAEEER
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1.4.1.2 TINAR IDEEBAE

ID
SSL IPsec IEEE802.1

ID

1413 YT —OHMBERY —/\GIAE

IEEE802.1

1414 OCSP H-—/\E[B=

OCSP Online Certificate Status Protocol

1.4.2 BEYREEAE O A

1421 FTINAR D EEBAEZED Ak

1422 b —OHBERY—/N\FIRAED AR
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15.2 EREO
CPS
ID
Web
9:00 18:00 Japan Standard Time
did_support@cybertrust.ne.jp
060-0807 7 1 1-2 SE 13

15.3 A CPS DEEMHERET HE
154 HEMORDBFHE
1.6 EZEMREE

CPS  Appendix A
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2. BRAEURSMIDOESE

2.1 VRO EEET SRR

22 FEIIER

https://www.cybertrust.co.jp/deviceid/repository

CPS

Cybertrust DeviceiD Public CA G2
G3
ID

CRL URL

http://crl.deviceid.ne.jp/deviceid/g2.crl
http://crl.deviceid.ne.jp/deviceid/g2s.crl
http://crl.deviceid.ne.jp/deviceid/g2k.crl
http://crl.deviceid.ne.jp/deviceid/g2is.crl
http://crl.deviceid.ne.jp/deviceid/g2sp.crl
http://crl.deviceid.ne.jp/deviceid/g2t.crl
http://crl.deviceid.ne.jp/deviceid/g3.crl
http://crl.deviceid.ne.jp/deviceid/g3s.crl
http://crl.deviceid.ne.jp/deviceid/g3k.crl
http://crl.deviceid.ne.jp/deviceid/g3is.crl
http://crl.deviceid.ne.jp/deviceid/g3sp.crl
http://crl.deviceid.ne.jp/deviceid/g3t.crl
http://crl.deviceid.ne.jp/deviceid/g3h.crl
http://crl.deviceid.ne.jp/deviceid/g3isr.crl
http://crl.deviceid.ne.jp/deviceid/g3hedu.crl

(OCSP) URL

http://ocsp.deviceid.ne.jp/deviceid

2.3  PAHOFEHEHEE

CRL OCSP 24

trust CPS
CRL CPS 4.9.7 CRL
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3. MRS XUEERE

3.1 BHTDRE

3.11 BHD24T
X.500
3.12 BEMOBKICETIES
DN

3.1.2.1 TNARIDEAZEDIGE

Distinguished Name

DN

DN

Common Name

Organization

<

RA operated by <

Organization Unit ID
Country
SubjectAltName

Organization 1D ID

Organization Unit RA"operated by ”
ID 1D
ID

Co.,Ltd. ID
16

3122 UM I—UHBERY—/\GIAEDEE

DN

Common Name

FQDN

Organization

Organization Unit

State or Province
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Locality
Country
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Organization
CPS 3.1.2.1 ID
3.1.3 MAZEDES - REICOVTHOEH
3.1.4 PRRIGBMERERIRT 2=0bDIL—IL
DN X.500
3.1.5 ZMO—EM
3151 TSR IDIEHEDEE
ID Organization ID
1D
DN ID
3.15.2 FYRT—OMBERY—/\JIAEDHE
DN SubjectAltName
3.1.6 EREORE. RS LUERE
3.2 FEI DA NERERR
3.2.1 WEROMAZTERTDIHAE
3211 FTNAARIDIHAENEE
ID

CPS 6.1.2

CSR
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3.2.2 MAZE DR
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ID
ID
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CPS 134
3.2.3 FERLAGLINAZ R
3231 TNAARXIDIHEDEE
ID — SubjectAltName

3232 RYNI—UMBERY—/\GIHEDES

SubjectAltName ou S L
3.24 HERR D IE 114
322
3.2.5 HEERMERE

33  RGIVE) EFHHESORAEHBERI

3.3.1 B GIEASE) TP EH R DA AN HER LR
CPS 3.2
3.3.2 Kk OE GIAE) BRTROARAN LS
CPS 3.2
trust
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3.4  KRMPFEFOHERDERAL

341 KINERERFOEELERE
34.1.1 FTINMR IDIBAZEDGE

1D
ID

3412 YNNI —IUHBERY—/GEHAEDSES

trust
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4. FEARDIAMI7H AV ERNEHR

4.1  GIEAEHE
4.1.1 HAEDHHENRHONEE

4111 TINARXIDIAZEDIGE

ID

4112 UM I—UBRBERY—/\AIAZDES

41.2 HEAEBLUVRE

4.1.2.1 TINA(RIDEEAZEDGE

CPS 3.2

4122 UM I—VHRBERY—/\GIAEDSHE

CPS 3.2
1D
Web
CSR

4.2 AEEREFREDLE
42.1 ARANEHEREBIAERDEST

CPS 3.2
4.2.2 SIRAERFEDARREITES

CPS 3.2
4.2.3 SIEAEREDNIEIZE T S5
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4.3  GEAEDOHET

43.1 RELBIZH T HILEAE RITIE

4311 TINAR D SIAZ D HITUIE

ID

CPS 43.2
ID

4312 UM I—OBBERY—/\GIHEORITLE

4.3.2 MAFE % F BEBAEZEDFHITEA

CPS 43.2

4321 FINA R ID EEBAZ D RITEA

ID
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4322  FYMI—UBBERY—/\GIAZORTEL

CSR
4.4 HIL EAOL- ]
441 SIERE ZMERER F s
4411 TNARXIDIAZEDISZE
ID
ID CPS 4.3.2
ID
Web ¢ Pumo® ID
ID
ID
ID ID
ID ID
ID
Web ID
ID

4412 I I—VHRBERY—/\GIAEDEE

CPS 43.2

Web
442 SRELRIC&BEIRAE D AR
4.4.3 FRELRICL A DB RE (T HIEAERITOEAM
CPS 4.3.2

trust

© 2009 Cybertrust Japan Co., Ltd.
16



trust

Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

4.5 BT ELEAZEDOFA

45.1 MAZIZLDWZRETAZDOFA
4511 FINA X ID SEBAZE

ID CPS 14.2.1 ID

CPS 9.6.3

4512  RybI—ORB[ERY—/\GIHSE

CPS 1422
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4.5.2 ERLEFICLIMAZEDOLARBLIAEDFA
1

4.6 BEFEFOGVIRAZSOEHR

4.6.1 BREHEEOLGVGIAEOEHICETIEHL
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4.6.4 BHFESNI-EIBAZ O RATICEY HEAN
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4.6.6
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4.7

4.7.1

BHFSNI-EIEAZ DA F

RELRICR At DEFRE T HEBAEDRITEX

BEHEHIAASOEN

BREHEHSMASOEHICETLIEHR

4711 TINARXIDIAZEDIGE

ID

4712 I —VRBERY—/\GIAEDSHE

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

4.8

48.1

BEHRBENRHONDE
CPS 4.1.1

REHPAFOFHE
CPS 4.2

REHFSNIEIAZORITICEY 58
CPS 432

REHFSNIEIAZDZEFHE
CPS 44.1

BEHFSNIEIAZ D LA
CPS 442

i DBARE IS T SMEHSNI-FEBAZ D RITEM
CPS 443

AEAZENEE

EBAEDEEICEHYHEH

4811 TNARXIDIIAZEDIHEE

trust

ID
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4812 YN I—UBBERY—/\AIAZOEE

4.8.2 AR EEHFENROONDE

4.8.3 EEAEEREDFinE

4.8.4 EEIN-EEAEDORTICE T HBH

4.8.5 EESNI-EIAEDREFHE

4.8.6 EESNI-EIAED AR

4.8.7 D BIREICH T SEBSNI-FIAEDRITEA

4.9 GIAZOXPESIV—FHEL

49.1 KRS HEH
49.1.1 ERBICKAIRUMER

CPS

49.1.2 BEERTNARID Y R— T RAYIZKBERTER

ID

trust
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CPS

CPS

49.13 MAZEEEBMICIIEMER

CPS

49.14  MABIZEDRIEH

ID
ID ID
7 |

a ID
b ID
C
d ID
e ID
f CPS ID

CPS 49.1.3

© 2009 Cybertrust Japan Co., Ltd.
20



trust

Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

4.9.2

4921

49.2.2

4.9.3

49.4

4.9.5

4.9.6

4.9.7

4.9.8

4.9.9

4.9.10

4911

4.9.12

KMBFEARBOONDE

CPS 4.19.2 ID
ID

TINMR IDIBAZEDHE

YR —OSRERY—/N\IAZEDIGE

KHPEDOFHE

CPS 4.1.9.2 1D
ID

KINBFEETOIET M

AR IZE T DRI NI A DR

EHEUBEICIDIRYDERSE

CRL

CRL ¥1T/A#A
CRL 1

CRL BT THORANEILERRH
CRL 168

CRL
CRL

FU 1V TORMEHDHER
CRL OCSsP
168

T4 TORAERT —FADFER

Z DD F ARTREZ RN ERD IR F R

BROBIRIEICEY D5 RS

© 2009 Cybertrust Japan Co., Ltd.

21

OCSP

OCSsP
CRL OCSP



Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

4.9.13 SEAED—FHELICBET 2 EH

CRL
CRL CRL
49.14 —FHELLDBRFENROONDE
CPS 4.9.2
4.9.15 —BFILOREFHRE
CPS 4.93
4.9.16 —FHZ 1L D HAR

4.10 FIBAEDRT—HRHERH—ER
CRL ocsp

4.10.1 EAEOHH

4.10.2 H—EXRLARIL

4.10.3 FOMDOEH

4.11 MA(EEF ORT

CPS 3.2.2

CPS 49.1

412 BOBE=FEIASIUVREEE

4121 BOBRASLVREEDKR) S —LELUIZFIE

4.12.2 tyiarvF—nhTILL-EIBORIS—DOFIE

trust
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5.

5.1

5.1.1

5.1.2

5.13

5.1.4

5.15

5.16

5.1.7

518

5.19

EEEA. DEMNER

W EE

SIS S UEIE

MIBHT 72X

24

ER- EEARRE

KRR

IR IAREIGFT

BEEMIIE

NITYTHA
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OCSP

5.2 FirmEE

5.2.1

5211

5.2.1.2

5213

5.2.14

5.2.15

5.2.16

EHEINAREABIUAY

REAIREESE

RORERESE

RITBVATLTRIZAMN—4%

RITRARL—5

BHERBARL—SEEE (RAFTRL—4EEE)

1D
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ZBHEBARL—F(RAFTAL—E)
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5.2.2

5.2.3

524

5.3

5.3.1

5.3.2

5.3.3

5.34

REICELITRELSNDAK

FRENZE DR AR LERELE

BHEOSBENBELSNSERE
1D

AEHEHE

RE. B8 BRFICEILIERER
ID

BrREFHRE

BEBLVIIER

BHE-ISOBRAEES

CPS

CTJPA
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ID
5.3.5 BHO—T—arORMEIEF
ID
5.3.6 FASNTOELMTEICH S S EIR
CPS
ID ID
CPS ID
7
ID
5.3.7 LB FITN T HRIEY
CPS
CPS
ID
CPS

5.3.8 RELRAENSRTEIXE

54 EEOJOFHEE

54.1 EESNDINUDIERE
CPS
5.4.2 EENJELEYHRE
trust CPS 5.4.1
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54.3 EENJ ORELRM
5.4.1
3
CPS 5.1.8
544 EENST DRE
54.5 BEEOTDNVITYTFGE
5.4.6 ERXOTDIESRT L
5.4.7 LEE~DBELH
5.4.8 Rt 55 14 ST 4
55 RERORE
55.1 REXNREL DR
CPS 5.4.1
CRL
CPS
55.2 SRR EHAR
CPS 5.5.1
CPS 5.1.8
trust
55.3 SCERDIREE
CPS 5.4.4

© 2009 Cybertrust Japan Co., Ltd.
27



trust

Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

5.54

5.55

5.5.6

5.5.7

5.6

5.7

5.7.1

SEDINVIT YT FinE
CPS 545

BALRET
CPS 551

FLERINER VAT L
CPS 55.1

SR DG EREEFHE

CPS 55.1
CTJPA

EE B DR EE
10

Web

fEFRIEEIUVKEN-DEIR

BRIEBLUKENSDEIBFHRE

CTJPA

CPS 5.7.4
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5.7.2 VAT LERDEERHOFHEE
5.7.3 MAEWEROBFRIEFEOFHE

5.7.3.1 TINARID SIBAEDZE

ID
CPS 4.9.1 < %4

5.7.3.2 YT —OHBERY —/ GIAEDES

CPS 4.9.1 < %4
5.7.4 KEFFOEEREN
ID
Web
ID

5.8 FEEIROERZDKRT

Web

Web

trust
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6. EifiMtFr1)T,EE

6.1 BRTOEREIUVEA

6.1.1 BRTDAER
OCSP
FIPS 140 4
oCsP
6.1.2 IMAEBZ O

6.1.2.1 FINA R IDEIBAZNIES

1D

6.1.22 RUMI—IHBERY—/\GIAEDSHE

6.1.3 SRR A~DMAEARBROEZ

6.1.3.1 FINAR IDEEBAZEDZE

1D

6.1.32 RybI—IUHBERY—/GEHAEDES

CSR

6.1.4 EHEUEEDZERLAFROEZE
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6.1.5 ®E

SHA1 with RSA

SHA256 with RSA 2048 bit

SHAL with RSA )
ID SHA256 with RSA 2048 bit

SHA1 with RSA

SHA256 with RSA 1024 bit

SHAL with RSA .
ocsp SHA256 with RSA 2048 bit

2048bit 1024bit
6.1.6 DRBNFA—REHELVERE
6.1.7 B
Key Usage
Certificate Signing, CRL Signing
ID Digital Signature, Key Encipherment
Digital Signature, Key Encipherment
OCSP Digital Signature

6.2 HERORESIUVESED1—IILEMOEER

6.2.1 ESECA—ILOBRESIVEE
FIPS 140 4
HSM HSM
OCsP FIPS 140 1
OCsP
6.2.2 MEROEHNEE
OCsP
6.2.3 WE RO
oCsP

trust
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6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

6.3

6.3.1

6.3.2

BERBRO/N\VITYT

HSM

OCsP
WERDT—HA7
OCsP

MEROHE
OCsP

OCSsP

ESEC1—ILNTORERRE
HSM

MWEROEML
OCsP

MEROIEEHEL
ocspP

MERBIRD T A
ocsp

CPS 6.2.4

EEEDa1—)L O
CPS 6.2.1

BT DEDHDEE

DEBORE

BRT7OHEMHRM

HSM

HSM
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181
ID 61
62
OCSP 25
2019 9 12 SHA256WithRSA
26
6.4 EHEET—%2
6.4.1 EHIET—2DERBLVRE
6.4.2 EHET—2ORESSVEE
CPS 5.1.2

6.5 AVEA—3DEFa)TAEE

6.5.1 avEa—2txaT4ICBT SRS

6.5.2 aVE1—StX )T DA

6.6 A7 A4 tEx ) T1EE

6.6.1 VAT LRZEER

6.6.2 X TRERERE

trust
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6.6.3 SATH AU EXa) T4 ER

6.7 FYNT—0tX1 T4 EHE

6.8 BALREZT

CPS 555
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7.

7.1

7.1.1

7.1.2

7.1.3

7.14

7.15

7.1.6

7.1.7

7.1.8

7.19

7.2

7.2.1

SFRAE S LU CRL OFOT77AIL

SFRRZEDTOJ7AIL

N—=23VFF
1D
Appendix B

ALBAE LR AR

ID
Appendix B

FINTVXLATOoINERIF

ID
Appendix B
ZHEIDOER
ID
Appendix B
B OHIH

EIE Eﬂ%ﬂ—su :/_7_"7:)17 FE&EIJ %

OCSP

OCSP

OCSP

OCSP

ID 1.2.392.00200081.1.11.1

1.2.392.00200081.1.11.2

RS —HFIBERD A

RS —EBHFOEBIXELUVEKR
ID
Appendix B

SEBAZEARY L —HRRIC DLV TO IR %

CRLOZAOZ7AIL

N—aVES
CRL Appendix B

© 2009 Cybertrust Japan Co., Ltd.

35



Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

7.2.2 CRL. CRL TV hYU#i3R
CRL Appendix B

7.3 OCSPDZAT7A )L

7.3.1 N—avES

OCSP Appendix B
7.3.2 OCSP #i3R

OCSP Appendix B

trust
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8.

8.1

8.2

8.3

8.4

8.5

8.6

trust

FEWEEET S KU Ot FLE

EEDHELSSIUVEH

CPS 8.2

EEADEH

EEANCBEEEORR

CPS

RS E DRI

CTIPA

EEHBROMAT
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9.

9.1

9.2

9.3

9.3.1

9.3.2

9.3.3

TOHDEB LB IVENGHIE
HE
ID
HBHEE
cPs

EEFEROEEE

HEFROEE

CPS 9.4.2

HERBROEESN DIFR

CPS 2.2

BEFRBRORERE

© 2009 Cybertrust Japan Co., Ltd.

CPS 94

38



trust

Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

9.4

94.1

9.4.2

9.4.3

9.44

9.45

9.4.6

9.4.7

9.5

BEAFEROKRE

ISy — K —

Web

BEAFEREL THRONDIER

1D

BAFREAZENELVER

CPS 9.4.2

BAFHRORESE

1D 94.2
CPS
15 5 30 57

https://www.cybertrust.co.jp/corporate/privacy-policy.html

CPS 94.1

BAAEHROERICETHEANDBIMESVER

CPS 9.4.6

CPS

BEFRELIITHRFRICEILH

thDIFHRAFDISE

N8t EHE

CPS
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9.6 KUK
CPS 96
9.6.1 TR DORAREE
CRL ocsp
9.6.2 BHBORBARGE
ID
CPS
9.6.3 MAZE EEBHORARL
CPS
cPs
CPS 49.1.3
9.6.4 MAE DRBARGE
cPs

CPS 14.2
trust
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CPS 49.13
9.6.5 ERAEEORARSE
cPs
CPS 142
CRL ocsp
9.6.6 fth DR &RE D RBARE
ID
cPs
CPS 152
ID
ID
ID
9.7  FREE
CPS 9.6.1 CPS 9.6.2 9.6.5
CPS
ID
9.8 EHIEOHIR
CPS 9.6.1 CPS 9.6.2 9.6.5
trust
ID cPs
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CPS 9.14

9.9 &

CPS

9.10 XEOAEMIAMERT

9.10.1 XEDAHM

CPS  CTJPA
CPS

9.10.2 ’T
CPS CPS 9.10.3

9.10.3 RTOEELEREXE

CPS 9.6

CPS 9.6

(ON)

CPS

CPS 9.10.2

CPS93 94 95 9.6 9.7 9.8 9.9 9.10.2 9.10.3 9.13 9.14 9.15 9.16

CPS
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9.11 EifRERMOERBAEER

ID
1D
ID CPS
9.12 ET
9.12.1 BETFiE
CTJPA CPS
3 | CTIPA
9.12.2 WA EEHM
CPS CTJPA CPS
Web
CTJPA
15
CPS

9.12.3 FITOIONEBIFOER
9.13 HMFMRFHE

CPS

CPS CPS

9.14 #EME

CPS CPS
9.15 @ERZEDESF
9.16 #AI
9.16.1 TLAERE

CPS CPS

trust
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9.16.2 HEFFRIESRTE

9.16.3 D EERIR

9.16.4 SREIEITRIA

9.16.5 TR ANKIR

CPS
CPS

trust

© 2009 Cybertrust Japan Co., Ltd.
44



Y AN—,Z R TINA R ID FRELEEAREE Version 3.2

Appendix A: HEEDE &

2
PIN
1
iPhone, iPad i0S XML
VPN
Wi-Fi APN Exchange
ID
Common Name (CN) Distinguished Name Attribute
Type ID
ID
CPS
Self-signed Certificate
X.509 CPS
ID
trust
Certificate Revocation List CPS CRL
CRL
CRL
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Organization Unit Name (OU)
Attribute Type

Distinguished Name
1D ou

ou

Organization Name (O) Distinguished Name
Type

Attribute
ID

PC,

(digital signature)

CPS

CPS Cp
CP CPS
CPS CP

CPS

CPS CRL Web

CP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List

Distinguished Name

ITU-T X.500

© 2009 Cybertrust Japan Co., Ltd.
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FIPS 140 4 FIPS Federal Information Processing Standards Publication 140)
1
4

IETF PKIX Internet Engineering Task Force IETF

PKIX

RFC3647
ITU-T
OCSP OCSP Online Certificate Status Protocol
CRL OCSP
ID iPhone  Windows OS
MAC Ethernet 1D
PKI Public Key Infrastructure
RSA Rivest Shamir Adelman 3
SHAL/SHA2
2

X.500 ITU-T
X.509 ITU-T

trust
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Appendix B:iEFABREDOTOT7M )L

Version

Version

hodves—Pd o fi
INTEGER
2

2 (Ver.3)

serialNu mber

CertificateSerialNumber

1

— 0 |

INTEGE R

A2 <0

Signatu re

Algorith midenti fier

i

Algorit hm

Paramet ers

+- -
BE —
<t po”

ixﬂ—oK@V-J ID

w i
OID
™Al v

4 ok —
NULL

R

CAG2:
1.2.840.113549.1.1.5(SHA1withRSA)
CAG2s:
1.2.840.113549.1.1.5(SHA1withRSA)

CA G2k:

1.2.840.113549.1.1.5(SHA 1withR SA)
CA G2is:
1.2.840.113549.1.1.5(SHA1withRSA)

CA G2sp:
1.2.840.113549.1.1.5(SHA1withRSA)
CAG2t:
1.2.840.113549.1.1.5(SHA1withRSA)
CAG3:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3s:

1.2.840.113549.1.1.11(SHA256 withRSA)
CA G3k:
1.2.840.113549.1.1.11(SHA256wi thRSA)
CA G3is:
1.2.840.113549.1.1.11(SHA256wi thRSA)
CA G3sp:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3t:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3h:

1.2.840.113549.1.1.11(SHA25 6withRSA )
CA G3isr:

1.2.840.113549.1.1.11(SHA25 6withRSA)
CA G3hedu:
1.2.840.113549.1.1.11(SHA256withRSA )

NULL

Issuer

CountryName
Type

Value

Organizat ionName
Type

© 2009 Cybertrust Japan Co., Ltd.
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Value

CommonName
Type

Value

oID
25410
Printab leString
Cybertr ust Japan Co.,Ltd.
—oKove..) ID
oID
2543
PrintableSt ring
— ™ J|| Yp—

2.5.4.10

Cybertr ust Japan Co.,L td.

2543

Cybertrust Dev iceiD Public CAG 2
Cybertrust DeviceiD Public CAG2s
Cybertrust DeviceiD Public CAG 2k
Cybertrust Dev iceiD Public CA G2is
Cybertru st Devi ceiD Publi c CA G2sp
Cybertru st Devi ceiD Public CA G 2t
Cybertrust DeviceiD Public CAG 3
Cybertrust DeviceiD Public CAG 3s
Cybertrust DeviceiD Pu blic CA G 3k
Cybert rust DeviceiD Public CAG 3is
Cybertrus t DeviceiD P ublic CA G 3sp
Cybertrust DeviceiD Public CA G3t
Cybertrust DeviceiD Public CAG 3h
Cybert rust DeviceiD Public CAG 3isr

Cybertrust DeviceiD Education CA G3h

Validity

Validity

notBefore

notAfter

UTCTi me or GeneralizedTime
2 ord A

UTCTime or GeneralizedTime
2 ord A

© 2009 Cybertrust Japan Co., Ltd.

49

~H - L<T
CAG2: 15 +1
CAG2s:15 +1°
CAG2k:15 +17
CAG2is: 15 +17
CAG2sp:15  +1°
CAG2t: 15 +17
CAG3:15 +1°
CAG3s:15 +1°
CAG3k:15 +17
CAG3is: 15 +1°~
CAG3sp:15 +1°
CAG3t:15 +17
CAG3h:15 +1°
CAG3isr:15 +1~
CAG3hedu: 15 +1°7

k4 = d<
CA G2: 1310160251137
CA G2s: 1310161102032
CAG2k: 1310170214502
CA G2is: 1403200519002
CA G2sp: 1412050218567
CA G2t: 1511270201127
CA G3: 1505270145417
CA G3s: 1505270228147
CA G3k: 1504200541502
CA G3is: 1507070145262
CA G3sp: 1507070220092
CA G3t: 1511270251372
CA G3h: 1612010245432
CA G3isr: 1802060457002
CA G3hedu: 2007220648242

4 - A<
CA G2: 281116025113Z
CA G2s: 2811161102032
CA G2k: 2811170214507
CA G2is: 2904200519002
CA G2sp: 3001050218562
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CA G2t: 3012270201127

CA G3: 3006270145417

CA G3s: 300627022814Z2

CA G3k: 300520054150Z
CA G3is: 3008070145262
CA G3sp: 3008070220097
CA G3t: 3012270251372

CA G3h: 3201010245432
CA G3isr: 330306045700Z
CA G3hedu: 3508220648242

_ TM|‘|J|| Yg— 9
=8 |ssuer <

Subject
CountryName —
Type —oKoeveJ ID
(e]]5}
2546 25.4.6
Value -
PrintableString
JP JP =
OrganizationName -
Type —oKoeves ID
(e]]»)
25410 2.5.4.10
Value —
Pri ntableStri ng
Cybertrust Ja pan Co.,Ltd. Cybertrust Jap an Co.,Ltd.
CommonName -
Type —oKoeve. ID
(e]]»)
2543 2543
Value -
PrintableString

Cybertrust DeviceiD Publi c CA G2
Cybertrust Device iD Public CAG 2s
Cybertru st DeviceiD Public C A G2k
Cybertrust DeviceiD Public CAG 2is
Cybertrust DeviceiD Public CAG 2sp
Cybertrus t Devi ceiD Public CAG 2t
Cybertrust DeviceiD Public CAG3
Cybertr ust De viceiD Pu blic CAG 3s
Cybertrust De viceiD Public CAG 3k
Cybertrust DeviceiD Publ ic CA G3is
Cybertrust DeviceiD Public CAG 3sp
Cybertrust DeviceiD Public CAG 3t
Cybertrust DeviceiD Public CA G3h
Cybert rust De viceiD Public CA G 3isr
Cybertrust DeviceiD Education CA G3h

subjectPublicKeyl nfo

SubjectPublicKeylInfo
Algorithmld entifier

Algorithm

Parameters

subjectPublicKey

i o —
<t po”

0oy !

Bk —0K O©Ve
ID(RSAPUB LICKEY )
OID

12840113549111
i

o T

NULL

BIT STRING

1.2.840.113549.1.1.1

NULL

2048bit  —

basicConstraints (extnld := =2529 19 critical :== TRUE)

BasicConstrai nts
cA

CA%ze %l AR' -

© 2009 Cybertrust Japan Co., Ltd.
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Boolean
True CA % Nef TRUE
subjectKeylde ntifier ( extnld ;:==25 29 14 criti cal :== FALSE)
SubjectKe yldentifier — - A
keylde ntifier -
OCTET STRING
— subjectPublickey — - |H — 4«
Hash CAG2:

B4:A5:6E: D4:B8:72:AD :F6:E9:AB:
EF:63:16:87:41:96:25:3E:0E:DD
CA G2s:
E3:9B;2A;E6:05;8B:9C:B1:94:6A:
BF:6E:20:6B:2D:94:E8:DE:F7:A7
CA G2k:
D0:90:B1:59:95:17:3D:78:7C:1B:
24:9F:E9:D3:72:26:4E:8 1:C4:19
CA G2is:
C1:97:3A:C7:22:3A:BA:29:AE: 72:
OA:FC:58:5A:86:06:2D:EA:1B:D 1
CA G2sp:

15:89:03:9D:B9:D2:C8: 4D:04:EC:
B4:3E:01:46:73:7D:B0:2B:8C:CA
CA G2t:
43:AD:48:61:61:82:22:3B:AE.04 :
C4:1B:8A:B7:A 4:72:0B:D1:28:9B
CAG3:

ED:16:DC:25:12:A8:94 :61:7D:8B:
1F:74:C9:D1:E4: D5:F8:08:7C:.C0O
CA G3s:
01:A1:CF:28:36:47:39:A3:4C: 2A:
41:F5:99:84:E4:22:72:28:05:A0
CA G3k:

E8:99:BB: 62:F8:41:0D:8F:5B:F8:
80:52:A2:E0:58:06:A4:C2:2C.EC
CA G3is:
38:9B:03:06:BA:F7:76:30:ED :16:
AC:1A:28:22:33:F2:85:0C:73:54
CA G3sp:
B8:79:07:36:4C:FD:24:CD:B3:F6:
0B:F0:07:61:BF:83:12:DC:1A:04
CA G3t:
C9:73:E2:3F:C6:0E:72:31:E1:77:
4A:2E:C7:22:7D:C4:FD:24:05:C7
CA G3h:
BD:20:46:2C:8C:68:DD:B4:66:2 8:
31:F2:72:B2:59:2E:32:19:B2:43
CA G3isr:
B0:4C:A9:A0:09:F7:0C:C1: 94:7C:
C0:9D:5D:86:12:99: B8:FC:0E:73
CA G3hedu:
62:38:53:2A:5E:D5:E3:4C:6D:3 4:
4E:59:E3:47:8E:30:29:E0:BB:D6

keyUsage extnld:==25291 5 critical :== TRUE

KeyUsage

BIT STRING
00000110
(CertificateSigning,CRLS igning

00000110
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ID

[ ]

Version

\ersion

hooves—Pd o fi
INTEGER
2

2 (Ver.3)

serialNumb er

CertificateS erialNumber

—o i

INTEGER
T BAd)en

Signatur e

Algorithmldentifier

i

Algorithm

Parameters

T A

s —
<t po”
sisl xr—oKove. ID
OID

™M J|| Lg—

v o —
NU LL

CAG2:

1.2.840.113549.1.1.5(SHA1w ithRSA)

CA G2s:
1.2.840.113549.1.1.5(SHA1withRSA )
CA G2k:
1.2.840.113549.1.1.5(SHA1withRS A)
CA G2is:
1.2.840.113549.1.1.5(SHA1withR SA)
CA G2sp:

1.2.840.113549.1.1.5(SHA1wit hRSA)
CAG2t:
1.2.840.113549.1.1.5(SHA1withRSA)

CA G3:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3s:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3k:
1.2.840.113549.1.1.11(SHA256withR SA)
CA G3is:
1.2.840.113549.1.1.11(SHA256wi thRSA )
CA G3sp:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3t:
1.2.840.113549.1.1.11(SHA256wWithRSA)
CAG3h:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3isr:
1.2.840.113549.1.1.11(SHA256wi thRSA)
CA G3hedu:
1.2.840.113549.1.1.11(SHA256wi thRSA)

NULL

Issuer

CountryName
Type

Value

Organi zationName
Type

© 2009 Cybertrust Japan Co., Ltd.
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oID
2546

PrintableSt ring
JP

—oKoeveJ ID
(e]]»)

25410

52

2546

JP
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© 2009 Cybertrust Japan Co., Ltd.

53

Value -
PrintableSt ring
Cybertr ust Japan Co.,Ltd. Cybertrus t Japan Co.,Lt d.
CommonName —
Type —oKove., ID
OID
2543 2543
Value -
PrintableString
¢ Pum® ID LA Cybertrust DeviceiD Public CAG2
— ™4 %— Cybertrust Devic eiD Public CA G 2s
Cybertrust Dev iceiD Publ ic CA G2k
Cybertrust DeviceiD Publ ic CA G2is
Cybertrust DeviceiD Publ ic CA G2sp
Cybertrust DeviceiD Public CAG 2t
Cybert rust D eviceiD Public CAG 3
Cybertrust Device iD Publ ic CAG3s
Cybertrust D eviceiD Public CA G3k
Cybertrust DeviceiD Public CA G3is
Cybertrust DeviceiD Public CAG 3sp
Cybert rust DeviceiD Public CA G3t
Cybertrust DeviceiD Public CAG 3h
Cybertru st DeviceiD Public CAG 3isr
Cybertrust DeviceiD Education CA G3h
Vali dity
Validity —
notBefore
UTCTime o r General izedTime
2 or4 4 090401000000Z
notAfter
UTCTime or Generalized Time
2 ord z 1405010000002
Subject
CountryName —
Type —oK®o®evel.) ID
OID
2546 2.5.4.6
Value —
Prin tableStri ng
JP JP *
OrganizationName —
Type —oKoeveJ ID
OID
25410 2.5.4.10
Value —
PrintableString or  UTF8String - |H 4
<<% | @ ¢ Pumd ID
>> awd . ¢ -~ | <o
Organiz ationalUni tName (1) —
Type —oKoeveJ ID
OID
25411 25411
Value -
PrintableStrin g or UTF8String - |H 4
RA operated by <<% | ® ¢ Pamo® ID O
>> wdJ e o-r |H <o
OrganizationalUnitName (2, 3) - a) -1 2= #
Type —oKoeveJ ID
OID
25411 25.4.11
Value -
Printabl eString or UTF8String - |H 4
<< >>
CommonName -
Type —oKoeve, ID
oID
2543 2543
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Value -
PrintableString o r UTF8Stri ng - |H 4
<O P am®— >> -
subjectPublicKey Info
SubjectPublicKe yl nfo -
Algorithmldentifier O -
<t po”
Algorithm s il sp —0KOVe
ID(RS A PUBLIC KEY)
OID
12840113549111 1.2.840.113549.1.1.1
parameters i oy —
NULL NUL L
subjectPublicKey
BIT STRING
| & 2048bit -8 1024bit %
i I
authorityKeyldentifier (extnld:==252 935 critical :== FALSE)
AuthorityKe yl dentifier - - A
keyldent ifier —
OCTET STRING
— subjectPublickey — - |H - L«
Hash CAG2:

B4:A5:6E:D4:B8:72:AD:F6:E9:AB:
EF:63:16:87:41:96:25:3E:0E:DD
CAG2s:
E3:9B;2A;E6:05;8B:9C:B1:94:6A:
BF:6E:20:6B:2D:94:E8:DE:F7:A7
CAG2k:
D0:90:B1:59:95:17:3D:78:7C:1B:
24:9F:E9:D 3:72:26:4E:81:C4:19
CA G2is:
C1:97:3A:C7:22:3A:BA:29:AE:72:
OA:FC:58:5A:86:06:2D:EA:1B:D1
CA G2sp:

15:89:03:9D:B9:D 2:C8:4D:04:EC:
B4:3E:01:46:73:7D:B0:2B :8C:CA
CA G2t:
43:AD:48:61:61:82:22:3B:AE:04:
C4:1B:8A:B7:A4:72:0B:D1:28:9B
CAG3:
ED:16:DC:25:12:A8:94:61:7D :8B:
1F:74:C9:D1:E4:D5:F8 :08:7C:C0O
CAG3s:
01:A1:CF:28:36:47:39:A3:4C:2A:
41:F5:99:84:E4:22:72:28:05:A0
CA G3k:
E8:99:BB:62:F8:41:0D:8F :5B:F8:
80:52:A2:E0:58:06:A 4:C2:2C.EC
CA G3is:

38:9B:03:06:BA:F7: 76:30:ED:16:
AC:1A:28:22:33:F2:85:0C:73:54
CA G3sp:

B8:79:07:36:4C:FD :24:CD:B3:F6:
0B:F0:07:61:BF:83:12:DC:1A:04
CA G3t:
C9:73:E2:3F:C6:0E:72:31:E1:77:
4A:2E:C7:22:7D:C4:FD:24:05:C7
CA G3h:
BD:20:46:2C:8C:68:DD:B 4:66:28:
31:F2:72:B2:59:2E:32:19:B2:43
CA G3isr:
B0:4C:A9:A0:09:F7:0C:C1:94:7C:
C0:9D:5D:86:12:99:B8:FC:0E:73
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CA G3hedu:
62:38:53:2A:5E:D5:E3:4C:6 D:34:
4E:59:E3:47:8E:30:29:E0:BB:D6

authorityC ertlssuer

GeneralNames
— subject —

- -
CAG2:
c=JP,0=Cybertrust J apan Co.,Ltd.,
cn=Cybertrust DeviceiD Public CA G2
CAG2s:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust Devi ceiD Public CA G2s
CA G2k:
c¢=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Public C A G2k
CA G2is:
c¢=JP,0=Cybertrust Japan Co.,L td.,
cn=Cybertrust Devi ceiD Public CA G 2is
CA G2sp:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertru st DeviceiD Pu blic CA G 2sp
CAG2t:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Public CAG 2t
CAG3:
¢=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Pub lic CAG3
CA G3s:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust De viceiD Public CAG 3s
CAG3k:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Pu blic CA G 3k
CA G3is:
¢=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Public CA G 3is
CA G3sp:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Public CA G3sp
CA G3t:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust DeviceiD Public C A G3t
CAG3h:
¢=JP,0=Cybertrust Japan Co.,Ltd.,
cn=Cybertrust Device iD P ublic CA G3h
CA G3isr:
c=JP,0=Cybertru st Japan Co.,Ltd.,
cn=Cybertrust D eviceiD Public CA G3isr
CA G3hedu:
c=JP,0=Cybertrust Japan Co.,Ltd.,
cn= Cybert rust DeviceiD Education C A
G3h

L

authorityCertSer ialNumber

o b mi

INTEGER
— serialNu mber

k4 e

subjectKeyl dentifi er (extnld :==25 29 14

critic al :== FALSE)

SubjectKey | dentifier
keyldentifier

o

OCTET STRING
— subjectPublickey —
Hash

— subjectPublickey — Hash

keyUsage extnld:==2529 15 critical

== FALSE

KeyUsage

BIT STRING
101000000
(digitalSign ature,key Encip herment

)

101000000

cRLDistributionPoints (e xtnld :==2 5 29 31

criti cal :== FALSE)

cRLDi stributionPoints
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DistributionPoint
fullN ame

CRL W mfi J

CRLL A URI
OCTET STRING
http URI

o
CA G2:
http://crl.d eviceid.ne.jp/ deviceid/g2.crl
CAG2s:
http:// crl.deviceid.ne.jp/deviceid/g2s. crl
CA G2k:
http:/ /crl. deviceid.ne.jp/deviceid/g2 k..crl
CA G2is:
htt p://crl.deviceid.ne.jp/devicei d/g2is.crl
CA G2sp:
http://crl.deviceid.ne.jp/ deviceid/g2sp.crl
CA G2t
http://cr l.devic eid.ne.jp/ deviceid/g2t.crl
CAG3:
http://crl.deviceid.ne .jp/deviceid/g3.crl
CA G3s:
http://crl.deviceid.ne.jp/deviceid/g 3s.crl
CA G3k:
http://crl.devicei d.ne.jp/deviceid/ g3k.crl
CA G3is:
http://crl.d eviceid.ne.jp/ deviceid/g3is.crl
CA G3sp:
http://crl. deviceid.ne.jp/de viceid/g3sp.crl
CAG3t:
http: //crl.dev iceid.ne.jp/devic eid/g3t.crl
CAG3h:
http://crl.deviceid.ne.j p/deviceid/g3h.crl
CA G3isr:
http:/ /crl.devi ceid.ne.jp/deviceid/g 3isr.crl
CA G3hedu:
http://crl.d eviceid.ne.jp/ deviceid/g3hedu.
crl

L

subjectAltName (extnld :==2529 17 critical := = FALSE)

subjectAltN ame

dNSName hi «fiH® >«
IA5String
hi «fiH" 2 o
otherName / - =
Type UPN —oKo©veJ ID
OID
1361413112023
Value UPN

UTFSStri_ng
*Domk ' fie R

ActiveD irectory 4 A
A
o " fi

_OK

hi «fiH" D =
UPNok o " fi

1.3.6.1.4.1.311.20.2.3

*o@mk ! fio R

extendedKeyUsage (extnld :== 2529 37 critical :== FALSE)

AccessLocation

1361557481
= . ®

IA5String

OCSP — URL

extendedKeyUsage —
KeyPurposeld ID
clientAu th ! i
OoID
136155732 1.3.6.1.5.5.7.3.2 (clientAuth)
authoritylnfoAcce ss (extnld:==1361 55711 critical :== FALSE)
Authority  Info rmation Access -t e -~ | CAG3® CAG3s®
CA G3ks CA G3is8 CA G3sp® CA G3ts
CA G3h#& CAG3isr# CAG3hedu
Access Method % ®
OoID

1.3.6.1.5.5.7.48.1 (OCSP)

http://ocsp.de viceid.ne.jp/dev iceid
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Version
Version hodwes—Pd o fi
INTEGER
2 2 (Ver.3)
serialNumb er
CertificateSerialNumber —o T
INTEGER
T A e o 1w
Signature
AlgorithmIdentifier +- - vV .
P —
<t po”
Algorithm =iy —o0Koves ID
OoID
™4 Y%e— CAG2:
1.2.840.113549.1.1.5(SHA1withRSA )
CAG2s:
1.2.840.113549.1.1.5(SHA1withRSA )
CA G2is:
1.2.840.113549.1.1.5(SHA1w ithRS A)
CA G2sp:
1.2.840.113549.1.1.5(SHA1w ith RSA)
CA G2t:
1.2.840.113549.1.1.5(SHA1wit hRSA)
CAG3:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3s:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3k:
1.2.840.113549.1.1.11(SHA256wit hRSA)
CAG3is:
1.2.840.113549.1.1.11(SHA256withR SA)
CA G3sp:
1.2.840.113549.1.1.11(SHA256wit hRSA)
CAG3t:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3h:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3isr:
1.2.840.113549.1.1.11(SHA256 withR SA)
CA G3hedu:
1.2.840.113549.1.1.11(SHA256wit hRSA)
Parameters s oy —
NULL NULL
Issuer
Countr yName -
Type —oKove, ID
OoID
2546 25.4.6
Value -
PrintableSt ring
JP JP
Organiza tionName -
Type —oKoeve.) ID
OoID
25410 2.5.4.10
Value —
PrintableString
Cybertrust Japan Co.,Ltd. Cybertrust Japan Co.,Ltd.
CommonName -
Type —oKoeveJ ID

2543
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Value -
PrintableString
EPJ:De oo P Cybertrust Dev iceiD Public CAG2
&L A — ™M %— Cybertrust De viceiD Pu blic CA G2s
Cybertrust DeviceiD Public CA G2k
Cybertrust Device iD Public C A G2is
Cybertrust DeviceiD P ublic CA G2sp
Cybertrust Dev iceiD Publ ic CA G2t
Cybertru st DeviceiD Public CAG 3
Cybertrust DeviceiD Publ ic CAG3s
Cybertrus t Devicei D Public CA G3k
Cybertrust Devic eiD Public CA G 3is
Cybertrust D eviceiD Public CA G3sp
Cybertrust Devic eiD Public CA G 3t
Cybertrust DeviceiD Public CAG3h
Cybertr ust DeviceiD Public CAG 3isr
Cybertrust Device iD Education CA G3h
Validity
Validity — 5 27
=2019 9 12 8 =i
Uk % SHA256wi thRSA  ~
Y
|82 27 <A
notBefore
UTCTime or GeneralizedTime
2 ord z 090401000000Z
notAfter
UTCTime or GeneralizedTime
2 ord z 1406010000002
Subject
CountryName -
Type —oKoeve. ID
OID
2546 2546
Value -
Printa bleString
JP JJBP =
StateOrProvinceName - a -1
Type —oKove, ID
OID
2548 2548
Value —
Printab leString
<< >>
LocalityN ame - a -7
Type —oK®o®eveJ ID
OID
2547 2547
Value —
PrintableString
<< >>
OrganizationNa me -
Type —oKove.) ID
OoID
25410 2.5.4.10
Value —
PrintableString or UTF8String - | t 4
<<% 8 ¢ Pumo® ID
>> awd . ¢ -~ |H <o
OrganizationalUnitName (1,2) - a) -1 2=9 #
Type —oKoeve.) ID
OoID
25411 25411
Value -
PrintableString o r UTF8String - |4 t 44
<< >>
CommonName - EeJ:De. — FQDN
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Type —oKo®eves ID
OID
2543 2543
Value —
PrintableString
<< >> EeJ:De. — FQDN
subjectPublicKeyinfo
SubjectPublicKey Info -
Algorithm Id entifi er P L -
<t epo”
Algorit hm s il mE —0KOVe
ID(RSA PUBLICK EY)
OoID
12840113549111 1.2.840.113549.1.1.1
parameters s o —
NULL NUL L
subjectPublickey
BIT STRING
| & 1024bit
author ityKeyldentifier (extnld :== 252935 critical :== FALSE)
AuthorityK eyld entifier — - A
keyldentifier —
OCTET STRING
— subjectPublickey — - |F4 - 4«
Hash
CAG2:

B4:A5:6E:D4:B8: 72:AD:F 6:E9:AB:
EF:63:16:87:41:96:25:3E:0E:DD
CA G2s:
E3:9B;2A;E6:05;8B:9C:B1:94:6A:
BF:6E:20:6B:2D:94:E8:DE:F 7:A7
CA G2k:
D0:90:B1:59:95:17:3D:78:7C:1B:
24:9F:E9:D3:72:26:4E:81:C4:19
CA G2is:
C1:97:3A:C7:22:3A:BA:29:AE:72:
0A:FC:58:5A:86:06:2D:EA :1B:D1
CA G2sp:
15:89:03:9D:B9:D2:C8:4D:04:EC:
B4:3E:01:46:73:7D:B0:2B:8C: CA
CAG2t:

43:AD:48:61:61:82:22:3B :AE:04:
C4:1B:8A:B7:A4:72:0B:D1:28:9B
CAG3:
ED:16:DC:25:12:A8:94:61:7D:8B:
1F:74:C9:D1:E4:D5:F8:08:7C:CO
CA G3s:

01:A1:CF:28:36:47:39:A 3:4C:2A:
41:F5:99:84:E4:22:72:28:05:A0
CA G3k:

E8:99:BB:62:F8:4 1.0D:8F:5B: F8:
80:52:A2:E0:58:06:A4:C2:2C:EC
CA G3is:

38:9B:03:06:BA:F 7:76:30:ED:16:
AC:1A:28:22:33:F2:85:0C:73:54
CA G3sp:
B8:79:07:36:4C:FD:24:CD:B3:F6:
0B:F0:07:61:BF:83:12:DC:1A:04
CA G3t:
C9:73:E2:3F:C6:0E:72:31:E1:77:
4A:2E:C7:22:7D:C4:FD:24 :05:C7
CAG3h:
BD:20:46:2C:8C:68:DD:B4:66:28:
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31:F2:72:B2:59:2E:32:19: B2:43
CA G3isr:
B0:4C:A9:A0:09:F7:0C:C1:94:7C:
C0:9D:5D:86:12:99:B8:FC:0E:73
CA G3hedu:
62:38:53:2A:5E:D5:E3:4C :6D:34:
4E:59:E3:47:8E: 30:29:E0:BB:D6

subjectKeyldentifier (extnld :=

=252914 critical :== FAL SE)

SubjectKeyld entifie r
keyldenti fier

- o
OCTET STRI NG
— subjectPublickey —
Hash

— subjectPublickey — Hash

keyUsage extnld:== 252915 critical ;== FALSE

KeyUsage

BIT STRING
101000000
(digitalSignat ure,keyEn cipherm ent)

101000000

extendedK eyUsage (extnld :==2.5.29.37 critical ;== FALSE

1.3.6.1.5.5.7.3.1 serverAuth

1.3.6.1.5.5.7.3.2 clientAuth

extendedKeyUsage
OID
1.3.6.1.5.5.7.3.1
OID
1.3.6.1.5.5.7.3.2

cRLDi stribution Points (extnld : ==2529 31 critical :== FALSE)

cRLDistributionPoints CRL W mafi

DistributionPoint CRL W i J
ful IName CRLL A URI

OCTET STRING
http URI

- -t
CAG2:
http://crl.deviceid.ne. jp/deviceid/g 2.crl
CAG2s:
http://crl.devic eid.ne.jp/deviceid/g2 s.crl
CA G2k:
http://crl.deviceid.ne.jp/d eviceid/g2k.crl
CA G2is:
http://crl.deviceid .ne.jp/deviceid/g2is.crl
CA G2sp:
http://crl .deviceid.ne.jp/deviceid/g2 sp.crl
CAG2t:
http://crl.dev iceid.ne.jp/dev iceid/g2t.crl
CAG3:
http://crl.deviceid.ne. jp/deviceid/g3.crl
CA G3s:
http:/ /crl .deviceid. ne.jp/deviceid /g3s.crl
CA G3k:
http://crl.d eviceid.ne.j p/deviceid/g3k.crl
CAG3is:
http://crl.deviceid.ne.jp/deviceid/g 3is.crl
CA G3sp:
http://cr l.deviceid.ne.jp/de viceid/g3sp.crl
CAG3t:
http ://crl .deviceid.ne.jp/deviceid/g 3t.crl
CA G3h:
http://crl. deviceid.ne.jp/devic eid/g3h.crl
CA G3isr:
http: //crl.deviceid.ne .jp/deviceid/g3isr.crl
CA G3hedu:
http://crl .deviceid.ne.jp/deviceid/g3h edu.
crl

subjectAlt Name (extnld :==25 29 17

criti cal :== FALSE)

subjectAltName

dNSNam e hi

fiH® 2 o
IA5 Strin g
hi «fiH" D o

ActiveDirect ory 4t
1t g
o i

A~|| —ok

hi «fiH* D=
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OCSP
Version
Version hodves—Pd o fi
INTEGER
2 2 (Ver.3)
Serial number
CertificateSeri alNumb er —o b ui
INTEGER
5d)en ol i e
Signature
Alg orithmldentifier +- - td v
iy ! HE —
<t po”
algorithm sial mr—oKove! ID
OID
™M %— CAG2:
1.2.840.113549.1.1.5(SHA1w ithRSA)
CAG2s:
1.2.840.113549.1.1.5(SHA1withRSA)
CA G2k:
1.2.840.113549.1.1.5(SHA1withRSA)
CA G2is:
1.2.840.113549.1.1.5(SHA1withRSA)
CA G2sp:
1.2.840.113549.1.1.5(SHA1withRSA)
CA G2t:
1.2.840.113549.1.1.5(SHA1withRSA)
CA G3:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3s:
1.2.840.113549.1.1.11(SHA256with RSA)
CA G3k:
1.2.840.113549.1.1.11(SHA256withRSA)
CAGa3is:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3sp:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3t:
1.2.840.113549.1.1.11(SHA2 56withRSA)
CAG3h:
1.2.840.113549.1.1.11(SHA256wit hRSA)
CA Ga3isr:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3hedu:
1.2.840.113549.1.1.11(SHA256wit hRSA)
parameters L
NULL NULL
Issuer
CountryName _
Type —oK®oeve., ID
OID
2546 2.5.4.6
Value —
PrintableStrin g
JP JP
Organi zationName -
Type —oKoeveJ ID
OID
25410 2.5.4.10
Value -
PrintableString
Cybert rust Ja pan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName -
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Type —oKove., ID
OID
2543 2543
Value -
Printab leString
OCSPO> P 4L A4 | Cybertrust Devi ceiD Public CAG2
— ™4 %— Cybertrust DeviceiD Public CA G2s
Cybertrust D eviceiD Public CA G2k
Cybertrust Devicei D Public CA G2is
Cybertru st DeviceiD Public C A G2sp
Cybertrust DeviceiD Public CA G2t
Cybertrust DeviceiD Public CAG3
Cybertrust D eviceiD Publi ¢ CAG3s
Cybertrust DeviceiD Pu blic CA G3k
Cybertru st DeviceiD Pub lic CA G3is
Cybertrust De viceiD Publ ic CA G3sp
Cybertrust DeviceiD Pub lic CA G3t
Cybertrust DeviceiD Pub lic CA G3h
Cybertrust DeviceiD Pub lic CA G3isr
Cybertrust Devicei D Education CA G3h
Validity
Validity —
notBefore
UTCTime
yymmddhhmm ssZ
notAfter
UTCTime
yymmdd hhmmssZ
Subject
CountryName -
type —oKoeveJ ID
OID
2546 2.5.4.6
value —
PrintableString
JP JP
OrganizationName —
ty pe —oKoveJ ID
OID
25410 2.5.4.10
value —
PrintableS tring
Cybertrus t Japan Co., Ltd. Cybertrust Japan Co., Ltd.
CommonName -
ty pe —oKoeve. ID
OID
2543 2543
value —

Cybertrust D eviceiD Public CA G2 OCSP
Responder

Cybertrust DeviceiD Public CA G2s
OCSP Responder

Cybert rust De viceiD Public CA G2k
OCSP Responder

Cybertru st DeviceiD Public CA G2is
OCSP Responder

Cybertrust Devi ceiD Public CA G2sp
OCSP Responder

Cybertr ust Devic eiD Public CA G2 t
OCSP Responder

Cybertrust De viceiD P ublic CA G3 OCSP
Responder

Cybertru st DeviceiD Public CA G3 s
OCSP Responder

Cybertrust DeviceiD Public CAG 3k
OCSP Responder

Cybertrust DeviceiD Publ ic CA G3is
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OCSP Responder

Cybertrust D eviceiD Public CA G3 sp
OCSP Responder

Cybertru st D eviceiD Public CA G3 t
OCSP Responder

Cybertrust DeviceiD Public CA G3h
OCSP Responder
Cybertrust DeviceiD Publi
OCSP Responder

c CA G3isr

Cybertrus t DeviceiD Education CA G3h
OCSP Responder

subjectPublicKeyin fo

SubjectP ubli cKeylInfo
Algorithmlidentifie r

i
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algorithm ) #Fr —o0 K oOVe )
ID(R SA PUBL IC KEY)
(e]]»)
12840113549111 1.2.840.113549.1.1.1
parameters i o —
NULL NULL
subjectPublickey
BIT STRING
2048bit  —
basicConstraints ( extnld :==2529 19 critical :== FALSE
BasicConstra ints
cA CA%ze%l AR' -
Boolean
FALSE
auth orityK eyldentifier ( extnld :==25 29 35 critical :== FALSE
Auth orityKeyldenti fier - - A
keyldentifier —
OCTET STRING
— subjectPu blickey — - |H — &<
Hash CAG2:

B4:A5:6E:D4:B8:72: AD:F6:E 9:AB:
EF:63:16:87:41:96:25:3E:0E:DD
CA G2s:

E3:9B;2A;E6: 05;8B:9C:B1:94:6A:
BF:6E:20:6B: 2D:94:E8:DE:F7:A7
CA G2k:
D0:90:B1:59:95:17:3D:78:7C:1B:
24:9F:E9:D3:72:26:4E:81:C4:19
CA G2is:
C1:97:3A:C7:22:3A:BA:29 :AE:72:
0OA:FC:58:5A:86:06:2D:EA:1B :D1
CA G2sp:

15:89:03:9D:B9:D 2:C8:4D:04:EC:
B4:3E:01:46:73:7D:B 0:2B:8C:CA
CAG2t:
43:AD:48:61:61:82:22:3B:AE :04:
C4:1B:8A:B7:A4:72:0B:D1:28:9B
CAG3:
ED:16:DC:25:12:A8:94:61:7D:8B:
1F:74:C9:D1:E4:D5:F 8:08:7C:C0O
CAG3s:
01:A1:CF:28:36:47:39:A3:4 C:2A:
41:F5:99:84:E4:22:72:28:05:A0
CA G3k:

E8:99:BB:62:F8:41:0 D:8F:5B :F8:
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80:52:A2:E0:58:06:A 4:C2:2C.EC
CA G3is:

38:9B:03:06:BA:F7:7 6:30:ED:16:
AC:1A:28:22:33:F2:85:0C.73:54
CA G3sp:
B8:79:07:36:4C:FD:24.CD:B3:F6:
OB:F0:07:61:BF:83:12:DC:1A:04
CAG3t:

C9:73:E2:3F:C6:0E: 72:31:E1:77:
4A:2E:C7:22:7D:C4:FD:24.05 :C7
CAG3h:
BD:20:46:2C:8C:68:DD:B4:66:28:
31:F2:72:B2:59:2E:32:19:B2: 43
CA G3isr:
B0:4C:A9:A0:09:F7:0C:C1:94:7C:
C0:9D:5D:86:12:99:B8:FC:0E:73
CA G3hedu:
62:38:53:2A:5E:D5:E3:4C:6D :34:
4E:59:E3:47:8E:30: 29:E0:BB:D6

subjectKeyld entifier ( extnld :==2 52 14 criti cal :== FALSE

SubjectKeyldenti fier - - A

keyld entifie r -
OCTET STRING
— subjectPublic Key —

— subjectPubl icKey — Hash

(digitalSignat ure)

Hash
keyUsage extnld :==252915 critical :== TRUE
KeyUsage —
BIT STRI NG
100000000 100000000

extendedKeyUsage (extnld :==2.5.29.37 critical :== FA LSE

extendedKeyUs age
OID
1.3.6.1.5.5.7.3.9

1.3.6.1.5.5.7.3.9 OCSPSigning

OCSP No Check (extnld :==1.3.6.1.5.5.7.48.1.5 critical := = FALSE

OCSP No Check -
OCSP No Check 4 L

NULL
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Version
Version hodwvwes—Pd o fi
INTEGER
1 1 (Ver.2)
Signature
Algorithm| dentifier e +— - vd v
P O
<t po”
Algorithm sia iy —o0Koves ID
OoID
™4 Y%— CAG2:
1.2.840.113549.1.1.5(SHA1withRSA)
CAG2s:
1.2.840.113549.1.1.5(SHA1with RSA)
CA G2k:
1.2.840.113549.1.1.5(SHA1with RSA)
CAG2is:
1.2.840.113549.1.1.5(SHA1wit hRSA)
CA G2sp:
1.2.840.113549.1.1.5(SHA1w ithRSA)
CA G2t:
1.2.840.113549.1.1.5(SHA1withRSA )
CAG3:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3s:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3k:
1.2.840.113549.1.1.11(SHA256withRSA)
CAG3is:
1.2.840.113549.1.1.11(SHA256withR SA)
CA G3sp:
1.2.840.113549.1.1.11(SHA2 56withRSA )
CAG3t:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3h:
1.2.840.113549.1.1.11(SHA256withRSA)
CA G3isr:
1.2.840.113549.1.1.11(SHA256withRSA )
CA G3hedu:
1.2.840.113549.1.1.11(SHA256 wit hRSA)
Parameters s oy —
NULL NULL
I ssuer
CountryNam e Y —
Type —oKove, ID
OoID
2546 2.5.4.6
Value —
Pri ntableStr ing
JP JP
OrganizationName -y -
Type —oKoeve.) ID
OoID
25410 2.5.4.10
Value -
PrintableStrin g
Cybertrust Japan Co., Ltd. Cybertrust Japan Co .,Ltd.
CommonName Y -
Type —oKoeveJ ID
oID
2543 2543
Value —
Prin tableString
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CRLE A  —™d %—

Cybertrus t DeviceiD Pu blic CA G 2

Cybertrust Devi ceiD Public CAG2s
Cybertrust Devi ceiD Public CA G 2k
Cybertrust D eviceiD Public CA G 2is
Cybertrust DeviceiD Pu blic CA G 2sp
Cybertrus t DeviceiD Public CAG 2t
Cybertrust DeviceiD Public CAG 3
Cybertrust DeviceiD Public CAG 3s
Cybertrust DeviceiD Public CA G 3k
Cybertrust DeviceiD Public CA G 3is
Cybertr ust Devicei D Public CA G 3sp
Cybertrust Device iD Public CAG 3t
Cybertrust DeviceiD Public C A G3h
Cybertrust DeviceiD Public CAG 3isr
Cybertrust D eviceiD Education CA G3h
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thisUpdate
thisUpdate
UTCT ime or GeneralizedTime
2 ord z 0904010000002
nextUpdate
nextUpdate
UTCTime or GeneralizedTi me
2 ord z 0904080000002
autho rityKeyldentifier (¢ xtnld ;= =25 29 35 critical :== FALSE)
Aut hority Keyldentifier Y - - A
|
keyl dentifier —
OCTET STRIN G
— subjectPublicK ey — - |4 — <
Hash
CAG2:

B4:A5:6 E:D4:B8:72:AD:F6:E9:AB:
EF:63:16:87:41:96:25:3E:0E:DD
CA G2s:
E3:9B;2A;E6:05;8B:9C:B1:94:6A:
BF:6E:20:6B:2D:94:E8:DE:F 7:A7
CA G2k:
D0:90:B1:59:95:17:3D:78:7C:1B:
24:9F:E9:D3:72:26:4E :81:C4:19
CA G2is:
C1:97:3A:C7:22:3A:BA:29:AE :72:
0A:FC:58:5A:86:06:2D:EA:1B:D1
CA G2sp:
15:89:03:9D:B9:D2:C8:4D:04:EC:
B4:3E:01:46:73:7D:B0:2B :8C:CA
CAG2t:
43:AD:48:61:61:82:22:3B:AE:04:
C4:1B:8A:B7:A4:72:0B:D1:28:9B
CAG3:

ED:16:DC:25:12:A8: 94:61:7D:8B:
1F:74:C9:D1:E4:D5:F8:08:7C:CO
CA G3s:
01:A1:CF:28:36:47:39:A3:4C:2A:
41:F5:99:84:E4:22:72:28:05:A0
CA G3k:
E8:99:BB:62:F8:41:0D:8F :5B:F8:
80:52:A2:E0:58:06:A4:C2:2C:EC
CA G3is:
38:9B:03:06:BA:F7:76:30:ED:16:
AC:1A:28:22:33:F2:85:0C:73:54
CA G3sp:
B8:79:07:36:4C:FD:24:CD:B3:F6:
0B:F0:07:61:BF:83:12:DC:1A:04
CA G3t:
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C9:73:E2:3F:C6:0E:72:31:E1:77:
4A:2E:C7:22:7D:C4:FD :24:05:C7
CAG3h:
BD:20:46:2C:8C:68:DD:B4:66:28:
31:F2:72:B2:59:2E:32:19:B2:43
CA G3isr:
B0:4C:A9:A0:09:F7:0C:C1:94:7C:
C0:9D:5D:86:12:99:B8:FC.0E: 73
CA G3hedu:
62:38:53:2A:5E:D5:E3:4C :6D:34:
4E:59:E3:47:8E:30:29:E0:BB:D6

cRLNumber (e xtnld :==2 5 29 20

cRLNumber CRL —

INTEGER

T Ad)en CRL —
revokedCertificat es
Certif icateSerialNu mber i @) —o !l oai

INTEGER

T Ad e O o b wi

revocationDate

UTCTime or Ge neralizedTime

invalidityDate (extnld:==2529 24 critical :== FALSE)

inv alid ityDate

Generalize dTime
yyyymmd dhhmmss Z

cRLReason (extnld :==25 29 21

critical : == FALSE)

cRLReason

«D)
Enumerate d
«DJ )

(1) keyCompromise

(2) cACompromise

(3) affiliationChanged

(4) superseded

(5) cessationOfOper ation

unspecified | & cRLReason < «=
~ ™9
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